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1. HEJIX OCBOEHUA JUCHHUIIJIMHBI (MOAYJIS)

1.1

Lenpro 0OCBOEHHS TUCIUILIAHEL SIBIsiETCsT (POPMUpPOBaHHE 00menpodeccnoHaIbHON KOMIIETEHIINH, 3aKTI0YalomIeecs B
CIOCOOHOCTH aHAJIM3UPOBATH MPAaBUJIA YIIPABICHU 0€30MaCHOCTBHIO BHIYUCIUTENBHBIX CUCTEM U KOMITBIOTEPHBIX CETEH,
IIPOBOJUTH KOMIUIEKCHBIN ITOAXO0/] K 00ecreyeHn o 6€30acHOCTH, aHAJIM3UPOBATh U CTPYKTYpUPOBATh YIPO3bl 0€30M1acCHOCTH,
0QOPMIISITE U MPEJCTABIISTh aHAJTUTHIECKUE 0030pbl PUCKOB 0€30MaCHOCTH, H3Y4aTh METO/IbI  CPEICTBA 00CCIICUEHHS
0e30MaCHOCTH BBIYUCIIUTENLHBIX CHCTEM M KOMITBIOTEPHBIX ceTell ¢ 000CHOBaHHBIMH BBHIBOJIAMU M PEKOMEHIAIIUSMHU.

2. MECTO JUCHUILIUHBI (MOY.JI51) B CTPYKTYPE OBPA3OBATEJLHOM TPOT'PAMMBI

Hukn (paznem) OI1: |BI.0.08

3. KOMIIETEHIIMX OBYYAIOIIEI'OCs, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMA JUCHUIIJIMHBI (MOY JIS)

OIIK-3 Crocoben anann3upoBaTh NpodhecCHoHaIbHYI0 HH)OPMAIIHIO, BEIIEISITh B HEH TIIaBHOE, CTPYKTYPHUPOBATh, ODOPMIISITE U
MPE/ICTABIIATh B BUJIE aHATUTHIECKUX 0030pOB ¢ 00OCHOBAHHBIMHU BBHIBOJAMH M PEKOMEHIALUSIMU;

OI1K-3.1 AHanu3upyeTt npodecCHOHANBHYI0 HHPOPMAIHIO, HAPaBICHHYIO Ha 0€30MaCHOCTh U 3aIUTY MH(QOpMAIINH, U TIPE/ICTABIISET e€ B
BU/IC AaHAJIUTUYECKUX 0030pOB

OIIK-3.2 O(l)OpMJ'[HeT U NpEeACTABISIET HAYYHO-TEXHUICCKYHO I/IHq)OpMaLII/IIO B COOTBETCTBUU CO CJIOKUBIIUMCA aKaJICMUYCCKHUM 3THUKETOM

B pesyabTaTe ocBOeHHSI JHCUHMILIMHBI (MOY.J151) 00yUYarOLIUIiCs 10/KEeH

31

3HaTh:

3.1.1

OCHOBHBI€E IIOJIO’KEHUS 3aKOHOATENILCTBA B 00JIACTH COBPEMEHHOI'0 aBTOPCKOT'O IIPpaBa U 3alUThl HHPOpMaLUH;

3.1.2

OCHOBHBIE METO/IbI U CPE/ICTBA 3aLUThHI KOH(PUICHINATLHON HH(OpMALINY;

3.1.3

COCTaB M OPTaHU3aIMI0 CUCTEM HH()OPMAIMOHHON 6€30I1aCHOCTH, METOIBI KPHIITOTpadhUueCcKUX MPeoOpa3oBaHMii;

3.14

OCHOBHBIC CTaHAAPTHI U IMTPOTOKOJIBI HII/ICprBaHI/IS[ u BHGKTPOHHOﬁ HOAINUCH;

3.1.5

METOJBI U Cpe/iCTBa obecrneueHrs: HHQOPMAIIMOHHOM 0€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM;

3.1.6

COBPEMEHHBIC METOIbI oOecrieYeHus LEJIOCTHOCTH U 3allIUThI I/IH(I)OpMaI.II/II/I U IPOrpaMMHBIX CPCACTB OT HCCAHKIIMOHUPOBAHHOTO
J0CTYyIIa U KOITUPOBAHUA,

3.1.7

COBPEMEHHBIC TOAXOAbI K IOCTPOCHUIO CUCTEM 3alUTHI HHd)OpMaHHH.

3.2

YMeTh:

3.2.1

OMpENEeNIATh U aHAJIM3UPOBAThH YTPO3bI 0€30MaCHOCTH MH()OPMAIIMK B 3aBUCUMOCTH OT CPEJIbl SKCILTyaTalluy POJIYKTOB
MHPOPMAaIMOHHBIX TEXHOJIOTHA;

322

HCII0JIB30BaTh COBPEMEHHBIC IIPOrpaMMHBIC CPEACTBA JIA 3allIUThI I/IH(i)OpMaIlI/II/I;

323

NPUHUMATDH aICKBATHBIC PCIICHUA IIPU BLI60pe CpEACTB 3allIUThI I/IHCI)OpMaHI/II/I Ha OCHOBE aHaJIn3a yrpoas;

324

pa3pabaThIBaTh M CO37aBaTh THIIOBBIE CXEMBI 3aLIUTH HHPOPMALUK Ha OCHOBE COBPEMEHHBIX CPEICTB 00ECIIeUeHHUS
MHPOPMAITMOHHON 0€301MacHOCTH;

3.2.5]/000CHOBaHHO BHIOHUpPATh COOTBETCTBYIOIINE OPraHU3aUOHHBIC U IPOTPaMMHO-AIIIApaTHBIE CPEACTBA I OPraHU3alUN CUCTEM
WH(POPMALTUOHHOHN 3alUTHI.
3.3|Baagern:
3.3.1|HaBbIKaMU pa3pabOTKH 3aAMUIICHHBIX TPUJIOKCHUH;
3.3.2|HaBBIKaM¥ CO3aHMS 3AMIUIIEHHON CPEbl C TOMOIIIBIO alMapaTHO-MPOTPAMMHBIX CPEJCTB 3aIINTHI;
3.3.3|HaBBIKAMHU CaMOCTOSATEIILHOTO MPOEKTUPOBAHUS CUCTEM 3aIIUTHI HH()OpMALINY;
3.3.4|MeTogaMu OLEHKH Y3PPEKTUBHOCTH CUCTEM 3aIIUThl HH)OPMALUU B KOMIIBIOTEPHBIX CHCTEMaX.
4. CTPYKTYPA U COAEPKAHME JUCIUIIJIMHBI (MOAYJIS)
Kon HaumenoBanue pa3esioB U TeM /BU/1 3aHATHSI/ Cemectp / | YacoB | IIpumeuanue
| 3aHATHH Kvoc
Pa3nes 1. OcHOBBI 3aIIUTHI
uHpopMaNHU
1.1 CpenctBa 1 METOZBI 3aIUTHI TUCKOB OT 2 2

HCC&HKHI/IOHI/IpOBaHHOFO ):[OCTyl'la u
konupoBaHus. CriocoObI Co3TaHuUs
KJTFOYEBBIX HOCHTEINEH HH(OPMAITHH.
IIpuBsi3ka nporpaMMHBIX CPEJCTB K
KOHKpPETHOMY KOMIIbioTepy. Kpurepun
BBIOOpA CHCTEMBI 3auTH. TexHuueckne
YCTPOWCTBA 3alUTHl HHPOPMAIIUU U
MporpaMMHOro obecrieueHust. [[pUHIHTIBI
JICHCTBUS JIEKTPOHHBIX Kitouei. /JIek/




1.2

B3nom MoHOaI(haBUTHOTO OACTAHOBOYHOTO IIKU(pa METOJOM YaCTOTHOW aTakH
/J1ab/

Knaccudukanus cpeacts 3amunThbl
UH(OPMAIMH 1 TIPOTPAMMHOTO
obecrieyeHusI OT HECAHKITHOHUPOBAHHOTO
JOCTYTIA ¥ KOMTHPOBAHMUS: CPEACTBA
COOCTBEHHOM 3al[UThI, CPEACTBA 3AIUTHI
B COCTAB€E BBIYMCIUTEILHON CUCTEMBI,
CPEJ/ICTBA 3AIIHUTHI C 3aMPOCOM
rHpoOpMauH. AKTHBHBIC H TTACCHBHbIC
METOABI 3aIUTHI HpOT’paMMHOFO
obecneuenus. /JIex/

1.4

OnHopazoBble O710KHOTHI /J1ab/

1.5

3amuch 1 uTeHne HHGOPMALUHK TS TIACTHKOBBIX KapT ¢ MAarHUTHO# nonocoii /J1a6/

1.6

VI3y4eHue U IpakTHIECKask pealnu3aius
COBPEMCHHBIX METOJUK 3alIUThI
KOMIIBIOTEPHOMH HHPOPMAIIHH.
VccrnenoBaHe METOIUKH 3aIUTHI
napopmanyu /Cp/

Paznen 2. Kpuntorpagpuyeckue
cpelcTBa 3alUTHI HH(pOpMaLUU

2.1

OcHoBbl kpunrorpaduu. Kpurepuit
Haje)xHOCTH mHdpoBanust. OCHOBHEIE
Kpunrorpadudeckue npueMsl. biaodnoe
mmdpopanre. CxeMa MOTOYHOTO
mmdposanus. Microns3oBanue
TeHEepaTOPOB IICEBAOCTyYaifHBIX YHCel
st madposanus. /JIex/

22

Ckpsitas nepeaaya napopmanun B JPEG nzodpaxenusx /J1a6/

23

OCHOBBI CHMMETPUYHOTO HIH(POBAHUS
nmanHbIx /Cp/

24

Biounoe 1 norouHoe mUdpoBaHue
JaHHBIX ACHMMETPHYHOE MIU(PPOBAHKE
naHHbIX /Cp/

Paznen 3. 3amura uHpOpMALMOHHBIX H
ONepPaAlMOHHBIX CHCTEM

3.1

[IudpoBanHue C OTKPHITHIM KIIIOUOM.
Wnentudukaiys 31eKTpOHHON MOIIUCH.
XemmpoBanue JaHHBIX. CTaHIapTHI
mudpoBanus JaHHBIX. /JIex/

32

Merton mmdpoBaHus ¢ OTKPHITHIM KiIrouoM RSA /JTab/

33

[TudpoBaHue ¢ OTKPHITHIM KJIIOYOM U 3JIEKTPOHHAs LudpoBas noanuck Ha GPG
/J1a6/

34

OpraHu3anys CHCTEM 3aIlIUThI
UHQOPMaIMH OT HECAHKIIHOHUPOBAHHOTO
nocryna. Unentudukanus u
YCTaHOBJICHUE TOATMHHOCTH.
YcraHoBNEHNE TOATUHHOCTH
0JIb30BaTels, (haiiia, BEIYUCIUTETBHON
cucteMbl. BeiOop maposst. Y craHOBICHHE
TTOJTHOMOYMH. MaTpuia ycTaHOBJICHUS
noHOMOoYHH. VlepapXuueckue cucTeMbl
YCTaHOBJIEHUS OTHOMOYMH. CUCTEMBI
perucTpanuy rnojb3oBaresei, COObITHH,
UCIIOIBb3YEMBIX PECYPCOB.
Kommsroteproe nupatctso. /JIex/

35

Hcnonp3oBanue xam-GpyHKiui Ha npuMepe MDS. OrieHka yCTORYMBOCTH MAPOJIs KO
B3noMy /J1a6/




3.6 Kowmmeroreprsie Bupycel. Bupycel, 2 2
3apa)kaloIe 3arpy309HbIE CEKTOpA.
®DailoBbIE BUPYCHI.
3arpy304Ho-(haiiioBsle BUPYCHI.
IMonumopHbIE BUPYCHI.
OpraHu3aloHHbIE U IPOTPAMMHBIC
croco0bl OOPLOBI ¢ BUPYCHBIM
3apayKCHUEM MPOrPAMMHOTO
obecnieuenust. /JIex/

3.7 3amura nHGOPMAIIUK B KOMIIBIOTEPHBIX 2 2
cersix. Knaccudukanms ynaneHHbIX aTax.
MerTobl 3aIIUTHI OT HUX. TeXHOIOrun
VPN. IlludpoBaHue NaHHBIX Ha CETEBOM
ypoBHe. [IpuMeHeHne TeXHoIoTuit
mM(poBaHKst JAHHBIX COBMECTHO C
MEKCETEBBIMU IKpaHaMHU. 3alllUIeHHbIE
IIPOTOKOJIBI IPUKIIaJHBIX /JIek/

38 Cetp Deitmrrens /J1a6/ 2 4

3.9 Mogens 6e30MacHOCTH COBPEMEHHOM 2 6
orepannoHHou cuctemsl /Cp/

3.10 OCHOBEI 3aIIIUTHI JaHHBIX B 2 5
KOMITbIOTEpHBIX ceTsix /Cp/

Pa3nen 4. CamocTosiTesibHAast padoTa

4.1 [Moarororka k nadopatopHsiM 3aHsATUIM /Cp/ 2 32

4.2 [MoaroroBka JieKMOHHBIM 3aHATHsIM /Cp/ 2 8

Paszgen 5. KourakTHas 4achbl HA aTTECTALUIO

5.1 Ox3amen /KD/ 2 2,35

5. OHEHOYHBIE MATEPHUAJIbI

O1neHOYHBIE MaTepUaITBI IS IIPOBENICHHUS TPOMEKYTOYHOM aTTeCTAlMK 00YYAIOIIMXCS IPUBEICHBI B MPUIIOXKEHUH K pabodeit mporpamme
JCIIUTUINHEL.

@DopMBbI U BUJIBI TEKYIIETO KOHTPOJIS 110 TUCHUIUIMHE (MOIYIIO), BU/IbI 3a/1aHH, KPUTEPUH WX OLIEHUBAHUS, paclipeesieHue 0aioB 1o
BUJIaM TEKYILET0 KOHTPOJIS pa3padaThIBalOTCS MPEIoIaBaTeNieM JUCIUILIMHBL C YYETOM e¢ CIICHU(HKA U JOBOISATCS 10 CBEICHUS
0o0yuaromuxcsi Ha NepBOM y4eOHOM 3aHSITHH.

Texyuuidi KOHTPOJIb YCIIEBAEMOCTH OCYILECTBISIETCS IPENOAaBaTeNIeM JUCUUIUIMHBI (MOIYJIs), KaK MPaBwiIo, ¢ ucrosszoBanueM DMOC
WY ITyTeM IPOBEPKU MUCEMEHHBIX paboT, MPeLyCMOTPEHHBIX PAaOOYMMHU MIPOTpaMMaMH AUCIUILIIH B paMKaX KOHTaKTHOH pabOTHI U
CaMOCTOSITEIbHOM paboThl 00yyarommxcs. s pukcupoBaHMs pe3yJIbTaATOB TEKYIIEr0 KOHTPOJIS MOXKeT ucnoib3oBarbesi DMOC.

6. YHEBHO-METOJNYECKOE © THOOPMAIIMOHHOE OBECHHEYEHUE JUCHUIIIUHBI (MOAY JIS)

6.1. Pexomenayemas aureparypa

6.1.1. OcHoBHas IUTEpPaTypa

ABTODBI, COCTABHTEIH 3arnaBue W3znatensc O agpec
TBO. TOI
JI1.1 |Bacunbesa T.1O., HNudopmanmonHas 6e30macHOCTb Mocksa:  [http://www.book.ru/bo
Kymnpusunos A1, KuoPyc,  |0k/929884

Menbuuxos B.I1. 2018




ABTOpLI, COCTaBUTCIIN 3ariaBue HBH&TGHLC O azpec
TBO. I'OJT

J1.2

Anémkun A. C., Jlecbko | AnimapatHbie ¥ IPOrpaMMHbBIE CPEIICTBA TIOUCKA YSI3BUMOCTEH Mocksa:  [https://e.lanbook.com/b
C. A., XKyxos /1. O. IpY MOZAEIUPOBAHUHM M SKCIUTyaTanuu nHdopmarmonnsix cucteM |MUPDA, [ook/167600?
(o6ecnieueHre HHPOPMAIIMOHHOM 6e30IaCHOCTH): YueOHoe 2020 category=1545
nocobue

6.1.2. lonotHUTeIbHAS INTEPATYPA

ABTOpBI, COCTABUTEIH 3arnaBue W3znatensc On. aapec
TBO. TOJT

J2.1

Ananypos C.E., I'nyxoB |MHpopmaionHas 6€301acHOCTh U 3aliuTa HHGOPMAIUK Ha Mocksa:  [https://umczdt.ru/
A.T1., Banos I.1., KeNe3HOIOPOKHOM TpaHcmopTe. Yacts 1: yuyeOHUK: B 2 4. OI'bOY books /42/30050/
I'openux B.IO. «YuebHo-
METOIUYeC
KUH LEHTP
o
o0pazoBaH
HIO HA
KeJIe3HOI0
POXHOM
TPaHCIOPT
e», 2015

2.2

nox pea. A.A. WudopmarronHas 6e30macHOCTb U 3a1uTa nHGopMaIy Ha OI'BOY  |https://umczdt.ru/
Kopuuenko KEJe3HOZIOPOKHOM TpaHcmopTe. YacTs 2: y4eOHUK B 2 4. «YuebHo- |books /42/30051/
MeToIuuec
KM IEHTP
1o
o0pazoBaH
HIO Ha
JKEJIe3HOI0
POXXKHOM
TpaHCIOPT
e», 2015

6.2 UndopMaoHHbIe TEXHOJIOIHH, HCIIOJIb3yeMbIe MPH OCYIIECTBICHHH 00Pa30BaTEILHOIO MPOLEcca M0 TUCHUILINHE (MOLY.II0)

6.2.1 IlepeyeHb TMEH3UOHHOTO M CBOOOTHO PACTIPOCTPAHSIEMOr0 MPOTPAMMHOI0 odecrevyeHust

6.2.1.1

Microsoft Windows10 Pro Torosop Ne034210000481700004

6.2.12

Microsoft office 2013 (JInuen3sust Ne 61887848) Horosop Ha moctaBky Ne 0342100004813000011

6.2.1.3

7-zip (http://www.7-zip.org/ (GNU LGPL license)

6.2.2 Ilepevyenb mpodecCHOHATBLHBIX 023 JaHHBIX U WHGOPMALMHOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1

Kpynueiimmii Be6-cepsuc s xoctunra [T-npoexToB 1 ux coBMECTHOM pa3zpaboTku- https:/github.com/

6.2.2.2

Baza xuur u nyonaukanuii DnexTpoHHoi oudanorexu "Hayka n Texnuxa" - http:/ www.n-t.ru

6.2.2.3

Iopran s pa3paboTINKOB dIEKTPOHHON TeXHHUKH: http://www.espec.ws/

6224

baza nannbix «bubdnnoreka nmporpammuctay https://proglib.io/

6.2.2.5

Baza nanubix «OTpacieBoil mopTai crenuanucToBy http://www.connect-wit.ru/

6.2.2.6

Tapanr.py https://www.garant.ru/

6.2.2.7

Koncynbrantllntoc http://www.consultant.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUTIIMHBI (MOJY JIST)

7.1

VueOHbIC ayAUTOPHH I IPOBEICHHUS 3aHATHI JEKIIMOHHOTO THIA, YKOMIUIEKTOBAHHBIE CTIEINATH3UPOBAHHON MeOeIbio ’
TEeXHUYECKUMHU CPEICTBAMU 00yUYEeHUs: MyIbTUMEANIHOE 000pyAOBaHUE AT IpeOoCTaBIeH s yueOHOH HH(pOpPMaIMU OONBIION
ayIUTOPUH W/MIN 3BYKOYCHIIHBAIOIee 000pyAOBaHKE (CTAI[HOHAPHOE MM MEPEHOCHOE).

7.2

VueOHble ayUTOPUH IS TPOBEICHHS 3aHATHI CEMHHAPCKOTO THUIA, IPYIIIOBBIX M UHIMBUIYaTbHBIX KOHCYJIBTAIMH, TEKYIIIETO
KOHTPOJIS X TPOMEKYTOYHOM aTTECTALIMH, YKOMIUIEKTOBaHHBIC CIICIAAIN3HPOBAHHON MEOCIBIO i TEXHHYECKHMH CPEACTBAMA
o0y4eHus: MyJIbTUMEIUITHOE 000pYI0BaHKHE W/IITH 3BYKOYCHIIMBatoIlee 000py10BaHue (CTAIMOHAPHOE HITH MEPEHOCHOE)

73

ITomerneHus Ui CaMOCTOSITENBHOM PabOThI, OCHAIIGHHBIE KOMIIBFOTEPHOH TEXHUKOW C BO3MOXHOCTBIO TIOAKJIIOYCHHUS K CETH
"NuTepHer" U oOecrieueHHEM JTOCTYIIA B AJIEKTPOHHYO HH()OPMAIIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCHTETA.




7.4|HOM€HI€HI/I$I JUTSL XpaHEHHsT 1 IPOUIIAKTHIECKOTO 00CITYKUBAaHUS YIeOHOTO 000pyI0BaHHS




