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Coneprxanue

IlosicauTenbHAS 3aIHCKA.

TunoBbie KOHTPOJIbHBIE 3aJaHUSI MIIM WHBIE MaTepHalIbl 7Sl OIICHKH 3HAHUM, YMEHUN, HAaBBIKOB M (HJTH)
OTIBITA JEATEIHLHOCTH, XapaKTEPU3YIOMIUX YPOBEHb C(POPMUPOBAHHOCTH KOMIICTCHITHH.

MeTtoaudeckre MaTepuabl, ONPeAeSIONIie MPOLUeaypy U KPUTEPUH OICHUBAHUS cPOPMUPOBAHHOCTH
KOMITETCHIIMH MPHY MTPOBEACHUH MPOMEXYTOYHOW aTTECTAIINH.



1. llosicHuTEALHAA 3aIMCKA
Lenp nmpomMexyTOYHOU aTTeCTallMM — OLIEHUBAHUE MPOMEKYTOUHBIX M OKOHYATEJbHBIX PE3YJIbTATOB
O6y‘~IeHI/I$[ I10 JAUCIHUIIIINHE, O6CCHG‘~H/IBaIOIlII/IX JOCTHXXCHUC rmaHpreme pGSYJ'II)TaTOB OCBOCHUA
00pa3oBaTeNbHON MPOTrPaMMBI.

@DopMBbI TPOMEKYTOUHOM aTTeCTalMK: 3a4€T, IK3aMeH, 6,7 CeMeCTphI.

Ilepeyenb komMneTeH Ui, GopMHUPYyeMBbIX B Mpolecce OCBOCHUS TUCIIUIIUHbBI

Kox nannkaTopa qOCTIKEHHS
Kox 1 HanMeHOBaHHE KOMIIETEHI[UN

KOMITCTEHIINN
ITK-3: CiocobGeH HacTpanBaTh, YKCILTYaTUPOBATh U COMPOBOXK/AATh MH(POpMALIMOHHbIE [IK-3.2: [IpoBoauT ayauT
CHCTEMBI U CEPBHCHI KOHQUTYpauuH

WH(POPMAIMOHHON CUCTEMBI,
BBINOJIHSIET PETJIAaMEHTHBIC
paboTsl o conpoBoxaeHu0 NC

TIK-3.3: YcranaBiuBaer,
HaCTpaI/IBaeT U BBOAUT B
IKCIUTYATAIHIO CEPBEPHBIC
HH(POPMAIIMOHHBIE CUCTEMBI U
00JTaYHBIC CePBUCHI

[IK-5: CiocoOeH BBINOIHATH CEPBUCHOE 00CTY)KNBaHUE HH(POPMAMOHHBIX CHCTEM [IK-5.1: BeisBnsieT u ycTpaHnseT
oMok KoHpuUrypauuu
uH(popMaLMOHHO-
KOMMYHUKAIIMOHHBIX CHCTEM

[IK-5.2: [IpenoTBpamiaer morepu
1 TIOBPEXXACHHS JaHHBIX B
CEpPBEPHBIX MH(POPMAIIHOHHBIX
CHCTEMaXx M CUCTEMaxX XpaHEHHs
JAHHBIX

Pe3y.m>TaT1,1 oﬁyqe}mﬂ mo IMCIUMIIJIMHE,
COOTHECCHHBIC C INIAHUPYEMBIMHU PE3yJbTaTaMHU OCBOCHUS 06pasoBaTe.m>H0i71 MporpaMmmal

Kon 1 HanMeHOBaHME HHIUKATOpa OueHovHBIE
PesynbraTel 00yueHUs 10 AUCLUILINHE
JOCTH)KEHHSI KOMIICTCHIINT MaTepUaJIBI
[IK-3.2: ITIpoBoauT aymut koHburypammu | OOydaromuiics 3HAET: Bompocsr 1-15
UH(POPMAIIMOHHOX ~ CHCTEMEI, BBINOJNHAET | OCHOBHBIC CHCTEMBI YIIPABIICHHS CATaMH;
periaMeHTHbIe PaboThl [0 COIMPOBOMKICHUIO | COCTaB CTAHAAPTHBIX WHCTPYMEHTOB aJIMHHHCTPHPOBAHHS
uc OC cewmeiicta Windows u OC Linux.
OOyuarouuiicst ymeer: 3ananue 2
MPUMEHATh Ha TPaKTHKE CTaHAApTHBIE  CPEJCTBa
aJIMHHUCTPHUPOBAHHUS ONIEPALIUOHHBIX CUCTEM;
OOyuJaronmiicsi BiajeeT: 3amanue 6
IIK-3.3: VYcranaBnuBaer, HacTpauBaeT Hu | OOyuaromuiics 3HaeT: Bomnpocs! 15-20
BBOIUT B  OKCIUIyaTallMl0  CEPBEPHBIE | JTambl pelIeHHs 3a1a4 CHCTEMHOTO aJMUHHCTPUPOBAHHUS;
UH(POPMAIIMOHHBIE CHCTEMBI U OOMavHBIE | OOYYarONIMIACS YMEET: 3amanue 3
CCPBHCHI YCTaHAaBIMBATh W HACTpauBaTb CHCTEMBI YIPABICHHS
caiitamu;
YCTaHaBIMBATh U HACTPANBATh O0JIAUHBIC CEPBHUCHI.
OOyuarouuiics BJjiajeer: 3ananue’
[1K-5.1: BeuBnser u ycrpanser omuOku | OOydaronmiicst 3HaeT: 3ananue 21-25




KOH(pUTyparuu WH(POPMAIMOHHO- | BUJIBI yTPO3 OC30MaCHOCTH;
KOMMYHHUKAIIHOHHBIX CHCTEM

OO6yuarommiicss ymeerT: 3anmanue 4
MIPUMEHSTH TEXHOJIOTHH BOCCTAHOBIICHHS JIaHHBIX;

OOyuarouuiicst Bjajeer: 3ananue 8
HaBbikamu myOaM4HONW Tpe3eHTanud pa3paboTaHHOTO
MIPOTPaMMHOTO TPOAYKTa, HH(OPMAIMOHHOW CHCTEMBI,
BeO-CepBHCa WM MTOpTaIa

[IK-5.2: [IpenoTBpamaer norepu u OOyuaronuiicst 3HaeT: Bomnpocsr 25-30
TIOBPEX/ICHNSI IAHHBIX B CEPBEPHBIX CPEICTBA, MEpONPHATHS W  HOPMBI  OOecHedeHUs
UH()OPMAIMOHHBIX CUCTEMAaX U CHCTEMax Oe3omacHOCTH HH(OPMALMOHHBIX CUCTEM;

XPaHEHUs NaHHBIX O6yuaronuiics ymeer: 3ananue 5

TIPUMEHATH TEXHOJIOTUH PEIUIMKAOUN JaHHBIX

OOyuJaroniuiicsi BiajgeeT: 3ananue 9

[IpomexyTouHas aTTectanus (IK3aMeH) MPOBOIUTCS B OJTHOM U3 CIEAYIONNX (HOpM:
1) oTBeT Ha OWJIET, COCTOSIINI M3 TEOPETUICCKUX BOITPOCOB M MPAKTUICCKUX 3aJIaHUM;
2) BeinonHenue 3aganuit B OMMOC CamI YIIC.

[IpomexyTouHas aTTectanus (3a4eT) MPOBOAUTCS B OJHOM U3 CleAYIOMUX Gopm:
1) cobecenoBanue;
2) BeinonHenue 3aaanuit B OMOC CamI'VIIC.

2. TunoBbIe' KOHTPOJIbHBIE 3aJaHUS WJIH HHbIEe MATEPHAJIBI /151 OLIeHKN 3HAHWT, yMeHHUI, HABbIKOB
U (WJIH) ONBITA JeTeJbHOCTH, XapaKTePU3YIOIIUX YPOBeHb C()OPMHUPOBAHHOCTH KOMIIeTeHMii

2.1. TunoBbie BONPOCHI (TECTOBBIE 3aJaHNS) JI1 OLEHKU 3HAHMEBOr0 00Pa30BaTeJIbHOIO pe3y/ibTaTa

[IpoBepsieMblii 00pa30BaTENbHBIN pe3ybTar:

Kon 1 HanMeHoBaHME HHIUKATOPA

OO0pa3oBaTenbHBIN Pe3yIbTaT
JOCTIDKCHHSI KOMITETCHIUH

IIK-3.2: IIpoBogut ayaur | OOyuarommiics 3HaeT:

KoH(Urypauud HHGOPMALUMOHHON | OCHOBHBIE CHCTEMBI YIIPABIICHUS CalTaMHu;

CUCTEMBI, BBLIMOJIHSAET | COCTAaB CTAaHAAPTHBIX MHCTpyMeHTOB aamuHuUcTpupoBaHus OC cemeiictBa Windows u OC
periIaMeHTHEBIe paboTsI no | Linux.

compoBoxaeHuio MC

IIK-3.3: Ycranasnusaer, | OOyuaromuiics 3HaeT:

HACTpauBa€T M BBOOUT B | JTaIlbl PEIICHHMs 3a/1a4 CHCTEMHOTO aIMUHUCTPHUPOBAHHMS;

IKCILTYaTaIHIO CepBEpHbIE

UH(OpMALMOHHBIE  CUCTEMBI U
00J1a9HbIE CEPBUCHI

[IK-5.1: BeigBuseT u ycTpaHsieT OObyuarommiics 3HAET:
omOKH KOH(PHUTYparun BHJIBI YIP03 0€30MacHOCTH;
WH(POPMANOHHO-

KOMMYHUKAIIMOHHBIX CHCTEM
[IK-5.2: TIpenorepamaer notepu 1 | OOyuaromuiics 3HaeT:

TIOBPEXXACHUS TaHHBIX B CpeICTBa, MEPOIIPHUSATHS M HOPMBI o0ecriedeH s 6e30IIacCHOCTH HH(POPMAITMOHHBIX CHCTEM;
CEpPBEPHBIX HH(POPMAIIMOHHBIX
CHCTEMaX M CHCTEMaxX XpaHCHHS
JaHHBIX

1. Yto o3nauaer ab0OpeBuatypa CMS?
a) Content Management System

b) Creative Media Solutions

¢) Computer Management Software

! TlpuBonsTcs THUIOBBIE BOMPOCHI M 3ahaHus. OUEHOYHBIE CPENCTBA, MPEIHA3HAYEHHBIE I MPOBEAEHHS ATTECTAI[MOHHOTO
MEpONPUATHSL, XpaHITCs Ha Kadenpe B AOCTATOUYHOM /Il MPOBEJCHHUS OLEHOYHBIX MPOLERyp KOJIMYecTBe BapuaHTOB. OllEHOYHbIE
Cpe/ACTBa MOAJIEKAT aKTyalH3aldd C YY4ETOM DPa3BUTHs HayKH, OOpa3oBaHMA, KyJIbTYPbl, SKOHOMHKH, TEXHHKH, TEXHOJOTHH H
conanbHON cepbl. OTBETCTBEHHOCTH 32 HEPACIPOCTPAHEHHE COAEPKAHMUS OLIEHOYHBIX CPEACTB CPEAM O0YHAIOIIMXCSl YHUBEPCUTETA
HecyT 3aBelyromui kadeapoi u npenogaBaTenb — pa3pabOTUNK OLEHOYHBIX CPEJICTB.




2. Kakyro 3agauy pemraer CMS?

a) YrpaBjeHre KOHTEHTOM caiiTa

b) Co3nanue nu3aiiHa caiita

c¢) Pazpabotka cepBepHOii yacTu caiita

3. Kakue cucTeMbl yIpaBIICHUS CallTaMU SBIISIFOTCS OCCIUIATHRIMHE?

a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

¢) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

4. Kakue u3 nepeunciieHHpIXx CMS SBIAIOTCS CaMBIMU HOITYJISIPHBIMU ?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

¢) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

5. Kakas CMS sBnsercs nydiiel aas co3qaHus HHTEpHET-Mara3uHa?
a) WordPress

b) Magento

¢) Joomla

6. Kakas CMS ucnoxp3yeTcs Uit CO3IaHusI KOPITOPATHBHBIX CaliTOB?
a) Drupal

b) WordPress

¢) Joomla

7. Kakas CMS nydme Bcero NOAXOauT I CO3aHMs 6iora?
a) WordPress

b) Drupal

¢) Joomla

8. Kakue u3 nepeunciaenHbix CMS noanep:kuBarOT MyIbTUA3BIYHOCTD?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

9. Kakas CMS siBasieTcs caMmoii 6e301macHoii?
a) Drupal

b) WordPress

c¢) Joomla

10. Kakas CMS nyurie Bcero moaXoAuT AJIsi CO3aHUs CallTa-BU3UTKU?
a) WordPress
b) Drupal
¢) Joomla
11. YUro BXOIUT B COCTaB CTAaHAAPTHHIX HHCTPyMEHTOB aaMuHUCTprpoBanus OC Windows?
a) ucneruep 3anay, [IpoBoauuk, bpaysep Internet Explorer
b) Komannnas crpoka, ucreraep ycrpoiicts, [lanens yrnpasieHus
¢) Skype, Microsoft Office, Adobe Photoshop

12. Kakoit macTpymMenT B OC Windows rcmons3yercs A CO3MaHus M HACTPOWKH MOJIh30BaTENICH U Py’
a) [lucrierTaep ycTpoHcTB

b) [Manens ynpaBiueHus

¢) YdeTHBIe 3aIHCH TIOJIB30BaTENCH U TPYIIT

13. Kaxkoit nactpyment B OC Linux ucnonb3yercst uisl yIpaBieHHUs TaKeTaMH ITPOTrPaMMHOTO o0eceyeHus?
a) [lucrieTuep makeToB

b) [IpoBoaHMK

¢) Komanmnas crpoka

14. Kakotii macTpyMeHT B OC Linux UCIONb3yeTcs Uit HACTPOHKHU CETEBBIX IMapaMeTpoB?
a) NetworkManager

b) ducneruep ycTpoiicTs

c) [Tanens ynpasnenus

15. Kaxkoii uncrpyment B OC Windows ucnonb3yeTcst Uil pe3epBHOI0 KOMMPOBAHMSI TaHHBIX ?
a) JlucneTdep IUCKOB
b) [TpoBogHKK




¢) CpencTBo pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBIICHUSI

16. Kakoii 13 nepeuncIeHHBIX ATAIIOB PEIICHNUS 33]]a4 CHCTEMHOT0 a/IMUHUCTPHPOBAHUS SIBIISIETCS TIEPBHIM?
a) AHam3 poOIeMbI

b) [ImanupoBanue pemeHus

c¢) Peanmmzanust pernenus

17. Kako#i aTamn pemeHus 3a1a4 CHCTEMHOTO aIMUHUCTPUPOBAHUS IIPEATIONAraeT BEIOOP ONTHMAILHOTO PELICHHS U €r0 JIeTalbHOe
onucanue?

a) AHanmu3 mpooIIeMbl

b) [naHupoBaHKUe perICHUs

¢) Peanuzanust perenust

18. Kakoii 13 nepeurcIeHHbIX ATAIIOB PEIIEHNUS 3a]a4 CUCTEMHOT'0 aIMHHUCTPUPOBAHNS BKIIIOYAET B Ce0sI IPOBEPKY
MIPaBIJIBHOCTH PEATH3AIMH PEIICHHS?

a) AHanu3 npoOJIeMBbl

b) [1nannpoBanue perieHus

¢) Peanmuzanus pemenus

19. Kakoii 3Tan penieHus 3a1a4 CHCTEMHOT0 aIMIHUCTPUPOBAHUS IPEIIONaraeT onpeneieHiHe BO3MOKHBIX MPHYHH MTPOOJIeMBI 1
€€ XapaKTepUCTHK?

a) AHanu3 npoOIIeMbl

b) [InannpoBanue pemieHus

¢) Peanuzanus pemeHus

20. Kakoii 13 nepe4ynciIeHHbIX STAIllOB PEIICHNUS 3a1a4 CUCTEMHOT'0 aIMHHUCTPUPOBAHHS SABIISETCS TTOCITIEAHIM?
a) AHanu3 mpoOIeMbl

b) [ImanupoBanme pereHus

¢) Peanmmzanms pemrenus

21. Kakast yrpo3a 0e30MacHOCTH MOXKET BO3HUKHYTH ITPH MCIIOIb30BaHNH CIIa0bIX IMaposiei?
a) Bupychas araka

b) ®ummHr

¢) [Tox6op mapomns

22. Kakast yrpo3a 6€30MacHOCTH MOXKET BO3HUKHYTh [TPU OTCYTCTBHHU PETYJISIPHBIX OOHOBICHUH CHCTEMBbI?
a) [IImmonckoe T10

b) Bpenonocuoe 10

¢) YTeuka JaHHBIX

23. Kakas yrpo3a 0€30MacHOCTH MO>KET BO3HUKHYTh ITPH OTKPHITHH HEOE30IacHbIX BeO-caliToOB?
a) OumuHr

b) BupycHas araka

¢) Pacipoctpanenue BpegonocHoro [10

24, Kakast yrpo3a 6€30MacHOCTH MOYKET BO3HUKHYTh MPU HEMPABUILHON KOH(UTYpAIUU CETEBBIX HACTPOEK?
a) JlocTym K KOHQUICHI[MATEHBIM JAHHBIM

b) HapyreHue 11eIocTHOCTH TaHHBIX

¢) CHIbKEHUE TPOU3BOAUTEIBHOCTH CETH

25. Kakast yrpo3a 6€30MacHOCTH MOXKET BO3HUKHYTh ITPY HCIOJIb30BAaHUH HEUIIEH3HOHHOTO POrPaMMHOT0 o0ecrieyeH s ?
a) YTeuka JaHHBIX

b) Bupycnas ataka

¢) FOpuanueckue npobiems! u mrpadsl.

26. Kakast yrpo3a 6€30acCHOCTH MOXKET BOSHUKHYTbH ITPH UCIIOJIb30BAHUH CJIA0BIX Maposieii?
a) Bupychas ataka

b) ®ummHT

¢) [Tox6op mapomns

27. Kakast yrpo3a 6€30acHOCTH MOKET BOSHUKHYTH IIPH OTCYTCTBHH PETYIISIPHBIX OOHOBIICHUA CUCTEMBI?
a) lInuonckoe 10

b) Bpenonocuoe 10

¢) YTeuka JaHHBIX

28. Kakast yrpo3a 6€30macHOCTH MOXET BOSHUKHYTH ITPH OTKPHITHN HEOE30MacHBIX BeO-CaiTOB?
a) OumuHr




b) BupycHas araka
¢) Pactipoctpanenue BpenonocHoro I[10

29. Kakast yrpo3a 6€30MacHOCTH MOXKET BO3HUKHYTh MPH HEMPABUIbHOM KOH(UTypaIiU CETEBbIX HACTPOCK?
a) [loctyn k KOHQUACHITMATBEHBIM TaHHBIM

b) HapymieHue 1etocTHOCTH TaHHBIX

¢) CHIKeHUE TPOU3BOAUTEIBHOCTH CETH

30. Kakas yrpo3a 0€30macHOCTH MOKET BOSHUKHYTh MPU MCIIOJIH30BAaHUN HEJUIICH3UOHHOTO MPOTPAaMMHOTO 00ecTcucHus?
a) YTeuka JaHHBIX

b) BupycHas araka

¢) FOpunnyeckne npobieMsr 1 mTpadbL.

2.2. TunoBbIe 321aHUA JJIS1 OLIEHKU HABBIKOBOI0 00pa30BaTeIbHOI0 pe3yJibTaTa

[IpoBepsieMblii 00pa30BaTENbHBIN pe3yybTar:

Ko n nammeHnoBanue

MHIIIKATOpa JOCTHKEHHS OO6pazoBaresbHBII pe3ysbTaT
KOMIICTCHIIMI
[IK-3.2: [IpoBoauT aynuT OO6yuarommiicsi ymeeT:
KOH(HTYpanuu NPUMEHATH Ha IPaKTHKE CTaHAapTHbIE CPEACTBA aIMUHUCTPUPOBAHUS ONEPAlHOHHBIX
UH()OPMALIMOHHON CHCTEMBI, CHCTEM;

BBIMOJHSET PErJIaMEHTHBIC
paboThl o conpoBoxeH0 MC

IIK-3.3: YcranasnuBaer, | OOyuaromuiics ymeeT:
HacTpauBacT u BBOJUT B | yCTaHaBIMBAaTh U HACTPAaWBATh CUCTEMBI YIIPABICHUS CaliTaMU;
SKCIUTyaTaluio CEPBEPHLIE | yCTaHABIMBATh U HACTPAMBATh OOAYHBIE CEPBHUCHI;

WH(OOPMALMOHHBIE CHCTEMBI |
00JTaYHbBIE CePBUCHI

[IK-5.1: BeisBnseT u ycTpaHseT OOyuaronuiicst ymeer:
ouMOKH KOH(UTYpauuu MIPUMEHSATH TEXHOJOTHH BOCCTAaHOBJICHHS JaHHBIX;
MH(OpPMaIMOHHO-

KOMMYHHUKAIIMOHHBIX CUCTEM

[IK-5.2: [IpenotBpamaer notepu | OOyyaromuiicst ymeer:

1 TIOBPEXXACHUS TAHHBIX B IIPUMEHSTH TEXHOJIOTHH PETUTNKAIIUH JaHHBIX.
CEpPBEPHBIX HH(POPMAIIMOHHBIX
CUCTEeMax U CUCTEMaxX XpaHEeHUs
JaHHBIX

3ananwue 1.

1. YcranoBuTe onepannoHHyio cucteMmy Windows Ha BUPTYaIbHYIO MAaIIAHY.

2. CozniaiiTe HOBOTO MOJIB30BATEIISI C OTPAaHUICHHBIMH IIPaBaMH JIOCTYTIA.

3. Hactpoiite 6e30macHOCTh CHCTEMBI, BKIIOUMB OpaHaMayasp U aHTusupycHoe [10.

4. Hactpoiite ceTeBble mapaMeTpsl, Bkiatodas [P-anpec u DNS-cepsep.

5. CoznaiiTe HOBBIH pa3zien Ha )KeCTKOM Jucke u ordopmatupyiite ero 8 NTFS.

6. Hactpoiite pacmupeHHbIe TapaMeTphbl CUCTEMBI, BKJIIOYAsi BUPTYAIbHYIO AMATh U (haiil HOAKAYKH.
7. YcTaHoBUTE ApaidBepsl I allapaTHOTO 00ecTieueHusl.

8. OTKpo¥iTe KOMAaHIHYIO CTPOKY M BBIIIOJHHUTE CICAYIOIINE KOMaHabl: ipconfig, ping, tracert, netstat.
9. HactpoiiTe mraHupOBIIKK 3a7a4 sl aBTOMAaTHYECKOTO BHITTOTHEHHS 33 JaHHH.

10. Cozpnaiite pe3epBHYIO KOIUIO CHCTEMBI.

O1eHUBaHHE:

1 Gam - ycTaHOBKa onepannoHHoi cucreMbl Windows Ha BUPTyaIbHYIO MaIlMHY;

1 Gan - co3ganue HOBOTO TOJIb30BATENS C OIPAaHUYEHHBIMU ITPABaMH JOCTYTIA;

1 GaJu1 - HacTpo¥iKa 6€30MaCHOCTH CUCTEMBI, BKJIFOUas OpaHaMaysp U anTuBupycHoe I10;

1 Gamn - HacTpo¥iKa CeTeBBIX MapaMeTpoB, BKimodas [P-anpec u DNS-cepsep;

1 Gamn - co3gaHme HOBOTO pa3jiesia Ha KECTKOM JHcKe u oTdopmarupoBanue ero B NTFS;

1 6ann - HacTpoiiKa pacIIMPEHHBIX TApaMETPOB CHCTEMBI, BKIIIOYAsl BUPTYAIbHYIO MAMATh U (aiiil MOAKaYKHY;
1 Gany - ycTaHOBKA JIpaiiBepoB JUIS alapaTHOro 00ecreyeHus;




1 6ayu - BRIOSTHEHUE KoMaH T ipconfig, ping, tracert, netstat B KOMaHIHOM CTPOKE;
1 Gau1 - HaCTpPOKA ITAHWPOBIIKKA 33724 IJIsI ABTOMATHYECKOTO BHIMTOJIHCHHS 3aJaHUI;
1 6at - cozmaHue pe3epBHON KOMUU CUCTEMBI.

3amanme 2.

1. Ycranosute BeO-cepBep Apache Ha BUPTyaJbHYIO MalluHY.

2. YcranoBute U HacTpoiire 6a3y maHabx MySQL.

3. YcranoBute CMS WordPress u HacTpoiiTe ee st padotsl ¢ Apache u MySQL.

4. Cosnaiite HOBYI0 TeMmy WordPress u HacTpoiite ee BHelHUH BuJ ¢ moMolnkio CSS.

5. Co3patite HOBBIH mmarud WordPress, KoTopslit 1o0aBiIsieT HOBBIH ()yHKIIMOHAT K CaTy.
6. Hactpoiite SEO-napameTpsl caiiTa, BKJIIOUasi METAaTETH M CCHUIKH HA COIIMATILHBIC CETH.
7. HactpoiiTe 6e30macHOCTE caiiTa, BKiIrodas 3amuty oT SQL-uasekmmii u XSS-aTak.

8. OnTuMHU3HpYyiTE CKOPOCTH 3arpy3KH CTPAHUIL CalTa, UCIOIB3YS KIMIMPOBAHUE U CXKATHE (aiiIoB.
9. Hacrtpoiite ananuTuky caiira, ucrons3ys Google Analytics wim qpyrue HHCTPYMEHTHI.
10. CoznaiiTe pe3epBHYIO KOIMIO CaiiTa 1 0a3bl JaHHBIX.

O1ieHUBaHHKeE:

1 Gann - ycraHoBKa BeO-cepBepa Apache Ha BUPTyalIbHYIO MaIlIUHY;

1 Gamn - ycraHOBKa M HacTpoiika 6a3bl manHbX MySQL;

1 6amn - ycranoska CMS WordPress u HacTpoiika ee st paboTsl ¢ Apache u MySQL;

1 Gamnn - co3nanue HoBoi TeMbl WordPress 1 HacTpoiika ee BHenIHero Buaa ¢ nomouisto CSS;

1 6ann - co3nanue HoBoro rurarnHa WordPress, KOTopbIil 106aBiIsIeT HOBBIH (DYHKIIMOHANI K CalTYy;

1 6amnn - Hactpoiika SEO-napaMeTpoB caiiTa, BKJIIOYas METaTeT U CChUIKH Ha COIIMALHBIE CETH;

1 6ayu1 - HacTpoiika O6€30MaCHOCTH caiiTa, BKiIrouas 3amuTy ot SQL-unbekimit u XSS-atak;

1 6amnn - onTHMHU3aLUs CKOPOCTH 3arpy3KH CTPAHMI] caiiTa, UCTIONb3Ys KIIIHNPOBAaHHUE U CokaThe (ailyios;
1 Gan - HacCTpO¥Ka aHATUTHKY caiiTa, ucronb3ys Google Analytics nim nIpyriue HHCTPYMEHTBI;

1 6amn - co3nanue pe3epBHOM KOIHH caiiTa 1 0a3bl JaHHBIX.

3ananue 3.

. 3aperucTpupyiTe akkayHT B 00i1agyHOM cepBrce Amazon Web Services (AWS).

. Co3paiitTe BUpTyabHYIO MammHy B AWS, ucnonb3yst onepanuonnyo cuctemy Ubuntu.
. YcranoBute BeO-cepBep Apache Ha BUPTYalIbHYIO MaIIMHY.

. Ycranosure u HacTpoiiTe 6a3y nqanHbIXx MySQL.

. YcranoBute CMS WordPress 1 HacTpoiite ee 1uist pabotsl ¢ Apache u MySQL.

. Co3zmaiite HOBYIO0 TeMy WordPress u HacTpoiite ee BHemHUH BHJ ¢ momoIbio CSS.

. Co3pnaiite HOBBIH TIarnd WordPress, KoTopsIit 100aBisieT HOBBIH (DyHKIIHOHAM K CalTy.
. Hactpoiite SEO-napameTtpsl caiiTa, BKII04asi METaTETH U CCbUIKU Ha COL[MANIbHBIE CETH.
. HactpotiTe Ge3omacHOCTb caiiTa, BKirouas 3amuTy oT SQL-unbekiuii u XSS-arak.

10. OnTuMH3HpY#TE CKOPOCTh 3arpy3KK CTPAHUIL CaliTa, UCIOJIb3Ys KIIMPOBAHUE U CxKaTHE (aiIoB.
11. Hacrpoiite aHanuTuky caiita, ucnonbs3yst Google Analytics uiam aApyrue HHCTpYMEHTBHI.
12. Coznaiite pe3epBHYIO KOIHIO caifTa u 6a3sl JaHHBIX B AWS.
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O1leHUBaHNE:

1 Gamn - peructpanyst akkayHta B AWS;

1 6ann - co3nanue BupTyanbHoi Mammusl B AWS ¢ Ubuntu;

1 Gann - ycraHoBKa BeO-cepBepa Apache Ha BUPTYaJIbHYIO MaIlIUHY;

1 Gan - ycTaHOBKa M HacTpoiika 6a3el gaHHbIX MySQL;

1 6amn - ycranoBka CMS WordPress i HacTpotika ee 1t pabotsl ¢ Apache n MySQL;

1 6am - cozmanue HOBOM TeMbl WordPress 1 HacTpoiika ee BHEUTHETo BUaa ¢ moMorbio CSS;

1 6amn - co3ganue HOBOrO TIarnHa WordPress, KoTopsIii 100aBIseT HOBBIM (DYHKIIMOHAT K CAHTY;
1 6amn - HacTpoiika SEO-mapamMeTpoB caifTa, BKIIFOYasi METaTeTH U CCHUTKH Ha COIIMAIBHEIC CETH;
1 Gaymt - HacTpo¥ika 0E30MaCHOCTH caiiTa, BKiIrouas 3amuTy ot SQL-urbekimit u XSS-artak;

1 Gan - onTUMH3AIS CKOPOCTH 3arpy3KH CTPAHMI] caifTa, NCIOb3ys KAIIMPOBAHNE U CKaThe (aityios;
1 Gan - HacCTpOKKa aHATUTUKY caiiTa, ucronb3ys Google Analytics nim nIpyriue UHCTPYMEHTBI;

1 Gann - co3paHue pe3epBHON KONHUHU caifTa 1 0a3bl JaHHBIX B AWS.

3amanne 4.

. Co3maiiTe TeKcTOBBIH (paiin Ha BUpTyansHOU MammiHe B AWS.

. Yanure ciy4daifHbIM 00pa30M HECKOIBKO CTPOK U3 (aiina.

. BoccraHoBUTE yianeHHbIe CTPOKU C TIOMOLIBIO KOMaH bl git checkout.
. Co3niaiite HOBYIO BETKY B PETIO3UTOPHH git.

. Yanure ciay4aiiHbIM 00pa3oM HECKOJIBKO (aiJIoB U3 PEIO3UTOPHSL.

. Boccranosute ynanennsie daitsl ¢ nomorpio koMaus! git checkout.
. Co3maiiTe HOBYIO BETKY B PETIO3UTOPHH git.

. CnenaiiTe HECKOJIBKO W3MEHECHHUH B (paiiaax v 3aKOMMHTHTE HX.
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9. OTMEHUTE TOCICTHII KOMMHUT C TIOMOIIBI0 KOMaHIbI git reset.

10. Co3naiite HOBYIO BETKY B PETIIO3UTOPHH git.

11. CaenaiiTe HECKOJIBKO U3MEHEHHH B (hailiax 1 3aKOMMHUTBTE UX.

12. OTMeHnTE TOCTIEIHUE TBA KOMMHUTA C TIOMOIIBIO KOMaH/IHI git reset --hard.

O1leHHUBaHHE:

1 Gayu1 - co37aHue TEKCTOBOTO (haiiyia Ha BUPTYaIbHOM MamnHe B AWS;

1 Gann - yaaneHue cilydallHbIX CTPOK M3 (haiiyia 1 BOCCTaHOBJICHHE MX C IIOMOIIBIO KOMaHb! git checkout;

1 Ga - co3maHre HOBOW BETKH B PEIIO3UTOPHU git;

1 Gann - yaaneHue ciiydaiiHbIX (aidIoB U3 PENO3UTOPHUS U BOCCTAHOBIICHHE HX C TIOMOIIBI0 KoMaHab! git checkout;
1 6asut - caenaTh HECKONIBKO M3MEHEHHUH B (haiiyiax U 3aKOMMHTHTb UX;

1 Gamm - 0OTMEHa TTOCIIETHEr0 KOMMHTA € TIOMOIIBIO0 KOMAH/HI git reset;

1 Gam - co3gaHue HOBOW BETKU B PETIOZUTOPHH git;

1 6ann - cnenath HECKOIBKO M3MEHEHHH B (aiiiax M 3aKOMMHUTHUTD UX;

1 Gan - OTMEHa MOCNIEAHUX IByX KOMMHUTOB C OMOIIBIO KOMaHIbI git reset --hard.

3amanne 5.

1. Co3naiiTe 1Be BUPTyaldbHbIe MaliiHbl B AWS.

2. YcTaHOBHTE M HACTPOUTE HA OOHOM W3 HUX 0a3y maHHBIX MySQL.

3. Co3patiTe TabIHITy C HECKOIBKUMH 3aITUCSIMH B 0a3e JaHHBIX.

4. HactpoliTe perummkanuio 0a3sl JaHHBIX Ha BTOPOI BUpTyansHOH MamuHe ¢ nomomibio MySQL Replication.

5. BHecute u3MeHeHUs B TaOJIMIly Ha IEPBOM BUPTYAILHON MaIIMHE M MIPOBEPHTE, YTO OHM aBTOMATHYECKH PEIUTHIMPYIOTCS Ha
BTOPYIO BUPTYaJIBHYIO MaLlIHHY.

6. OcTaHOBHTE PEIUIMKAIMIO U C/IeNaiiTe M3MEHEHUS B Ta0JIUIIe Ha BTOPOH BUPTYaJIbHOM MallliHE.

7. Bo30OHOBHTE PEIUIMKALMIO U MPOBEPHTE, YTO M3MEHEHHUsS HAa BTOPOW BHPTYyaJIbHOW MAIllMHE HE Iepe3anucanyd W3MEHEHHS Ha
NIEPBOM BUPTYaJIbHOW MalIMHE.

8. CoznaiiTe HOBYIO TaOJIHMIly Ha EPBOM BUPTYaTbHOW MAIIMHE U IPOBEPHTE, YTO OHA ABTOMATHYECKH PEIUIMIIUPYETCS Ha BTOPYIO
BUPTYJIBHYIO MAIINHY.

9. Y namure Tabiuily Ha IepBOW BUPTYAILHON MallIMHE U ITPOBEPHTE, YTO OHA aBTOMAaTHYECKU yJaJsIeTCsl Ha BTOPOM BUPTYaIbHON
MalmHe.

10. OcTraHOBUTE PEIIMKALIMIO U YAAINTE TaOJIUILy Ha BTOPOI BUPTYalbHOW MallInHe.

11. Bo300HOBHTE peIIMKALMIO U MTPOBEPHTE, YTO TAOJMIIA HA BTOPOH BUPTYaJIbHOM MallMHE aBTOMAaTHYECKH BOCCTAHABIMBACTCS
13 NIEPBOM BUPTYAJIbHOW MAlIMHBI.

O1leHUBaHKE:

1 Gas - co3paHue AByX BUPTYaJbHBIX MaIiH B AWS;

1 Gann - ycraHOBKa M HacTpoiika 6a3sl 1aHHEIX MySQL Ha 071HOH M3 BUPTyaJIbHBIX MallIlH;

1 6ast - co3manue TabIHIBI ¢ HECKOJIBKUMU 3aITUCSIMH B 0a3e JaHHBIX;

1 Gas - HacTpoO¥Ka peryIMKauy 0a3bl JaHHBIX Ha BTOPOM BUPTYyajbHOW MamnHe ¢ momomisio MySQL Replication;

1 Gat - MpoBepKa aBTOMATHIECKON PETUIMKAINY U3MEHEHUH U3 ITePBOil BUPTYAIbHOW MAaIIMHBI Ha BTOPYIO;

1 Gay1 - OCTaHOBKA PEIUIMKAIINH U I3MEHEHUS TaOIUIIBI Ha BTOPOH BUPTYaIbHOM MaIlInHE,

1 Gamn - mpoBepka, 4TO M3MEHEHUS HA BTOPOM BHPTyalbHON MAIlMHE HE IEpe3alicaln M3MEHECHHUS Ha MEepBON BHPTYaIbHOU
MaIlWHE;

1 Gam - co3naHue HOBOM TabJMIBI HAa TIEPBOI BUPTYaIbHON MalllMHE ¥ [TPOBEPKa aBTOMATHYECKOH PEIUIMKAIIMY Ha BTOPYIO;

1 6ann - ynaneHue TabIMIBI Ha IEPBOM BUPTYaIbHON MaIlIMHE U TPOBEPKa aBTOMATHYECKOT0 YAJICHHS Ha BTOPOH;

1 Gayu1 - OCTAaHOBKA PEIUTUKAIIMH U YIaJICHHE TaOIUIIbl HAa BTOPOW BUPTYaJIbHON MaIlIMHE;

1 Gamr - mpoBepKa aBTOMAaTHYECKOTO BOCCTAHOBJICHWS TaOJMIBI Ha BTOPOH BUPTYaJIbHOM MallMHE M3 IEpBOW MOCIe
BO300HOBIICHUS PETIIUKALH.

TIK-3.2: [IpoBoaut aymut | OOyJaromuiics Baajgeer:

KoH(puUrypanuu HaBbikamu OOHOBIIGHHE TMPOrPAMMHBIX KOMIIOHEHTOB CHCTEMbI, BKIIOYas Iarhopmy
UHGOPMAIMOHHOM cucremsl, | 1C:IIpennpusrue v NPUKIaTHBIC PEIICHUS.

BEITIOJTHSCT periaMeHTHBIC

paboTel o conpoBokeHuto C

IIK-3.3: VYcranasnuBaer, | OOyJaroIIUics BJIAJEET:

HACTpauBaeT W  BBOIWT B

HaBBIKAMH TIO/IKJIIOUSHHUS U aJIMHHUCTPUPOBAHHUS CETEBOTO 000PYI0BaHMUS;
SKCIUTyaTaluio CEPBEPHEBIE

I/IH(l)OpMaHI/IOHHBIC CUCTEMBI U
00J1auHbIe CCPBUCHI

[IK-5.1: BouisBnser u ycrpanser | OOyyaromuiicst BjaageeT:
onoOKu KOH(UTYpaIn

UH(OPMaIMOHHO-

HUMCCT OIIBIT pa6OTLI C CCTCBBIMH JUArHOCTUYCCKHUMHU CPEACTBAMHU, KOTOPLIC IMO3BOJIAIOT
KOMMYHUKAIIUOHHBIX CUCTCM

YCTpaHATh HENOJIAAKU B KOMIIBIOTEPHBIX CETAX;




[1K-5.2: TIpenoTBpamaer norepu | OOyyaromuiicst BjaageeT:
U MTOBPEXXICHHS JaHHBIX B

CEepBEPHBIX HH(POPMAIIMOHHBIX
CHCTEMAaX U CUCTEMAaX XpaHEHHUs
JAHHBIX

OITBITOM pa6OTI)I CO CpCACTBaMHU MOAACPIKKHN 0e30macHOCTH JaHHBIX W 3alllUTbl CUCTCMBI OT
BHEIIHUX YI'PO3.

3ananue 6.

1. Ckauaiite nocnenuior Bepcuio miatdopmsl 1C:Ilpennpusitue ¢ opunnanbHOro caira.

2. 3anycTuTe YCTaHOBKY IIaT(opMbl U BbiOepuTe onuuio "OOHOBIeHHE" .

3. Vbenurech, 4TO Ha KOMITHIOTEPE YCTAHOBIICHA MPEIbIyIast BEPCHS TUTaT(OPMBI B BEIOEpUTE €€ I OOHOBICHUS.

4. NoxauTech 3aBepIIeHNS Iporecca OOHOBIICHHS U 3aIlyCTHTE TIATGOpMY.

5. TIpoBepbTe, YTO BCe NPHKIAJHBIC PELICHHS, KOTOpble OBUIM YCTAHOBJICHBI Ha NPEABIAYILEH BepcHH IUIAT(HOPMBI, TaKKe
paboTaIOT Ha HOBOW BEPCHH.

6. Eciin Bo3HUKIIM 1TPOOIIEMBI ¢ paboTOH NPUKIIAJAHBIX PELICHHUH, BBIITOJHUTE OOHOBJIEHHE ATUX PEIICHUH.

7. IlpoBepbTe, 4TO Bce HACTPOUKH M JTaHHBIE, CO3/IaHHBIC Ha MPEAbIyel Bepcuu IaT(opMbl, COXpaHEHBI U TOCTYIHBI Ha HOBOH
BEPCHH.

8. [IpoBepbTe, YTO MPOU3BOANTEIBHOCTh CUCTEMBI HE YXY/IIMIIACH TIOCTIe OOHOBIICHHSI.

9. IlpoBeprTe, 4TO BCe (PYHKINOHATHHBIE BO3MOKHOCTH TUIAT(OPMBI M IPHUKIIATHBIX PEIIeHHH paboTaloT KOPPEKTHO.

10. 3amycTHTe mporeaypy CO3MaHus Pe3epPBHOI KOITMH JAaHHBIX B yOEIUTECh, YTO OHA BBHIOIHSACTCS 0€3 OMMO0K.

O1leHUBaHNE:

1 Gamn - ckaunBaHue nocnenHer Bepcuu miardopmsl 1 C:IIpeanpustae ¢ opunuanbHOrO caiTa;

1 GaJ - 3aIMyCK YCTAaHOBKHU IUIATPOPMEI U BeIOOp omimu "OOHOBICHHE";

1 Gan - ycneniHoe 0OHOBIICHUE MTPEABIIYIIEH BEPCUU TUIATQOPMBI;

1 6amn - 3amyck miatgopMel 1 IpoBepKa pabOTOCIIOCOOHOCTH MPHUKIIAIHBIX PEIICHHIH;

1 6as1 - OOHOBIIEHUE MPUKIIATHBIX PEIICHUH TIPU HEOOXOTUMOCTH;

1 6ann - mpoBepKa COXpaHEeHHsI HACTPOEK U JITaHHBIX Ha HOBOW BEPCHU IIIAT(HOPMBI;

1 6ann - mpoBepKa OTCYTCTBHS YXYAIICHHUS IPON3BOIUTEIEHOCTH CHCTEMBI;

1 Ga - mpoBepKa KOPPEKTHOU paboThl BCceX (PyHKIMOHAIBHBIX BO3MOXHOCTEH IIIAT(OPMBI U IIPUKIIAIHBIX PEICHNH;
1 Gas - 3aITycK MpoUeAyphl CO3AaHMs PE3ePBHON KOIMH JaHHBIX 0e3 OIHOOK.

3aganue 7.

3ananue Ha 40 MUHYT A0S CTYAEHTOB HampaeieHus noaroroBku '"Ilpukmagnas wH(opmaruka', MpoBepsioliee yMEHUE
TIOJKJTIOYAThCA ¥ aAMUHACTPHPOBATH CETEBOE 000PYJOBaHHE:!

1. TlogxmrounTe KOMITBIOTEP K MapIIPyTH3aTOPY Yepe3 KOHCOIBHBIHN MOpT.

2. HactpotiTe 6a30BbIe mapaMeTphsl MapIIpyTH3aTopa (MMs YCTPOHCTBA, TApOIh HA JOCTYH K YCTPOUCTBY).
3. Hacrpoiite IP-anpec Ha untepdetice MapmpyTu3aropa.

4. IlpoBepbTe CBSI3b MEXIY KOMIIBIOTEPOM M MapIIpyTH3aTOPOM.

5. Coznaiite VLAN Ha MapuipyTu3aTope.

6. Hactpoiite mapmpytuzanuio mexxay VLAN Ha MapiipyTuzaTope.

7. IlogxmrouuTe BTOPOH KOMITHIOTEP K MapHIpyTU3aTopy U HacTpoite IP-anpec Ha ero maTepdeiice.

8. IIpoBephTe CBA3b MEKIY ABYMS KOMIIBIOTEpAMH Yepe3 MapIIpyTH3ATOP.

9. Hactpoiite mapuipytuszarop uist focryna B MlHTepHerT.

10. [IpoBepbTe moctymHOCTH IHTEpHETA € ABYX KOMIIBIOTEPOB Y€pe3 MapIIpyTH3aTOP.

O1leHUBaHHE:

1 Ga - MOAKIIIOYEHNE KOMITBIOTEpa K MapIIPyTH3aTOpy Yepe3 KOHCOJIBHBIN MOPT;

1 Gamn - HacTpoiika 6a30BBIX APaAMETPOB MAPIIPYTHU3ATOPA;

1 6ann - HacTpoiika [P-agpeca Ha uaTepdetice MapmpyTH3aTOPA;

1 6ann - mpoBepKa CBA3M MEXIy KOMIBIOTEPOM U MapIIpyTH3aTOPOM;

1 6amn - co3ganne VLAN Ha MapmipyTusarope;

1 Gam - HacTpoiika MappyTuzauu Mexay VLAN Ha MapiipyTuszarope;

1 Gas - MOAKIIIOUSHNE BTOPOTO KOMITBIOTEPa K MapIpyTH3aTopy U HacTpoiika [P-axpeca Ha ero nunrepdeiice;
1 Gas - mpoBepKa CB3H MEXIy ABYMsI KOMITBIOTEPaMH Yepe3 MapIpyTH3aTop;

1 6am - HacTpolka MapIIpyTHU3aTopa i qoctyna B IHTepHeT;

1 6amn - mpoBepka qocTynHOCTH VIHTEpHETa C ABYX KOMIBIOTEPOB Y€pE3 MapIIpyTU3aTOP.

3ananue 8.

1. HacrpoiiTe 1Ba KOMIIbIOTEPA B OJJHY JIOKAJIBHYIO CETh.

2. IlpoBepbTe CBSI3b MEXIY KOMIIBIOTEpAaMHU C TOMOIIBIO YTHIIUTHI ping.

3. 3yuute Tabmuiy MapuIpyTH3aliK Ha KaXK/J0M KOMITBIOTEPE C MOMOIIbI0 KOMaH/Ibl Toute print.

4. Onpenenure, Kakoll KOMIBIOTEP SBJISETCS IUTIO30M 110 YMOJIYaHHIO.

5. V3mennte Tabnuily MapmipyTH3aldd Ha OJXHOM W3 KOMIIBIOTEPOB TaKUM 00pa3oM, 4TOOBI BeCh TpaHuK HAMpaBILICA
yepes3 Apyrol KOMIbloTep.




6. IIpoBepbTe CBSI3b MEXKAY KOMITBIOTEPAMH 110CIIE U3MEHEHNUS TaOJIHIIBI MapIIpy TH3AINH.

7. MI3yunTe COCTOSHUE CETeBBIX MHTEP(EHCOB Ha Ka)XIOM KOMIIBIOTEPE C TIOMOIIBbI0O KoMaH kI ipconfig /all.
8. OnpenenuTe, Kakoil KOMITBIOTEP UMEET MPOOJIEMBI C CETEBBIM HMHTEPhEHCcOM.

9. Pernre mpobneMy ¢ ceTeBbIM HHTEp(elicoM Ha BHIOPAHHOM KOMITBIOTEPE.

10. [IpoBepbTe CBSI3b MEXKITy KOMIIBIOTEPAMH TOCIIE PEIICHUS TPOOIEMBI C CETEBBIM HHTEP(EHCOM.

O1eHUBaHHE:

1 Gas - HacTpoOHKa IBYX KOMITBIOTEPOB B OJIHY JIOKAIBHYIO CETh;

1 Gat - mpoBepKa CBS3HM MEXIy KOMIBIOTEPAMH C TIOMOIIBIO YTHIHNTHI ping;

1 Ga - u3ydeHne TabIuIBl MapIIPYTH3aIMK Ha KaXKIOM KOMIIBIOTEpE ¢ IOMOIIBI0 KOMaHIbI route print;

1 6ann - onpeneneHne nUT03a M0 yMOIYaHHUIO;

1 6ann - 3MeHeHne TaOJINIIBI MapIIPYTH3AIMH Ha OJJHOM U3 KOMITBIOTEPOB;

1 Gas - mpoBepKa CBA3H MEXy KOMITBIOTEPaMH I10CIIEe M3MEHEHHS! TaOJIHIBI MapLIpy TH3aLUH;

1 Gann - U3ydeHne COCTOSHUS CETEBBIX HHTEP(PEHCOB Ha KaXKJOM KOMITBIOTEpE ¢ IIOMOIIBIO KoMaHabI ipconfig /all;
1 GaJu1 - onpeiesicHre KOMITBIOTEPa C MPOOJIEMOM ¢ CeTeBbIM HHTEphEiicoM;

1 Gann - pemeHne MpodIEMBI C CETEBBIM HHTEP(EHCOM Ha BEIOPAaHHOM KOMITBIOTEPE;

1 Ga - mpoBepKa CBA3HM MEXIy KOMIIBIOTEPAMH TIOCIIE PEIICHHUS IIPOOIIEMBI C CETEBBIM HHTEp(deHcoM.

3amanne 9.

. HactpoliTe 1Ba KOMIbIOTEpPa B OAHY JOKAIBHYIO CETb.

. YcranoBuTe Ha 00a KOMITbIOTEpa aHTUBUPYCHOE ITPOTPaMMHOE 00ecIiedeHue.

. 3amyCcTHUTE CKAaHWPOBAHUE HA BUPYCHI HAa 000X KOMITbIOTEpaX.

. 3yunTe oT4eTH O CKAHUPOBAHUHM M HalUTE OOIINE YSI3BUMOCTH B CHCTEME.

. YcraHoBuTe OpaHIMay3p Ha OXHOM U3 KOMITBIOTEPOB.

. [IpoBepsrTe, uTo OpanaMay3p paboTaeT KOPPEKTHO, 3a0JIOKMPOBAB JOCTYH K OIPEACTICHHBIM MTOPTaM.

. IlonbITaiiTech MPOBECTH aTaKy HA KOMITBIOTEP C YCTAHOBJICHHBIM OpaHIMay3poM, HCHONb3Ys yTWINTY nmap.
. M3yunte 10rn OpanamMayspa 1 OTpeenuTe, Kakue MOPTHI ObUTH 3a0JI0KHPOBAHBI B PE3YIbTATE aTaKH.

9. YcTanoBuTe Ha APYroM KOMITBIOTEPE CHCTEMY MOHHTOPHHIA COOBITHI 6€30I1acHOCTH.

10. IIpoBeanTe aTaKky Ha 3TOT KOMITBIOTED, UCIIONB3YS YTHINTY Metasploit.

11. M3yuuTe j0TH CHCTEMBbI MOHUTOPUHTA COOBITHH O€30MaCHOCTH U ONpPEACINTE, KAKUe COOBITHS ObLIN 3a()MKCHPOBAHEI
B pe3yJbTaTe aTaku.

12. Pemmre obmue ySA3BUMOCTH B CHCTEME Ha 000MX KOMITBIOTEpaXx.

13. IIpoBepbTe CBSI3b MEXKAY KOMITBIOTEpAaMH MTOCTIE PEIICHHS OOIIUX YS3BUMOCTEH.
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O1eHUBaHKE:

1 6ann - HacTpoiiKa IBYX KOMIBIOTEPOB B OJIHY JIOKAIFHYIO CETb;
1 Gas - ycTaHOBKa aHTHBHPYCHOTO IIPOIPaMMHOT0 o0ecrieueHus Ha 00a KOMITbIOTEpa;
1 Gas - 3aIyCK CKaHMPOBaHMUS Ha BUPYCHI Ha 000MX KOMITBIOTEpaXx;
1 Gay1 - M3y4eHHE OTIETOB O CKAHUPOBAHWHN M HAXOXKJCHHE OOIINX ySI3BIMOCTEH B CHCTEME;
1 6amt - yctaHoBKa OpaHaMayspa Ha OJHOM U3 KOMITBLIOTEPOB;
1 6ann - mpoBepKa KOPPEKTHOM paboThl OpaHaAMay3pa U OJIOKHPOBKA TOCTYIA K OMPEACICHHBIM OPTaMm;
1 6an - mpoBe/IeHNE aTaKK HA KOMITBIOTEP C YCTAHOBJICHHBIM OpaHAMAay3pOM U U3yUYCHHUE JIOTOB;
1 Gam - ycTaHOBKa CHCTEMBI MOHHTOPHHTA COOBITHI 0€30MacCHOCTH Ha PYTroM KOMITBIOTEPE;
1 Gann - mpoBeIeHNE aTaKy Ha 3TOT KOMIIBIOTEP U N3yYEeHHUE JIOTOB CUCTEMbl MOHUTOPHHTA COOBITHI 0€30IacHOCTH;
1 6aJi - perieHre OOIIMX YA3BUMOCTEH B CUCTEME Ha 000MX KOMIIbIOTEPAX;
1 Gasut - MpoBepKa CBSI3H MEXTy KOMITBIOTEPAMH I10CIIE PEIeHUs] OOUIHNX YSI3BUMOCTEH.

2.3. [lepeyeHb BONPOCOB /JIsl MOATOTOBKH 00YYAKOIIUXCH K MPOMEKYTOYHOM aTTecTalluu

BBezieHre B KOMITBIOTEPHBIE CETH

OcnoBsl TexHonornu Ethernet

Crex nporokonos TCP/IP. IP-anpecanus

Cpenpl iepeiaun TaHHBIX.

Cranpnaptel EIA/TIA.

ANropuTMbl paboThl MOCTOB, KOMMYTATOPOB U MapLIpyTH3aTOPOB.
Ceresslie ciyx0661 DHCP u DNS.

Cnyx0b1 pyHKIIOHIpOBaHUs Active Directory.
AnMuHHCTpUpOBaHHE (aliIOBBIX CHCTEM M 0a3 JaHHBIX
Be6-cimyx0s1. [Ipokcu-cepsepa. daiinoBsie cepBepa
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Tunel 00JaYHBIX BEIYUCICHHH.

—_
(98]
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HOHKJ'[IO‘IGHI/IG HH(l)OpMaIIPIOHHOfI CHUCTEMEI K y3J1y oneparopa CBA3U.




15. Tlouck u AUarHOCTHKa OMIMOOK.

16. Ba3oBas Mojesb IOMCKA OMHOOK, 3a0a4H U IPOOIeMbl KOH(PHUTYpaIHH.

17. AIMUHHCTPHUpPOBaHHUE IICHTPOB 00PaOOTKH TaHHBIX

18. Cucrems! ynpasnenus caiitrom (CMS).

19. Cucremsl BUICOKOH(pEPCHIIN.

20. Cucrembl OpraHu3alyy JUCTAaHIUOHHOTO 00YYEHHs U TECTUPOBAHUSL.

21. CucreMmsl yaleHHOTO OCTYTA U YIPaBICHUSA

22. Cucremsl yrpasnenus caiitom (CMS). Ycranoska CMS Wordpress. OcHoBHO# (pyHKIIOHAN. PaboTa ¢ mrabironamu.
23. Cucremsl yrpasneHus caiitom (CMS). Ycranoska CMS Joomla. OcHoBHO# QyHKITMOHAI. CHCTEMa OTIIAAKH OIIHOOK.
24. BcTpoeHHas mouToBas cucreMa. Momynu Ajis paCIIMPEHHBIX HaCTPOEK.

25. Cucremy ympasienus caiitom (CMS). 1C-burpukc. Co3aanue nporpaMMUPyEMbIX MOAYJICH U IIa0JIOHOB KOHTCHTA.
26. Cucremsl BuaeokoH(pepeHuii. YcranoBka u Hactpoiika BigBlueButton, Jitsi.

27. VHCTpyMEHTHI aHaN3a CETEBOT0 TpapuKa

28. HHCTpyMeHTHI aHanIM3a MexceTeBoro Tpaduka. HacTpoiika MeXCeTeBBIX IKPAHOB.

29. AHanu3 ys3BUMOCTEH MH(OPMAIIIOHHBIX CUCTEM U BBIUYMCIUTEIBHBIX CETEH.

30. MexaHU3Mbl IPOKCUPOBAHHUSI.

31. TexHOJOrMH BUPTYaIbHBIX 3alHUIICHHBIX KaHAJIOB CBS3H.

3. MeTonnyeckue MaTepuaJibl, ONpeaesiolue NPouelypy U KpUTePUH OLeHUBAHUS
c¢()OpMHPOBAHHOCTH KOMIIETEHLMII P NPOBeIeHNH MPOMeKYTOYHOM aTTecTaluu

Kpurtepuu (popMupoBaHNSs OLIEHOK N0 0TBETAM HA BONPOCHI, BHINMOJIHEHUIO TECTOBBIX 3aJaHUI

- OLIEHKa «OTJIMYHO» BBICTABIAECTCS OOYUYaIOIMIEMyCs, €CIM KOJWYECTBO MPABWIHHBIX OTBETOB Ha
Bonpockl coctapisieT 100 — 90% ot obriero 06bEMa 3aJaHHBIX BOIIPOCOB;

- OIIEHKAa «XOPOILO0» BBICTABISICTCS OOYYAIOMIEMYyCsl, €CJIM KOJUYEeCTBO NPABWIHLHBIX OTBETOB Ha
BONPOCHl — 89 — 76% oT o011ero 00bEMa 3aJaHHBIX BOIIPOCOB;

- OIICHKa «YAOBJIETBOPHTEJIbHO» BBICTABIACTCA OOyYaroOmeMycsi, €CJIM KOJUYECTBO MPaBUIIbLHBIX
OTBETOB Ha TECTOBBIE BOMPOCHI —75—-60 % OT 0b1iero o0bEma 3aJaHHBIX BOIIPOCOB;

- OIIEHKA «HEYA0BJIETBOPUTEIbLHO» BBHICTABJISETCS OOyYaromIeMycCs, €CIM KOJIHMYECTBO MPaBUIIbLHBIX
oTBeTOB — MeHee 60% oT 0611ero o0bEMa 3a1aHHBIX BOIIPOCOB.

Kpurtepun popmMupoBaHusi OlleHOK 1O pe3y/JbTATAM BbINOJHEHUS 3aJaHUMH

«OTIMYHO» — CTaBUTCS 32 pabOTY, BHIIIOJHEHHYIO IOJIHOCTBIO 0€3 OMNOOK U HEJOUYETOB.

«Xopomo» — CTaBUTCS 3a pabOTy, BHIOJHEHHYIO ITOJHOCTHIO, HO TPH HAIWYHMH B Heil He OoJiee OHOM
HerpyOoii OMOKH U OHOTO Heo4eTa, He 0ojiee TpeX HEeA0UETOB.

«Y10BJIETBOPUTEIBLHO» — CTABUTCS 32 Pa0OTy, €ciii 00yJaIONIMKCs PaBUIIHHO BBHITIOJIHII HE MeHee 2/3
Bcell pabOoTHI WK JOMYCTHI He Oosiee oAHOM Tpy0oil ommOKu U JBYX HEAOYETOB, HE Oosee OAHON Tpy0oil u
OJTHOU Herpy0oii ommoOKy, He Ooiee Tpex HeTrpyObIX OMIMOOK, OTHOM HETPYOOi OIMMOKY M IBYX HEOUYETOB.

«HeynoBJIeTBOPHTEIBHO» — CTABUTCS 3a pabOTy, €CIIM YKCIO OIMOOK U HEOYETOB MPEBBICUIIO HOPMY
JUTSL OLIEHKHU «yJIOBJIETBOPUTEIIHLHOY WIIH MIPABUIHHO BBHITIOJHEHO MeHee 2/3 Bceil paboThl.

Buowl owubox:

- epybvie OWUOKU: He3HaAHUe OCHOBHbIX NOHAMUL, NPASU, HOPM, HE3HAHUe NPUEeMO8 peuleHUs 3a0ad;
owuoOKU, NOKA3bI8AIOWUE HENPABUTLHOE NOHUMAHUE YCII08US NPEOTONCEHHO20 3A0AHUS.

- HeepyOvle OWUOKU: HEMOYHOCMU (QOPMYIUPOBOK, ONpedeNeHull, HePAyUOHAIbHbIL 6blO0p X00a
peuteHus.

- Hedouemvl: HePAYUOHANbHbIE NPUEMbl BbINOJIHEHUA 3A0AHUS,  OMOEIbHble NOZPEUHOCU 8
dopmynuposxe 86160008, HebOpedcHOe 8bINOIHEHUE 3A0AHUSL.

Kpurepun ¢popMupoBaHusi OLEHOK N0 IK3aMEHYy
«OTINYHO/329TEHO» — CTYIEHT IMpHOOpen HeoOXOAMMbIE YMEHHUS M HaBbIKH, MPOJEMOHCTPUPOBAI
HaBBIK [IPAKTUYECKOI0 IPUMEHEHUS MOTY4YEHHBIX 3HAHUH, HE JIOMYCTHJII JIOTHYECKUX U (PaKTHUECKUX OIIHUOOK
«Xopomo/3a4TeH0» — CTYJIEHT NpHOOpes HEeOOXOIMMbIE YMEHHS M HaBBIKH, MPOJAEMOHCTPUPOBAI
HaBBIK [PAKTUYECKOIO TPUMEHEHHUS TIOJyYEHHBIX 3HAaHUM; JOMyCTUI HE3HAYUTEIbHbIE OIIMOKU M
HETOYHOCTH.
«Y 10BJIETBOPUTEJIBHO/3aUTEHO» — CTYIEHT JIOMYCTUI CYILIECTBEHHBIE OIIUOKH.



«HeynoBJIeTBOPUTEJILHO/HE 3aUTEHO» — CTYACHT JEMOHCTPUPYET (pparMeHTapHbIE 3HAHUS U3y4aeMOro
Kypca; OTCYTCTBYIOT HEOOXO/IMMbIe YMEHUS M HaBBIKU, JOMYIIEHbI FPyOble OUTHOKH.
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