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1. HEJIX OCBOEHUA TUCHUIIIMHBI (MOJY JIS)

1.1|O0yueHune CTyIeHTOB METOIaM aHaJIM3a U IPOCKTHPOBAHUS KOMIIBIOTEPHBIX CETEH, TEXHOIOTUH HX 3G (HEKTHBHOTO
MIPUMEHEHUS M HKCIUTyaTalliy B aBTOMAaTH3UPOBAaHHBIX CHCTeMax 00paboTKu MH(OpMaIMK U ypaBlIeHUs Pa3IUYHOTO
Ha3HAYCHUS.

2. MECTO JUCHUNJIUHBI (MOJY.JIsI) B CTPYKTYPE OBPA3OBATEJILHOU MPOTPAMMBI

Iukn (pasaen) OI: [51.0.20

3. KOMIIETEHIINH OBYYAIOIEI'OCS, @OPMUPYEMBIE B PE3YJIbTATE OCBOEHUA JUCHUTIINHBI
MOAYJIs)

OIIK-4 CriocobeH yyacTBOBaTh B pa3padOTKe CTaHAApTOB, HOPM M IPABUIL, a TAKXKE TEXHUUECKOI JOKYMEHTALlUH, CBA3aHHOM C
npodecCHOHANBHON eATETbHOCTBIO;

OIIK-4.1 Mcnonb3yeT OCHOBHBIE CTaHAAPTH! O(OPMIICHUS TEXHUUECKOH TOKYMEHTAIUHY IIPY BBIIIOJIHEHUH 3a/1a4 IPO(EeCCUOHANBHON
JIeATEIbHOCTU

OIIK-4.2 TIpumeHsietr ctanaapThl 0hOPMIICHHS TEXHHYECKON TOKYMEHTAIIMH Ha PA3IMUHBIX CTaIUSIX )KA3HEHHOTO ITUKIIA
MPOTPAMMHOTO IIPOJYKTa

OIIK-6 Crniocoben pa3zpabaTbiBaTh OM3HEC-IUIAHBI U TEXHUYECKHUE 331aHNs HAa OCHAILCHUE OTAENO0B, JabopaTopuii, opucon
KOMIIBIOTEPHBIM M CETEBBIM 000PY/I0BaHUEM;

OIIK-6.1 Pa3pabatrsiBacT OU3HEC-IIIaHBI HA OCHALLIEHUE OTAENIOB, 1Ja00paTopuil, 0(pUCOB KOMIIBIOTEPHBIM U CETEBBIM
obopynoBaHueM

OITK-6.2 Pa3pabaTsiBacT TEeXHUUCCKHUE 33JaHNsI HA OCHAIIICHHE OT/AEJOB, JabopaTopuii, 0prCOB KOMITBIOTEPHBIM H CETEBBIM
000pyI0BaHUEM

B pe3ysbTarte ocBoeHNs JMCHUILUIHHBI (MOIYJIs1) 00yUYalommiics T01KeH

3.1|3narn:

3.1.1 KJIaCCI/I(I)I/IKaIII/IIO BBIUMCIIUTEIBHBIX CETEN U OTAJIOHHYIO MOJCJIb B3aUMOCBA3U OTKPBITBIX CUCTEM;

3.1.2 NOCTPOCHUEC, METOJbI NOCTYIAa, MIPOTOKOJIbI JIOKAJIbHBIX BBIYHUCIIUTCIBHBIX C€T€I>'I;

3.1.3|TexHONOTMH KOPIIOPATHUBHBIX ceTel, BKitodas npotokonsl TCP/IP;

3.1.4|duzndeckue NPUHIMITEI TepeAaun HHGOPMALUH B CETSIX.

3.2|Ymern:

3.2.1|co3maBath MPOCTHIE CETEBBIE MPUIIOKECHUS,

3.2.2|BbIOMpaTh HEOOXOAUMOE CETEBOE 000PYIOBAHUE JIOKATBHBIX CETEH U KOH(YUTYPUPOBATH JIOKAIBHBIC CETH;

3.2.3|BbIOMpPATh HAOOPHI CETEBBIX MPOTOKOJIOB JUTS PA3ITMUHBIX MPUI0KECHHIA;

3.2.4|paboTarh ¢ KOHKPETHBIMHU MIPOIPAMMHBIMH MPOYKTAMHU CPEJICTB TEIEKOMMYHHUKAIMH, YIaICHHOTO JIOCTYIA U CETCBBIMH
(010

325 MIPOCKTUPOBATH U UCIIOJIB30BaTh CETCBLIC CPCABI NE€pEAAUN JaHHBIX.

3.3|Baagers:

3.3.1|HaBbIKaMH BBIOOPA HEOOXOAUMOTO CETEBOTO 000PYAOBAHHMS JIOKAIBHBIX CEeTel M KOHPHUTYPUPOBAHHS JIOKAIBHBIX CETEH;

3.3.2|MeToaMu aHanK3a U OLIEHKU XapaKTEPUCTUK KOMIBIOTEPHBIX CETEH U UX COCTaBHBIX KOMIIOHEHTOB;

3.3.3|coBpeMEHHBIMU METOJAMHU M TEXHOJIOIHAMH NIPOEKTUPOBAHUS KOMIIBIOTEPHBIX CETEH Pa3IMuHOrO Ha3HAYEHUS;

334 METOJaMU PCIICHUA TUIIOBBIX 3a/la4 KOMHI)}OTEPHOP‘I ABTOMATHU3AlIUH TEXHOJIOTUYECKUX IMMPOLUECCOB HA KCIC3HOJOPOKHOM

TPAHCIIOPTE.
4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOOYJIS)
Kox HaumeHnoBaHme pa3/iejioB U TeM /BU/ 3aHATHS/ Cemectp / | YacoB | Ilpumeuanue
3AHATHS Kvne

Paznen 1. BBeieHue B ceTH M TeJIEKOMMYHUKAIUM

1.1 0030p ¥ apXUTEKTypa BHIYACIUTENBHBIX ceTell. KOMMyHHKaIlMOHHAS CETh U 5 2
uH(}OpPMAIOHHBIE cucTeMbl. OTHOpaHIOBast apXUTEKTYpa 1 KIUEHT-
cepBepHbIe cucTeMbl /JIex/

1.2 Tomoorus BEIYUCIUTENBHOMN CETH ¥ MeTOABI ocTyma /JIex/ 5 2

1.3 Mertoner koMMyTanuu B ceTsax. CeTn ¢ KOMMYyTaIlel KaHallOB U CETH C 5 2
KOMMyTanuei nakeros /JIex/

1.4 Opranuzaiys HeOCPEICTBEHHOTO COSMTUHEHHS IBYX KOMITBIOTEPOB Yepe3 5 2
CEeTeBbIC a/IaNTephl HA OCHOBE BUTOH mapsl. /J1ab/

1.5 W3yueHre oTHOPAHTOBOM ceTH Ha 0a3ze koMMyTtaTopa /JIab/ 5 2




1.6 AHanu3 KOHQUTYpaIiK CeTH C TOMOMIBIO CTaHAAPTHBIX YTHJIMT ipconfig, ping, 2
tracert, netstat /J1a6/
1.7 Pa6ota ¢ ananuzaropom cereBoro tpaduxa WhireShark /J1a6/ 2
1.8 Pacuer Heo6Xx0aUMOro 000py0BaHUs A CO3AaHUs JIoKanbHOH cetu. /I1p/ 2
1.9 VYcraHoBKa U HacTpoiika ceTeBoil kapTal. /IIp/ 2
Pasnen 2. MuoroypoBHeBble Mojiesii. TeXHOJIOTHH JIOKATbHBIX ceTel
2.1 OraloHHas MOJENb B3aUMOJICHCTBHS OTKPBITBIX 2
cucreM (Monens OSI).Cranaapruzanus cereid. [IoHsTHE OTKPBITHIX
cucreM. TpeboBanus, npenbapisemMble Kk ceTsMm. /JIex/
2.2 dusnueckas cpea nepeaadn AaHHbIX. Kabenu, TMHUM U KaHab! cBsA3U. [loHATHE 1
CTPYKTYPUPOBAHHBIX KaOeIbHBIX crcTeM. CeTeBoe 000pyIoBaHue (ITaCCHBHOE
ceTeBoe obopynoBanue). /Jlek/
23 TexHosnoruu nokanbHbIX cereil. Crierudukaun Guzndeckoit cpeapl. MeTo sl 1
(bU3UYECKOT0 U JIOTHYECKOr0 KoaupoBaHus. /JIex/
24 Anpecanus B cetsix. JIokanbHbIe, ceTeBble U JOMEHHBIE ajipeca. Ctek 2
npotokosioB TCP/IP. TTousitue u popmar IP-aapeca. Macku mojceTei.
Vcnonb3oBanue NIII030B U MapLIpyTH3aTopoB. Bepcuu IP-nipotokonos. /JIex/
2.5 Uzyuenuro onepannonHoit cuctembl Cisco I0S ¢ ncnonb3oBaHHEM 3MyJISTOpa 2
MmapupytuzaropoB Cisco GNS3. /J1a6/
2.6 3HAKOMCTBO € IPOTrPaMMHUPOBAHHEM COKETOB; HAIMCaHHUE IIPOCTOTrO KINEHT- 2
CepBepHOTo npuioxenus /J1ad/
2.7 W3ydenne npuHINIIOB IIOCTPOCHHS CXEM MOJICIHPYEMBIX CETEH B SMyIIsITOpe 2
GNS3. /JIa6/
2.8 Co3zaHue JOKaJIbHOM ceTH Ha ocHOBe «Pabouei rpyninel» U Ha OCHOBE 2
«Jlomenay. /Tlp/
2.9 IP-anpecanus. Coznanue noxacereid. /TIp/ 2
Paznen 3. Mapmpytuszanus. becnpoBoanbie ceTn
3.1 Knaccer cereii. [lunamuueckoe pacnpenenenue aapecoB. Haznauenne DHCP- 2
cepBepoB. [IpeodpazoBanue agpecos. [Iporokon ARP. Ciyx6a DNS.Cetu ¢
cepeepoM. Web-cepsepsl. [Ipotokonst HTTP u FTP. [ToutoBsie cepBepsl.
[Iporoxomer POP3 u SMTP. Ciyx061 TepMUHAIIOB. APXUTEKTYpa «TOHKUH
KimeHT». /Jlex/
32 BecnpoBoHBIE TEXHOIOTHH TIOCTPOCHHS JIOKATBHBIX BBIYHACIUTEIBHBIX CETEH. 2
Texuonorus IEEE 802.11 Wi-Fi. Crek npotokosnos IEEE 802.11. Meroasr
KOJMPOBaHMSA JaHHBIX B OECHPOBOHBIX CETAX. ABTOKOPPEIALUOHHBIE KOIBI.
Konst Bapkepa. Metonsl Monyssiiun curHAIOB B ceTsix Wi-Fi. Texnomorus
pacumpenus cnektpa DSSS. Apxurekrypa Bluetooth. Cern UWB u WiMax.
/Jlex/
33 Hactpoiika craTrueckoii MapupyTtu3aiuu Ha o6opynoBanuu Cisco /J1ab/ 4
34 Hactpotiika nocnenoBarenbHbIx nHTEpdeiicoB odopynoBanus Cisco /J1ab/ 4
35 Hacrpoiika u nuarsocruxa pa6otel DHCP ¢ ucnons3oBanuem Cisco I0S CLI 4
/J1ab/
3.6 basoBas HacTpolika MpOTOKOIa AMHAMHYEeCcKOi MapipyTu3aiuu Open Shortest 4
Path First (OSPF) /J1a6/
3.7 Hacrpoiika 6ecipoBonHoro coeanHenus /J1ab/ 2
3.8 Pabora ¢ npotokonamu FTP, SMTP/POP3. /Tlp/ 3
3.9 Peammzamnus nporokona HTTP ¢ momomipio cokeToB; HanrMcaHue KIMEHTCKOTO U 3
CEepBEPHOTO TIPHIIOKEHHI I B3anMoIeicTBYs 110 ipoTokory HTTP /ITp/
3.10 W3zyueHre MeTO/10B MOBBIILIEHHSI CKOPOCTH U JIOCTOBEPHOCTH Iepeiau JaHHbIX B 2
nH(opManoHHBIX ceTsx /IIp/
Paznen 4. CamocTosiTesibHAast padoTa
4.1 TexHosnoruu okanbHeIx cereit /Cp/ 33
4.2 [Monroroska k nexuusim /Cp/ 8




43 IMoaroroska k npakTudeckuM 3aHstusm /Cp/ 5 16

4.4 [Moarororka k naboparopHbiM 3aHsTusM /Cp/ 5 32

4.5 Brimonnenue xypcoBoii pabotst /Cp/ 5 34,5

Pa3pgen 5. KouTtakTHBIE Yachl HA ATTECTALIMIO

5.1 Ox3amen /KD/ 5 2,35

52 Kypcosas pabora /KA/ 5 1,5

5. OHEHOYHBIE MATEPHUAJIBI

OreHOYHBIE MaTepUalIbl JUIsl IPOBEICHUS IPOMEXYTOYHOM aTTeCTalli 00yYarONMXCsl IPUBEACHBI B IPIIOKEHUHU K paboueit
IpOrpaMMe AUCIUIUIUHEL

DopMBI B BHIBI TEKYIIET0 KOHTPOJIS O TUCHUILIHHE (MOIYJII0), BUIBI 3aJaHUH, KPUTEPHUHU UX OLEHUBAHUS, pacrpeneneHue 0amion
10 BHJaM TEKYLIEro KOHTPOJIS pa3pabaThIBaOTCs MPENoAaBaTeIeM JUCIHUIUIMHEI C YIeTOM €€ CIeU(UKH U JOBOISTCS O CBEACHHUS
00y4aroIuXcs Ha IEPBOM yueOHOM 3aHSATHH.

Texymmii KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIISETCS MPEroaaBaTeseM JUCHUILTNHDI (MOYJI), KaK IPAaBUIIO, C UCIIOJIb30BAHUEM
OUNOC uny nyTeM NpoBEpKHU MUCEMEHHBIX paboT, IPelyCMOTPEHHBIX paOOYMMU IPOrpaMMaMHU JUCLUIIIMH B paMKaX KOHTaKTHOH
paboTHI U CaMOCTOSTENLHOM PaboThl 0Oyuaromuxcs. s GpukcupoBaHus pe3ybTaTOB TEKYLIEro KOHTPOJIS MOXKET UCIIOIb30BaThCs
OUOC.

6. YYHEBHO-METOIMYECKOE U UTH®OPMAIIMOHHOE OBECHHEYEHUE JUCHUIIJIMHBI (MOY JIsT)

6.1. Pekomenayemasi qurepaTypa

6.1.1. OcHoBHas TUTepaTypa

ABTOpHI, 3arnaBue Mzparensc On. agpec
COCTABUTCIIN TBO. IT'OJI
JI1.1 |Apromienko B. B., |KoMmbroTepHble ceTH U TeIeKOMMYHHKAIINN: Hoocubu |https://e.lanbook.com/book/152244
Huxynun A. B. yueOHO- METOJUYECKOE Toco0ue pek:

HI'TY,
2020

JI1.2 | Aubpos M. B. Cetu u TenekoMmyHHKanuu. Maprupytu3anus B [P- |Mocksa: https://urait.ru/bcode/471236

cersix. B 2 u. Y. 1: yueOHUK U MpakTHKyM 175t By30B |FOpaiir,

2021

6.1.2. lonotHUTeIbHAS IUTEPATYPA

ABTOpHI, 3arnaBue W3narensc On. agpec
COCTABHTENN TBO. TOII
JI2.1 |du6pos M. B. Cern u TenekoMmmyHHuKanuu. Maprpyrtuszanus B IP- |Mocksa: https://urait.ru/bcode/471908
cersix. B 2 u. Y. 2: yueOHUK U IpakTUKyM A7 By30B |FOpaiir,
2021

6.2 UndopmanuoHHbIE TEXHOJIOTHH, HCNIOJb3yeMble MPH OCYIIECTBIEHUH 00pPa30BaTeIbHOTO MpoLecca Mo AUCHUIInHE
(Mmoay.io)

6.2.1 IlepeyeHb JTUIIEH3HOHHOTO M CBOOOTHO PACTIPOCTPAHSIEMOr0 MPOrPAMMHOI0 odecneveHust

6.2.1.1|Microsoft Windows 7 norosop Ne0342100004815000036

6.2.1.2|I"'paduueckuii cumymnsrop cetu Cisco GNS3 (cBoboaHo pacnpoctpansemoe 110)

6.2.1.3|I'paduueckuit cumynarop cetd Netemul (cBo6oaHo pacmpoctpansemoe [10)

6.2.1.4|TIporpamma-ananu3zarop Tpaduka s komnbioTepHbix cereit WhireShark (cBo6oauo pacnpoctpansemoe I10)

6.2.2 Ilepeyenb npodeccHOHANBHBIX 023 JaHHBIX U MHGOPMAIHOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1 |Ba3a KHUT U myOaukanuii DnekTponHoi oubnroreku "Hayka u Texnuka'- http://www.n-t.ru



https://urait.ru/bcode/471908
https://urait.ru/bcode/471236
https://e.lanbook.com/book/152244

6.2.2.2

Kpynueiimmii BeO-cepBucC 11 XocTUHTa [ T-MIPOEKTOB M UX COBMECTHOM pa3paboTku-https://github.com/

6.2.2.3

TopTan s pa3pabOTYMKOB SICKTPOHHON TEXHUKH: http://www.espec.ws/

6.2.24

baza nanubix «bubnuoreka nporpammucta» https://proglib.io/

6.2.2.5

Koncynbrant mitoc

6.2.2.6

Wndpopmanmornnas cucrema TAPAHT

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCIUIIJIMHBI (MOAY JIA)

7.1

VYueOHble ayIUTOPUH IS IPOBEACHHS 3aHATHIH JISKIIMOHHOTO THITA, YKOMIUIEKTOBAaHHBIE CLIEHUATN3UPOBAHHON MEOETBI0 U
TEeXHHIECKHUMH CPEICTBAMHU O00yUYECHUs: MyJIbTHMEIUIHOE 000pYyAOBaHUE AL IPENOCTaBIeH s Y4eOHO!H HH(BOPMaUU
00JIBILION ayJTUTOPUU U/UITH 3BYKOYCHIIMBaIOIee 000py10BaHUE (CTAlIMOHAPHOE WU IEPEHOCHOE).

72

VYueOHble ayAUTOPUH /IS IPOBEACHHS 3aHATHH CEMHUHAPCKOTO THIA, IPYNIIOBBIX U HHAWBUIYaNbHBIX KOHCYJIBTAINH,
TEKYILEro KOHTPOJISI ¥ IPOMEXKYTOUHOU aTTECTalluH, YKOMIUIEKTOBAaHHbIE CIIELIUAIM3UPOBAHHON MeOeNbIo U
TEeXHHIECKHUMH CPEICTBAMHU O00yUYECHUS: MyJIbTHMEIUIHOE 000pYAOBaHUE U/IN 3BYKOYCHINBAIOLIee 000pYAOBaHUE
(cranmoHapHOE WM IEPEHOCHOE)

73

[TomerieHus i CaMOCTOSITENBHOM PabOThI, OCHAIIICHHBIE KOMITBIOTEPHOH TEXHUKOW C BO3MOXHOCTBIO TIOAKIIFOYCHHUS K
cet "MHTepHET" 1 0OecreueHreM J0CTYIIa B JICKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTeIbHYIO CPEy YHHBEPCHUTETA.

7.4

HOMCHICHI/ISI JUISL XpaHCHUS U HpO(bI/IJ'IaKTI/I‘{ecKOFO 06CJ'Iy)KI/IBaHI/I$[ lee6Horo o60pyz[03aHI/m.

7.5

[TomereHus U1 BBIITOTHEHUS KYPCOBBIX Pa0OT YKOMIIJIEKTOBAHbI CIIEIIMATU3UPOBAHHON MEOEbI0 U TEXHUYECKUMHU
cpeactBamu 00y4ueHHUs (CTAIIMOHAPHBIMU WIIU MIEPEHOCHBIMH).

7.6

YueOHble ayAUTOPUH IJIs IPOBEAEHUS JIAOOPATOPHBIX PA0OT YKOMILIEKTOBAHbI CIIELUANIN3UPOBAHHON MEOENbIO U
TEeXHUYECKHMU CPeACTBaMU 00ydeHHs: HOYTOYKH HIM KOMIIBIOTEPHI, MOAKIIOUCHHBIE K ToKkanbHOU cetn CamI YIIC.




