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1. IEJTA OCBOEHMSI 1M CLIUIIJIMHBI (MOYJIST)

1.1 | @opMmupoBaHHEe KOMIIETEHIHIT B 00J1acTH cucTeMHoro agMuHIcTpupoBanns Windows 1 Unix mogoOHBIX OIeparimoOHHBIX
CHCTEM, CEPBEPHBIX HHPOPMAITMOHHBIX CHCTEM ¥ 00JIa4HBIX CEPBHCOB.

2. MECTO JUCHUIIJINHBI (MOAYJIA) B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMBbI

Hukn (paznen) OIT: | b1.B.04

3. KOMIETEHIIMU OB VYAIOIIETOCSsl, §OPMHUPYEMBIE B PE3YJIbTATE OCBOEHMSI JUCLUILJINHbBI
(MOJLY.1sT)

IIK-3 CnocobeH HacTpauBaTh, IKCILTyaTUPOBATh M COMPOBOXKAATH MH(DOPMAIIOHHBIC CHCTEMBI U CEPBUCHI

[IK-3.2 TIpoBoaut ayaut KoHGUTypauu HHPOPMALUOHHON CUCTEMBI, BHIIOIHSET PeriIaMEHTHBIE PaboThI IO conpoBokaeHUI0 VIC

I1K-3.3 YcraHaBnuBaeT, HACTPAMBACT U BBOAUT B DKCILTYaTAIlUIO CEPBEPHBIC HH(POPMAITMOHHBIC CHCTEMBI U 00JIaYHbIC CEPBHCHI

IIK-5 CriocobeH BBITONHATE CEPBUCHOE OOCITy)KHBaHNE HHPOPMAIIOHHBIX CHCTEM

TIK-5.1 BeisgBnsieT u ycTpaHseT omnOKky KoHGUTrypaunu HHQOPMalMOHHO-KOMMYHHUKALMOHHBIX CHCTEM

ITK-5.2 [IpexoTBpamaet MoTepy U MOBPEXKICHIUS TaHHBIX B CCPBEPHBIX HH(POPMAIMOHHBIX CHCTEMaX M CHCTEMaX XPaHCHUS
JTAHHBIX

06.026. IIpodeccuonanpuplii cranaapt "CUCTEMHBIN AIMUHUCTPATOP HNH®OPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX CUCTEM", yrBep:a¢HHbli NpuKka3oM MuHHCTEPCTBA TPY/AAa U COLUAILHOM 3alIUThI
Poccuiicko ®@eaepanun ot 29 centadps 2020 r. N 680u (3aperucrpupoBan MunuctepcTBoM wctunuu Poccuiickoii
®enepauun 26 oktsadps 2020 r., perucrpannouubiii N 60580)

ITK-5. B. O6cnyxuBanne HHPOPMAaIHOHHO-KOMMYHHKAITMOHHON CHCTEMEI
B/02.5 O6ecneuenne paboOTEI TEXHUUECKHUX U IPOTPAMMHBIX CPEICTB HH(POPMAITMOHHO-KOMMYHHKAIIMOHHBIX CHCTEM

[IK-5. C. O6ciyxiBaHHE CETEBBIX YCTPOHCTB MH(OPMaMOHHO-KOMMYHHUKAIIMOHHOH CHCTEMBI
C/03.6 Pa3paboTka I1aHOB Pe3epBHOTO KOIMMPOBAHNS, apXUBHPOBAHHS 1 BOCCTAHOBIICHHUS KOH(PHUTYpaIHii CETEBBIX YCTPONHCTB
UH()OPMAITOHHO-KOMMYHUKAIIUOHHBIX CUCTEM

B pe3yabTarte 0ocBOEHHMS AUCHUILIMHBI (MO1YJ151) 00YUYaIOLIMIiCS 10KEH

3.1 |3narTh:

3.1.1 | aTansl pemeHus 3aJa4 CUCTEMHOTO aIMUHUCTPUPOBAHUS;

3.1.2 | BuzBI yrpo3 6€30MacHOCTH;

3.1.3 | cpexcTBa, MEPONPHUATHS U HOPMEI 00€CTICYCHHSI 0€30MTaCHOCTH HH(OPMAIIMOHHEIX CHCTEM;

3.1.4 | ocHOBHBIE CHCTEMBI YIIPABJICHUS CaliTaMu;

3.1.5 | cocraB cTaHaapTHBIX HHCTpyMeHTOB aaMuHucTpupoBanus OC cemeiictBa Windows n OC Linux.

3.2 | YmeTh:

3.2.1 IIPUMECHATH HAa MPAKTUKE CTAHAAPTHBIC CPEACTBA a IMUHHUCTPUPOBAHUA OIICPAIITMOHHBIX CUCTEM,

3.2.2 NPUMCHATDH TCXHOJIOI'MU BOCCTAHOBJICHUSA JaHHBIX;

3.2.3 | mpUMEHSTh TEXHOJIOTHH PETUIMKALIUY JaHHBIX;

324 YCTaHaBJIMBATh U HACTPAUBATL CUCTCMbI YIIPABJICHU CaﬁTaMH;

3.2.5 | ycraHaBIUBATh M HACTPAUBATh OONAYHbBIE CEPBUCHL.

3.3 | Baagern:

3.3.1 | HaBbikamMu 0OHOBIICHHE IPOrPaMMHBIX KOMITOHEHTOB CHCTEMEI, BKIIFoUast miatopmy 1 C:IIpeanpustre n npukiaHeie
peleHus;

3.3.2 | HaBBIKAMU MTOIKITIOYEHHS M aIMHHACTPHPOBAHHS CETEBOTO 000PYTOBAHHUS;

3.3.3 | uMeeT OIBIT pa60TBI C CE€TCBBIMU JUATHOCTUYCCKUMH CPCACTBAMH, KOTOPHIC IMMTO3BOJIAIOT YCTPAHATH HECIIOJIAAKH B
KOMIBIOTEPHBIX CCTAX;

3.3.4 | omreITOM paboTHI CO CPENCTBAMH TIOACPHKKH OE30ITACHOCTH TAHHBIX U 3alUTH CHCTEMBI OT BHEITHHUX yrpo3.

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MO YJIA)

Kon HanmeHnoBaHue pa3/iesioB U TeM /BHJA 3aHATHSA/ Cemectp | Yaco | Ilpumeuanue

3aHATHSA / Kype

Paznen 1. BBeneHne B KOMIIbIOTEPHbIE CETH

1.1 Beenenue B komnbiotepHbie cetd. OcHOBBI TexHonoruu Ethernet. Ctex 6 2
nporokonioB TCP/IP. IP-aapecanus /JIex/

1.2 Cpensl nepenaun Aanubix. Ctangaptel EIA/TIA. AnroputMbl paboThl MOCTOB, 6 2
KOMMYTaTOPOB U MapIIpyTH3aTopoB. /JIex/

1.3 CepsepHoe nporpamMmMHOe obecrieuenue /Jlex/ 6 2




1.4

Certessle ciyx651 DHCP 1 DNS. Cyx0b! dyHKIIHOHNpOBaHUS Active
Directory /JIex/

1.5 Be6-cnyx0b1. [Ipokcu-cepBepa. DaiinoBeie cepsepa /JIex/
1.6 AIMHUHUCTpHpOBaHHE (ailIOBBIX cUCTeM U 0a3 naHHbBIX /JIek/
1.7 Pacnipenenennbie MHGOPMAIMOHHBIC CHCTEMBL. THITBI 00JIAYHBIX
BEIYHCICHUH. /JIex/
1.8 ITorck u quarHocTrka omuOoK. ba3oBast Mojesb OMCKa OIIMOOK, 3a1a4d 1
mpoOJieMbl KoHbHUTypanuu. /JIex/
1.9 AIMUHHUCTPHUPOBAHHE IIEHTPOB 00paboTKH AaHHbIX /JIex/
1.10 OpraHu3anys ¥ yrpaBlIeHHE CepBEpaMH B KOPIIOpaTUBHON ceTh /JIex/
1.11 Bupryansasre uactasie cetdt (VPN): npuaIun pabots! u npuMmeHerue. /JIex/
1.12 VYnpaeienue 6e3omnacHocThio ceth (aiiepronsl, VPN, IDS/IPS). /Jlex/
1.13 CeteBas MapIIpyTH3aIHs: OCHOBHBIE alTOPUTMBI U METOABI /JIex/
1.14 VYnpasnenue cetsto: SNMP, NMS, monutopusr tpaduka /Jlex/
1.15 Beenenue B komnbroTepHbie cetu /T1p/ [IpakTnueckas
ITOATOTOBKA
1.16 OcHoss! Texnonorun Ethernet /TIp/ IIpakTuueckas
MOATOTOBKA
1.17 Crex npotokono TCP/IP. IP-aapecanus /TIp/ [IpakTrueckas
ITOATOTOBKA
1.18 CepsepHoe niporpamMmmHoe obecriedenue /TIp/ [IpakTrdeckas
MOJTOTOBKA
1.19 Certessle ciyx651 DHCP u DNS /TIp/ IIpakTuueckas
HO/ITOTOBKA
1.20 Cayx0b1 pynknuonupoBanus Active Directory /TIp/ [pakTrdeckas
MTOATOTOBKA
1.21 Be6-cmyx051. [Ipokcu-cepsepa. Daiinoskie cepsepa /T1p/ [IpakTnueckas
MOATOTOBKA
1.22 BHeapeHue u HacTpoiika 00JauHbIX cepBUCOB. /TIp/ [IpakTrueckas
ITOATOTOBKA
1.23 IMonxroueHre HPOPMAIIMOHHON CHCTEMBI K Y3ITy OIiepaTopa CBs3H [IpakTnueckas
Mp/ MOJrOTOBKA
1.24 Be6-cmyx051. [Ipokcu-cepsepa. Daitnoseie cepsepa. /I1p/ [IpakTnueckas
HO/ITOTOBKA
1.25 Jlormueckast aIMAHICTpANNs JOMCHHBIX CHCTEM. AHaIN3 M HACTPOIKa IpakTHyeckas
6e3omacHoctw. /TIp/ MOJITOTOBKA
1.26 Opranauzanus KOpIopaTuBHOTO cepBepa Ha 6aze linux /IIp/ [IpakTnueckas
MOATOTOBKA
1.27 Vnpasnenue 6e3onacHocthbio cetr (daiiepsonsr, VPN, IDS/IPS). /TIp/ [IpakTrueckas
ITOATOTOBKA
1.28 Pa3BepTeIBaHME M HACTPOKKA OecTpoBOIHEBIX cetelt /JIex/
1.29 Pa3BepThIBaHME U HACTPOIKa OecpoBonHbIX cetert /ITp/ IIpakTuueckas
HO/ITOTOBKA
1.30 JlmarHocTuKa 1 pereHne npoodiieM ceteBoro coeanHenus /Ip/ IpakTHyeckas
MTOATOTOBKA
1.31 PaGota c ceteBbIMHE yeTpoiicTBamu yrpasieHus (SNMP, NMS). /TIp/ IIpakTuueckas
MOATOTOBKA
1.32 Vcnonp30BaHUE CETEBBIX YTHIIUT LI aHanu3a tpaduka /IIp/ IpakTHyeckas
ITOATOTOBKA
1.33 Hactpoiika kaHaI0B CBS3H U MapIipyTH3auy JaHHbIX. /T1p/ [IpakTnueckas
MOJTOTOBKA
Pa3zzgen 2. CucTeMHOE aIMAHUCTPUPOBAHME
2.1 Cuctemsl ynpasienus caiitom (CMS). /JIex/
2.2 CucTeMbl BUICOKOH(EPEHIINH.
/JTex/
23 CucTeMbl OpraHU3alyy JUCTAHIIMOHHOro 00y4eHHs U TecTHUpoBaHus. /JIex/
2.4 CucTeMBbl yIaIeHHOTO IOCTYIA U yrpasienus /Jlek/




2.5

VYrpapieHue NONb30BaTENIIMH U IPYNIIaMH B KOPIIOPaTUBHOM ceTH. /JIex/

2.6 ABTOMaTH3aLMs IPOLIECCOB aIMUHUCTPUPOBAHUS C UCIIOJIb30BAHUEM
CKPHUITOBBIX SI3BIKOB. /JIek/
2.7 OCHOBBI IIOCTPOCHHUS M TIPHHITUITEI paboTh! OectipoBoaHbIX cetelt Wi-Fi. /JIex/
2.8 Software-Defined Networking (SDN): koHuenuus u npeumyuiectsa. /Jlex/
2.9 KypHanupoBaHue U ayIUT CHCTEMHBIX JIEHCTBHI: IPUHIAITBI 1 METOMBL.
/JTex/
2.10 VYrpapneHue 0OHOBIEHUAMH U NTaTYaMU ONEPAI[MOHHBIX cUCTeM. /JIek/
2.11 MonuTopuHT U ynpasieHue pecypcamu cepepoB: CPU, namsiTh, TuckoBoe
mpocTpancTBo. /JIex/
2.12 MOHHTOPHHT 1 aHAIIN3 TPOU3BOUTEIIFHOCTH cepBepoB. /JIex/
2.13 Anonumm3anus B riodansHoi cetd. OBepieiinas cetb Tor. CamocTosiTenbHOe
H3y4YeHHEe TeopeTHIecKoro Marepuana. /JIex/
2.14 Cuctemsl ynpasienus caiitom (CMS). Yeranoska CMS Wordpress. OcHOBHOM [IpakTnueckas
¢yaxnnonan. Pabora ¢ mabmonamu. /Tlp/ HOATOTOBKA
2.15 Cuctemsl ynpasinenus caiitom (CMS). Yeranoska CMS Joomla. OcHOBHO# [IpakTnueckas
¢ynkunonan. CucteMa OTIaKH OIMIUOOK. MOJTrOTOBKA
BcerpoenHnast modToBast cucteMa. MoIyiu Il paciIupeHHBIX HacTpoek. /I1p/
2.16 Cuctemy ynpasnenus caiitom (CMS). 1C-burpukc. Coznanne [IpakTnueckas
IIpOrpaMMHUPYEMbIX MOIyIeH U mabIoHOB KoHTeHTa. /IIp/ HOATOTOBKA
2.17 Cucremsl BueoKoH(pepeHIMil. YcTaHoBKa U HacTpoiika BigBlueButton. /TIp/ IIpakTuueckas
MOJTOTOBKA
2.18 CucteMsbl BUIeoKOH(pepeHIni. YcTaHOBKa 1 HacTpoiika Jitsi. /TIp/ [IpakTrveckas
MTOATOTOBKA
2.19 WHCcTpyMeHTHI aHaNHM3a ceTeBoro Tpaduka /JIex/
2.20 Mertoas! U cpezicTBa obecnedeH st MH()OPMAIIMOHHOH 0€30MaCHOCTH YIaJICHHOTO
B3aumonercTus. /JIex/
2.21 WHCTpyMEHTHI aHaM3a MexceTeBoro Tpaduka. Hactpoiika MexxceTeBBIX IIpakTuueckas
skpanoB. /IIp/ MOJrOTOBKA
2.22 AHanu3 ys3BUMOCTeN HH(OPMAIMOHHBIX CHCTEM U BBIYHCIUTEIBHBIX IIpakTuueckas
cereid. /TIp/ MOIATOTOBKA
2.23 MexaHU3MBbl IPOKCUPOBAHUS. TEXHOIOTMU BUPTYAIbHBIX 3alUILEHHbIX KaHAIOB [IpakTuueckas
ceszu. /Tp/ MOJITOTOBKA
2.24 MOHHTOPHHT U aHAJIN3 TPOU3BOIUTEIHLHOCTH cepBepoB /TIp/ IIpakTuueckas
MOATOTOBKA
2.25 Pe3epBHOE KOMTUpPOBaHNE JAHHBIX U BOCCTAHOBJIEHUE CUCTEMHBIX 00pa3oB. /I1p/ [IpakTuueckas
HOJTrOTOBKA
2.26 IMonroroBka goknaaa o reme "Co3naHue U MPoBeIcHHE KOH(GEPEHITHH. [IpakTrueckas
IIpobnema ayauo-sxa u ee pemenue". /T1p/ MTOATOTOBKA
2.27 ABTOMaTU3a1ys IPOLIECCOB aIMUHUCTPUPOBAHUS C UCIIOJIb30BAHUEM IIpakTuueckas
CKPHIITOBBIX SI3bIKOB. /I1p/ MOJTrOTOBKA
2.28 MOHUTOPHHT U yIpaBileHue cucteMaMu BupTyanuzamuu (VMware, Hyper-V). [IpakTrueckas
Mp/ MOJITOTOBKA
2.29 Hactpoiika u o6cimyknBaHue moutoBbix cepBepoB (Exchange, Postfix). [IpakTnueckas
Mp/ MOJrOTOBKA
2.30 VYrpasnenue cepruduxaTaMu 6€30IMacHOCTH U MIH(POBaHUEM JaHHBIX. IIpakTuueckas
Mp/ [MOJITOTOBKA
2.31 PasBepTriBanue U ynpasieHue konternepusaiuei (Docker, Kubernetes). [IpakTrueckas
Mp/ MOJITOTOBKA
2.32 WHTerparust 06J1a9HBIX CEPBUCOB B KOPIOPATHBHYIO HHGpacTpyKTypy. /I1p/ IIpakTuueckas
MOATOTOBKA
Pa3gen 3. CamocrosiTesibHasi padoTa
3.1 Baenenne B kommbrotepHble ceTi. OcHOBHI TexHOonmoruu Ethernet. Crek
nporokonoB TCP/IP. IP-anpecamnust. [IonroToBUT JOKJIAA M MPE3CHTANIO HA
TeMy ceTeBbIX TexHonorui. /Cp/
32 CepsepHoe nporpamMmmHoe obecrieuenue. [1oAroToBUTh AOKJIAA U NPE3CHTALIUIO

Ha TCMY THIIbI, BUIABI 1 (byHKL[I/IOHaJ'ILHLIe BO3MOXXHOCTH
COBPEMECHHBIX CEPBEPHBIX ONEPAITUOHHBIX CUCTEM.

/Cp/




33 Certessle ciyx651 DHCP 1 DNS. Cyx0b! dyHKIIHOHNpOBaHUS Active 6 6
Directory. ITonroroButs qokna u npe3eHTanuio Ha temy "Obecnieuenue paboTs
JIOKaJIbHBIX W TII00aJIbHBIX TPYIIN Iojb3oBaTeneid. Bosmoxkaoctn LDAP u Active
Directory". /Cp/

34 YTpo3sl U ySI3BUMOCTH OeCIIPOBOIHBIX ceTeil. CaMoCToATeIbHOE H3yICHHUE 6 6
TeopeTryeckoro Matepuaia. /Cp/

3.5 Be6-cayx0b1. [Ipokcu-cepBepa. DaitnoBbie cepBepa. [1oqroToBUThH MOKIAI U 6 6
MPE3CHTAINIO Ha TeMy BO3MOXkHocTel cepBepHoro I10 skocuctemsr Linux. /Cp/

3.6 IIpaktuueckas peanuzauus VPN-cepsepa. YcranoBka u Hactpoiika VPN- 6 8
cepsepa. /Cp/

3.7 Iounck u n3yyeHue ysi3BUMOCTel HysaeBoro aAHs. CaMOCTOSTEIbHOE U3yUEHUE 6 6
TeopeTryeckoro Matepuaia. /Cp/

3.8 AJMHHUCTPHPOBAHKE KOMMYTAIIMOHHOTO 000pyI0BaHMs. ATMUHHCTPUPOBAHNE 6 8

KOMMYTaTOpPOB M MapuIpyTH3aTopoB. CaMOCTOSATEIFHOE H3yICHHUE
TeopeTuueckoro Matepuana. /Cp/

39 OYHKIMOHUPOBAHUE CUCTEMBI YIPaBIeHUs] HUH(OPMALMOHHON 0€30acHOCTHIO 6 5
xopropatuBHbix UC (KM C). Ayaut u Mouutopusr 6e3onacHoctu KUC. /Cp/
3.10 CucteMsl BuieokoH(pepeHui. [ToAroTOBUTh BUPTYATBHYIO MAIIUHY H 7 10

yctaHoBuTh BigBlueButton. HactponuTs 1 mpoBecTr 1eM0 KOH(EPEHITHIO.
IMoaroroBuTh HAOOP MHCTPYKLUH U IIPE3EHTAIMIO 110 IpoAeTaHHoH pabore. /Cp/

3.11 Cuctemsl ynpasnenus caiittamu (CMS). [1oAroToBUTH BUPTYaTIbHYIO MAIIMHY U 7 10
yctanoBuTh Drupal. [ToarotoBuTh BeO-caliT Ha CBOOOAHYIO TeMy. MuUHUMYM 20
ctpanuil. [TonroToBUTH Mpe3eHTAIHIO TI0 TpojieIanHol padote. /Cp/

3.12 IToaroToBUTE BUPTYyaTbHYIO MAIINHY U yCTaHOBHTS Jitsi. HacTponTs n nmposectn 7 10
nemo koHdpepeHuuto. [1oaroroBuTs HaOOp HHCTPYKLUI U PE3EHTALUIO 110
IIPOZIeJIaHHOM paboTe.

/Cp/

3.13 [ToAroToBUTE BUPTYaIbHYIO MAIIMHY U ycTaHOBHUTE phpbb. [ToaroroButs 7 8
IIPe3eHTAaIHIO 110 IpoAenaHHoi pabdore. /Cp/

3.14 Cuctemsl ynpasinenus caiitom (CMS). I1oAroToBUTs BUPTYaIbHYIO MAIIUHY U 7 7
ycranoButh Wordpress. [TonroroButs BeO-caliT Ha cBOOOAHYIO TeMy. MUHIMYM
20 crpanutl. [ToATOTOBUTE NPE3EHTAIHIO TI0 MPOJETaHHOH padorTe.

/Cp/

3.15 Kommepueckue ananoru cucreM BuaeoKkoHpepenuii Zoom, Microsoft Teams. 7 8
Hactpoiika. Orpannyenus. Beioop ontuMaibHOro BapuanTa. [IonroToBUTh
JIOKJIa]T Ha TEMY CPaBHUTENBHBINA aHAIM3 CUCTEM BHIeokoHDepeHmid. /Cp/

3.16 Oobecmieuenne kpunTorpaduaeckor 3amuTel HHGopMarmu. CaMoCTOsTEIFHOE 6 6
n3y4eHHe TeopeTudeckoro marepuana. /Cp/

3.17 TexHonoruu BupTyanuzanuu. IIporpaMMHbIe CpeCcTBa BUPTYaIU3aLUu. 6 6
CaMocTosiTennbHOe N3ydeHUE TeopeTHIecKoro Marepuana. /Cp/

3.18 TexXHONOrMH BUPTYAIbHBIX 3alMIICHHBIX KaHAJIO0B cBs3H. /Cp/ 6 8

3.19 AHoHnMm3anus B rnodansHOl ceth. [Ipoekt JAP. CamocTosTensHOE H3ydeHne 6 8
TeopeTryeckoro Matepuaia. /Cp/

3.20 IlepBuyHas HacTpoiika JOMeH-KoHTposuiepa. /Cp/ 7 8

3.21 O030p COBpEMEHHBIX CHCTEM yIpaBlieHHs Oe3omacHocThio. CocTaBieHNne 7 6
AHHOTHPOBAHHOTO Karaiora. /Cp/

3.22 Pa3pabotka koHHUTypanuu MexxceTeBoro 3kpaxa. /Cp/ 7 6

3.23 BesonachocTh cuctemsr UNIX mpu padore B cetu. [Tonroroska aoknana. /Cp/ 6 6

Pasnen 4. KonTakTHbIE Yachl HA aTTECTAIMIO

4.1 3auér /KD/ 6 0,15

42 Ox3amen /KD/ 7 2,3

5. OHEHOYHBIE MATEPHAJIBI

OlieHOYHBIE MaTepHaIbl IS IPOBEICHHS POMEKYTOYHOM aTTeCTallui O0YYAIONIMXCS TPHUBEICHBI B MPHIOKEHUH K
paboueii mporpaMme TUCTIUTUTAHBL.

CDOpMI)I " BHUJBI TEKYHIETO KOHTPOJIA IO JUCHUIIIINHE (MO,HyHIO), BHUbI 3a[1aH1/1171, KPpUTEPUU UX OLCHUBAHUS,
pacnpezenenne GaIoB MO BUAAM TEKYIIEro KOHTPOJIS pa3pabaThIBAIOTCS MPEMOAaBATEIEM IUCIUILIMHBI C YIETOM ee CelnbUKU 1
JIOBOJISITCS JIO CBEJICHHS 00YJaONIMXCsI HA TIEPBOM YICOHOM 3aHSATHH.




Texymmii KOHTPOIb YCIIEBAEMOCTH OCYILECTBIISETCS IMperofaBaTesieM JUCIHUIUIMHBI (MOXYNIs) B paMKaX KOHTAKTHOM

pa60TI>I U CaMOCTOSATEJIbHOM pa60TI>I 06y‘IaIOLLII/IXC$I. ZIJ'ISI q)HKCHpOBaHPIH PE3YIBTATOB TCKYIICTO KOHTPOJIA MOXET UCIIOJIb30BaTHCA

OHOC.

6. YAEBHO-METOJUYECKOE U HTH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI (MOAYJISA)

6.1. PexomeHnayemas JiuTepaTypa

6.1.1. OcHoBHas 1UTEpPaTypa

ABTOpBI, COCTABUTENU 3arnaBue W3natensc On. agpec
TBO, TOJL
JI1.1 |baces E. A. CucteMHOE aIMUHUCTPHUPOBAHUE U HH(POPMALIUOHHAS HoBocubu }//e.lanbook.com/book/11
0e30macHOCTh: ydeOHOe MocooHe pCK :
HI'TY,
2018
6.1.2. JlonosiHuTEIBHAS JIUTEPATYPA
ABTOpBI, COCTABUTEIIH 3arnasue W3pnarensc On. aapec
TBO, TOXL
JI2.1 [Mup3zosa . 1. ITpakTr9eckoe MpUMEHEHHE CHCTEMHOTO Mocksa :  [//e.lanbook.com/book/26
apmuHKCTpHpoBaHuA. Y. 1: yueOHO-MeTOqHIECKOE TOCOOUE PTY
MUPDA,
2022

6.2 UndopmannoHHbIe TEXHOJIOIHH, HCII0JIb3YyeMble IIPU OCYLIEeCTBICHHH 00Pa30BaTe/IbHOIO NIPOLecca 110 JUCHHILINHE

(Mony.J10)

6.2.1 IlepeyeHb JMIIEH3UOHHOI0 H CBOOOJHO PACHPOCTPAHAEMOI0 IPOrPAMMHOI0 o0ecniedeHust

6.2.1.1

Microsoft Office 2016 Professional Plus (ITaket mporpamm Word, Excel, Access, PowerPoint, Outlook, OneNote,
Publisher)

6.2.1.2

Microsoft Office 365 Pro Plus - subscription license (12 month) (ITaket mporpamm Word, Excel, Access, PowerPoint,
Outlook,

6.2.1.3

OneNote, Publisher, Skype for Business, OneDrive, SharePoint Online)

6.2.14

Microsoft Windows 10 Education

6.2.1.5

XnView

6.2.1.6

Apxusarop 7-Zip

6.2.1.7

[IporpamMmHast cucteMa Juist 0OHapY>KEHUS TEKCTOBBIX 3aMMCTBOBAaHHI B YU€OHBIX M HAY9IHBIX paboTax
«Antnmnaruat.BY3»

6.2.2 TlepeuyeHb MpogrecCHOHATBLHBIX 623 TAHHBIX H WH()POPMANHOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1

Wndopmanmonnas cnpaBounas cuctema Texakenept https://tech.company-dis.ru

6222

Wndopmarmonnas cupasounas cucrema "['apant” http://www.garant.ru

6.2.2.3

baza nanneix ['ocymapcTBeHHBIX cTaHAapTOB http://gostexpert.ru/

6.2.2.4

OnexTpoHHO-OnbIMoTeyHas cucrema "Jlans" https://e.lanbook.com/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI (MO YJISA)

7.1

YaeOHble ayAUTOPUH AT IPOBEICHHS 3aHATHI JIEKLIMOHHOTO THIIA, YKOMIUICKTOBAHHBIE CIIELUAIN3UPOBAHHON MEOEbI0
U TEXHHYECKUMH CPEICTBAMH OOYICHUS: MyJIbTUMEIUIHOEC 000pYIOBaHUE JUIS IPEIOCTABICHUS yIeOHON HH(pOpMaUH
OOITBIIION ayIMTOPUH W/ 3BYKOYCHIIMBAIOIee 000py0BaHNE (CTAIIMOHAPHOE HITH MIEPEHOCHOE).

7.2

VYaeOHBIe ayTUTOPHH JUTS TIPOBEICHHUS 3aHATHH CEMHHAPCKOTO THIIA, TPYIITOBEIX U HHAWBHUIYaIbHBIX KOHCYIIBTAIIHH,
TEKYIIETO KOHTPOJSL U TPOMEKYTOUHOH aTTeCTAINH, YKOMIUIEKTOBAHHbIE CIICI[HATN3NPOBAHHON MEOENBI0 1
TEXHUYECKUMH CPeJICTBaMU 00yUEeHUs: MyAbTUMEAUHHOE 000PYIOBaHIE W/UITK 3BYKOYCHIINBAIOIIee 000pyIOBaHUE
(cTanimoHapHOE MM TIEPEHOCHOE).

7.3

IomenieHust 11 CaMOCTOSTENIFHOM PaOOTHI, OCHALLICHHBIC KOMIIBIOTCPHOM TEXHUKOI ¢ BO3MOXKHOCTBIO OIKITFOUCHUS K
cetn "MHTEepHET" M 0OecIIeYeHNeM JIOCTYIA B JIEKTPOHHYIO HH(OPMAIIMOHHO-00Pa30BaTEeIbHYIO CPEIy YHHBEPCHUTETA.

7.4

INomenieHust a1 XpaHeHHUs ¥ MPOGUIAKTHIECKOr0 00CITy)KHBaHHs Y4eOHOr0 000PYIOBaHUSL.

1.5

JlabopaTopuu, OCHAILIICHHBIC CIIEHATBHBIM Ja00pATOPHBIM 000PYIOBAHUEM: KOMITBIOTEPHON TEXHUKOW C YCTAHOBJICHHBIM
10, a Takke ¢ BO3MOXKHOCTBIO TIOAKITIOYCHHUS K ceTH "MHTepHeT" 1 00ecieYeHueM JOCTYIIa B AJIEKTPOHHYIO
MHPOPMAITMOHHO-00pa30BaTENFHYIO Cpelly YHUBEPCUTETA




[Ipunoxenue
K paboueii mporpaMMe JUCIHUILTAHBI

OLIEHOYHBIE MATEPHAJIBI JIJISI TPOMEKYTOUYHOM ATTECTALIMA
MO JUCLHUIIJIMHE (MOJYJIIO)

CucreMHOe aIMUHUCTPUPOBAHUE

(HaumeHosanue OUCYUNTUHBL(MOOYVI5)

Hamnpapnenue moaroToBKy / CieUaibHOCTh

09.03.03 IlpuxnagHas uHGpOpMATUKA
(k00 u HaumeHosaHue)

HanpasnenHocTs (m1podhuiis )/crieruani3anys
VYnpasnenue uuppoBoil HHGPACTPYKTYPOH OpraHu3aLun

(naumenosanue)



Coneprxanue

IlosicHuTenpHas 3amucka.

TunoBsle KOHTPOJIBHBIE 33JaHUS WK WHBIE MaTepHalIbl Ul OLIEHKHM 3HAHWUN, YMEHH, HaBBIKOB U (MJIN)
OIIBITA AEATEJILHOCTH, XapaKTEPU3YIOIIHUX YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETECHIIMH.

Metoanyeckre MaTepHaibl, ONPEACSIONINe TPOLUEAYPY U KPUTEPHH OLIEHUBAHUA COPMHUPOBAHHOCTH
KOMIIETCHIIUH MPH NIPOBEACHUH IIPOMEKYTOYHOM aTTECTALMH.



1. llogcHuTEILHAA 3aIUCKA
[lens MPOMEKYTOUHOW aTTECTAlMH — OIEHWBAHHME MPOMEKYTOUHBIX M OKOHYATEIIbHBIX PE3YJIbTaTOB
06yquH;1 10 JUCHUITIIINHCE, O6€CH€‘-II/IB3_IOH_[I/IX JOCTHUIKCHUC HJIaHI/IpyeMBIX pCSYHI:TaTOB OCBOCHUA
00pa3oBaTebHON MTPOTPAMMBI.

@DopMBbI TPOMEKYTOUHOM aTTecTally: 3a4ET 6 ceMecTp, IK3aMeH / ceMecTp.

Hepeqeﬂb KOMHeTeHHHﬁ, (l)Ole/IpyeMBIX B Ipouecce 0CBOCHUA TUCHUIIJINHBI

Kox mannkaTopa qOCTIDKEHHS

Kon n HanmeHnoBanue KOMIICTCHIINH
KOMIICTCHIIH

[IK-3: CnocoGeH HacTpauBaTh, SKCIUIyaTHPOBATh M COIPOBOXKAATH HHPOPMAIMOHHbIE
CHCTEMBI U CEPBUCHI

[TK-3.2: [IpoBoaut ayaut
KOH(UTYpauuu
WHPOPMAMOHHON CHCTEMBHI,
BBITIOJTHACT PETJIAMEHTHBIC
paboTsl o conpoBoxaeHmno IC

IIK-3.3: YcranaBiauBaer,
HACTpaWBaeT W BBOANT B
AKCIUTYaTaIHIO CEPBEPHBIC
HHPOPMALINOHHBIE CHCTEMBI 1
00JavHbBIe CePBHUCHI

[IK-5: Crioco6eH BBITOTHATH CEPBUCHOE OOCTYKUBaHHE MHPOPMAIMOHHBIX CHCTEM [IK-5.1: BeisiBnsieT u ycTpaHsier
OImMOKH KOHPHUTYpaIuu
nHpopMannoHHO-

KOMMYHUKAIIMOHHBIX CUCTEM

I1K-5.2: TIpenoTBpariaer norepu
U MOBPEXKACHHS JaHHBIX B
cepBepHBIX HH(POPMAIIHOHHBIX
cHCTEMaX U CUCTEMax XpaHeHHs
JIAaHHBIX

Pe3yabTaThl 00yyeHHs 110 AUCHMILIMHE,
COOTHECEHHbIE ¢ IVIAHUPYEMBIMH pPe3yJibTaTaMH 0CBOCHHSA 00pPa30BaTeJILHOM NPOrPAMMBI

Koz u HanmeHOBaHME HHINKATOPA O11eHOYHEIE

JOCTHXCHUA KOMIICTCHIIMN

PesynbTarel 00yueHus IO JUCIUILTNHE

MaTepHabl

[IK-3.2: IlpoBoguT ayouT KOH(HUTYpauu
UHQOPMALMOHHOW CHUCTEMBI, BBITIOIHSACT
periaMeHTHbIe PabOTHI IO CONPOBOXKICHUIO
nuc

OOyyaronuiics 3HaeT:

OCHOBHBIE CHCTEMBI YIIPaBJICHUs caiiTamu;
COCTaB CTaH}:[apTHI)IX I/IHCprMeHTOB a}IMI/IHI/ICTpI/IpOBaHI/IH
OC cewmetictea Windows u OC Linux.

Bompocsr 1-15

OOyyaroniuiicst ymeer: 3ananue 2
IIPUMEHATH Ha IIPAKTUKE CTaHJIAPTHHIC CcpeacTtBa
AIMHUHUCTPUPOBAHUA OTIICPALNUOHHBIX CUCTEM;

OOyyaronuiics BJiajieer: 3ananue 6

TIK-3.3: VYcraHaBiuBaeT, HAacTpauWBacT u
BBOJUT B  OKCIUIyaTallMi0  CEpBEpHBIC
WHQOPMALMOHHBIE CHCTEMBI W OOJIauHBIC
CEPBHUCHI

OOyyaronuiics 3HaeT:

OTaIlbl pCIICHUA 3a/1a4 CUCTECMHOTI'O AAMUHUCTPHUPOBAHUS,

Bomnpocs 15-20

OOyyaroniuiicst ymeer: 3anmanue 3
YCTaHABJIMBATh W HACTPAWBATh CHUCTEMBI YIIPABJICHHUS

calitamu;

YCTaHABJIMBATh M HACTPAWBAThH O0JIAYHBIC CEPBHUCHI.

OOyyaronuics BJiageer: 3aganue’

[IK-5.1: BwigBaser W ycTpaHseT OIIMOKH
KOH(UTYypaIuu “H()OPMAITMOHHO-
KOMMYHHUKAIIHOHHBIX CHCTEM

OOyyaronuiics 3HaeT:

BHJIBI YyTPO3 6€30MaCHOCTH;

3aganue 21-25




OOyyaronuics ymeer: 3ananue 4
MPUMEHSTh TEXHOJIOTMU BOCCTAHOBIICHUS JAHHBIX;

OOyyaronuics BJiageer: 3aganue 8
HaBpikaMu TyONUYHOW TMpe3CHTAIMH Pa3pabOTaHHOTO
MPOTPAMMHOTO TPOAYKTa, HWH(MOPMAIIMOHHON CHUCTEMBI,
BeO-CcepBHCa WU MopTaia

[1K-5.2: [IpenoTBpaiaer norepu u OOyuaronuiicst 3HaeT: Bomnpocs 25-30
MOBPEKICHHUS JaHHBIX B CEPBEPHBIX CpencTBa, MEPONPHUATHS HW  HOPMBI  OOeCreYeHHs
MH(POPMAIMOHHBIX CHCTEMaX U CHCTEMaX 6e30macHOCTH HHOOPMAIIMOHHBIX CHCTEM;

XpaHEHUs JaHHBIX OOyyJaroniuiicst ymeer:. 3aznaHue 5

TMPUMEHATH TEXHOJIOINH PEINIUKAINU JaHHBIX]

OOyyaronuiics BJIajgeer: 3amanue 9

[TpomexyTouHas arTecTanus (3K3aMeH) MPOBOJAUTCS B OJHOM U3 CICAYIONINX (HOPM:
1) oTBeT Ha OUIIET, COCTOSIIIUI U3 TEOPETUIESCKUX BOIIPOCOB U MPAKTHUCCKUX 33/IaHUii;
2) BeinoaHenue 3aaanni B DMMOC CamI YIIC.

[TpomexxyTouHasi aTTecTanus (3a4eT) MPOBOAUTCS B OJHOM U3 clieayromux Gopm:
1) cobecenoBanue;
2) BeimonHeHue 3aganuii B OMMOC Caml YIIC.

2. TunoBbiel KOHTPOJIbHbIE 32/IaHUA HJIM HHbIEe MATEPHAJIBI IJIs1 OLleHKU 3HAHMI, YMeHH i, HABBIKOB
U (WJIM) ONBITA 1eSITeIbHOCTH, XapaAKTePU3yIOIIUX YPOBeHb ¢(POPMUPOBAHHOCTH KOMIIETEHIIUH

2.1. TunoBble BONPOCHI (TeCTOBBIE 3a/1aHNS) /ISl OLIEHKU 3HAHUEBOT0 00pa30BaTe/ILHOI0 pe3yJIbTaTa

[TpoBepsiembiii 00pa3oBaTENbHBINA PE3yIbTAT:

KOZ[ W HAUMCHOBAHUEC NWHAUKATOPA

O0pa3oBaTeNbHBIN pe3yNbTaT
JIOCTHXCHUS] KOMITETCHIINN

[IK-3.2: IIpoBogut aymut | OOygaromuiics 3HaeT:

KOHQUrypanuy HHOOPMALMOHHON | OCHOBHBIC CHCTEMBI YIIPABICHUS CAUTAMIE;

CUCTEMBI, BBINIOJIHAET | COCTAaB CTaHIAPTHBIX MHCTPYMeHTOB aaMmuHucTpupoBanus OC cemeiictea Windows u OC
perilaMeHTHbIE paboTsl no | Linux.

conpoBoxaenuto MC

T1K-3.3: YcranaBnuBaet, | OOyJaromuiics 3HAET:

HacTpauBaeT W BBOAMT B | 3Tambl pelICHHUS 3aJad CUCTEMHOTO 3/IMUHUCTPUPOBAHNS;

JKCIITYaTaIHIO CepBepHbIE

I/IH(I)OpMaI_lI/IOHHble CUCTEMBI n
00J1auHBIE CCPBUCHI

TIK-5.1: BeigBisieT U ycTpaHseT OOyJarontuiics 3HAET:
OIIMOKHM KOHpHUTYpaIruu BHIbI YIPO3 O€30IIaCHOCTH;
MHPOPMAIMOHHO-

KOMMYHHUKAIIMOHHBIX CHCTEM
TIK-5.2: IIpenoTBpamaet notepu 1 | OO0yJaronIMiics 3HAET:

NOBPEKACHMS JaHHBIX B CPEeICTBA, MEPOIIPHUATHS M HOPMBI 0OecIiedeHus 0€301MacHOCTH HH(OPMAIIMOHHBIX CHCTEM;
CEpBEPHBIX HH(POPMAITIOHHBIX
CUCTEMax M CUCTeMaxX XpaHCHHUS
JTaHHBIX

1. Yro o3nauaer ab6peBuatypa CMS?
a) Content Management System

b) Creative Media Solutions

c) Computer Management Software

2. Kakyro 3agauy pemraer CMS?

! TIpuBondrcs THUIOBBIE BONPOCH M 3aganus. OLEHOYHBIE CPENCTBA, NPEIHA3HAYEHHBIE [JIS HPOBEIEHUS AaTTECTALIMOHHOIO
MEPONPUATHS, XpaHITCA Ha Kadeape B JOCTATOYHOM JUIS MPOBEACHUS OLICHOYHBIX MPOIEAYpP KOJINYECTBE BapHaHTOB. OICHOYHBIC
CpEICTBa MOJUICKAT aKTyalW3allMd C Y4eTOM pPa3BUTHSA HAyKd, OOpa3oBaHWsA, KYJIbTYPHI, SKOHOMHUKH, TEXHUKH, TEXHOJIOTHH H
conuanbHON cepbl. OTBETCTBEHHOCTH 332 HEPACTIPOCTPAHEHHE COACPKAHNS OLIEHOYHBIX CPEACTB CpeAr 00yJaromuxcs YHUBEPCUTETA
HECYT 3aBexyromuii kKapeapoil n mpenoaaBaTenb — pa3padOTIUK OIICHOYHBIX CPEIICTB.




a) YnpaBJjeHre KOHTEHTOM caiTa
b) Co3nanue nu3aiina caiita
c¢) Pa3zpaboTtka cepBepHoii yacTu caiiTa

3. Kakue cucteMsl YyIipaBJICHUA cailTaMHt SBJIAIOTCS O€CIIaTHBIMU?

a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

4. Kakne m3 nepeuncieHHBIX CMS SBISIOTCS CaMBIMU TTOIYIISIPHBIMU?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

5. Kakas CMS saBnsercs nydiei 11 co3JaHus UHTepHET-Mara3uHa?
a) WordPress

b) Magento

c) Joomla

6. Kaxas CMS ncnonp3yeTcst U CO3IaHMsI KOPIIOPATHBHBIX CAUTOB?
a) Drupal

b) WordPress

c) Joomla

7. Kakas CMS ny4mie Bcero NoaxoauT Juid co3iaHus 6iora?
a) WordPress

b) Drupal

c) Joomla

8. Kakue n3 nepeuncinennsix CMS noaaepxuBatoT MyJIbTHA3bIYHOCTD?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

9. Kakas CMS sBiseTcst caMoii 6e30macHOi?
a) Drupal

b) WordPress

c) Joomla

10. Kakast CMS nyuiie Bcero noaxoauT AJisl CO3aHUs CalTa-BU3UTKU?
a) WordPress
b) Drupal
¢) Joomla
11. Yro BXOAMT B COCTAB CTAHJAPTHBIX HHCTPYMEHTOB aqMuHACTpupoBanus OC Windows?
a) lucnieruep 3axa4, [IpoBoauuk, bpaysep Internet Explorer
b) Komannnas crpoka, Jlucneruep ycTpoicts, [laHens yrnpasieHus
c) Skype, Microsoft Office, Adobe Photoshop

12. Kakoit nactpyment B OC Windows HCHIOIB3yeTCs I CO3/IaHMsI U HACTPOIKH M0JIb30BaTeIeH U rpymim?
a) /lucrietTuep ycTpoiCTB

b) [Tarens ynpaBneHus

C) YdeTHbIE 3alKCH NOJIb30BaTENEH U Ipynn

13. Kakoit nactpyment B OC Linux ncrons3yeTcs Al ypaBieHus TaKeTaMH MPOTrpaMMHOTO o0ecriedeHus ?
a) Jlucrnerdep makeToB

b) [IpoBoHUK

c) Komannnas ctpoka

14. Kakoit nactpyment B OC Linux ucrons3yercs s HACTPONKH CETEBBIX apaMeTpoB?
a) NetworkManager

b) Aucneryep ycTpoicTB

c¢) [Tanens ynpaBneHus

15. Kakoit nacrpyment B OC Windows rcnonb3yeTcst uisi pe3epBHOTO KOIIMPOBAaHMUS JTaHHBIX?
a) Jlucrerdep AUCKOB

b) [IpoBoHUK

c) CpencTBo pe3epBHOrO KOMUPOBAHUS U BOCCTAHOBJICHUS




16. Kaxoii n3 nepe4ncieHHbIX 3TaroB pelIeH s 331a4 CHCTEMHOT0 aIMUHUCTPUPOBAHUS SIBJISIETCS EPBBIM?
a) AHanm3 npoOJieMbl

b) [TnannpoBanue penieHus

¢) Peanmmzanus pemenus

17. Kakoii 5Tan peieHus 3a1a4 CHCTEMHOTO aIMHHUCTPHPOBAHHMS IIPEATIONAraeT BEIOOp ONTUMAIBHOTO PELISHHs U €T0 IeTalbHOe
ommcanue?

a) AHanu3 poOIEeMbI

b) [ImarupoBaHme pemeHus

¢) Peanmzanus perenus

18. Kaxoii n3 nepe4ncieHHbIX 3TaoB PelIeH:s 331a4 CUCTEMHOTO aIMUHUCTPUPOBAHUS BKIIIOUAET B ce0s IPOBEPKY
MIPABUIBHOCTH PEANTHU3ALUU PEIICHU?

a) AHanm3 npoOJIeMBbI

b) [InanupoBanue pemeHus

¢) Peammsanms pemenus

19. Kaxkoii 3Tan peimeHus 3a1a4 CUCTEMHOTO aMUHUCTPHPOBAHHS MIPEATIONAraeT olpeaeIeHHe BOSMOXHBIX IIPHYNH NPOOIEeMBI U
ee XapaKTepUCTHK?

a) AHanu3 poOIEeMbI

b) [lmaHUpOBaHME penIeHUs

¢) Peamuzanus pemenus

20 Kakoii u3 MEPCUUCIICHHBIX 3TAIlOB PEHICHUA 3aa4 CUCTCMHOI'0 aIMUHUCTPUPOBAHUA SABJISICTCA HOCHG[[HI/IM?
a) AHayu3 npoOJIeMBI

b) [1aHupoBaHKUE peIICHUST

¢) Peamuzanus pemenus

21. Kakas yrpo3a 6e30MacHOCTH MOXKET BOSHUKHYTH IIPU UCITIOJIB30BAHMHU CIIA0BIX MapoJiei?
a) BupycHas araka

b) ®umuHr

¢) [oxGop maposs

22. Kaxast yrpo3a 0€301acHOCTH MOKET BOSHUKHYTh MPU OTCYTCTBHUHU PETYJISIPHBIX OOHOBJICHUH CHCTEMBI?
a) llImnonckoe 1O

b) Bpenonocuoe 10

¢) YTeuka JaHHBIX

23. Kakast yrpo3a 6€301acHOCTH MO>KET BOSHUKHYTH IIPH OTKPBITHH HEOE30TacHbBIX BeO-CaliTOB?
a) OumuHr

b) BupycHas aTaka

¢) Pactipoctpanenue BpenonocHoro [10

24. Kakas yrpo3a 0€30I1aCHOCTH MOKET BOSHUKHYTh MIPH HETIPABIIIFHON KOH(UTYPAITUH CETEBBIX HACTPOCK?
a) JlocTyn kK KOHQUACHIIMATHLHBIM JaHHBIM

b) HapyieHue 1eIocTHOCTH TaHHBIX

¢) CHmKeHne MPOU3BOUTENLHOCTH CETH

25. Kakast yrpo3a 0€301acHOCTH MOYKET BOSHUKHYTh MPU UCIIOJIb30BAaHUH HEJUIICH3MOHHOTO MPOrPAMMHOTO obecrieueHus?
a) YTeuka JaHHBIX

b) BupycHas araka

¢) FOpuanueckue npobiems! 1 mrpadsl.

26. Kaxkast yrpo3a 6€301acHOCTH MO>KET BOSHUKHYTH IIPH MCIIOJIb30BAHUH CJIA0BIX Maposie?
a) BupycHas araka

b) @umIuHT

¢) [Tox6op mapodst

27. Kakas yrposa 6e30MacHOCTH MOXET BOSHUKHYTH [TPH OTCYTCTBUH PETYISIPHBIX OOHOBJICHUIH CHCTEMBI?
a) llImmonckoe 1O

b) BpenonocHoe I10

¢) YTedka JaHHBIX

28. Kakas yrpo3a 6€30MacHOCTH MOXET BOSHUKHYTH ITPU OTKPBITHH HeOE30MaCHBIX BeO-callToB?
a) GummHr
b) Bupychas araka




¢) Pacnpoctpanenue BpenonocHoro [10

29. Kakast yrpo3a 0€30I1aCHOCTH MOKET BOSHUKHYTh MPU HETIPABIIILHON KOH(QUTYPAIIUK CETEBBIX HACTPOCK?
a) Jloctyn kK KOH(DUICHIIUATBHBIM TaHHBIM

b) HapyieHue 1eIocTHOCTH TaHHBIX

¢) CHmXeHIE TIPOU3BOAUTEIEHOCTH CETH

30. Kakas yrpo3a 6€30macHOCTH MOXKET BOSHUKHYTD IIPH MCIIOJIE30BAaHIH HEMTUIICH3HOHHOTO IMIPOTPAaMMHOTO 00€CIIeUeHIs?
a) YTeuka JaHHBIX

b) Bupycnas aTaka

¢) FOpuanueckue npobiems! 1 mrpadsl.

2.2. TunoBble 3a1aHUs 1JI51 OLIEHKU HABBIKOBOI0 00Pa30BaTEIbLHOIO pe3yJibTaTa

[TpoBepsiemblii 00pa3oBaTENbHBIN PE3yabTAT:

KOI[ 1 HAMMCHOBAHHUC

MHIIIKATOpa JOCTHKEHHA O0pazoBaTenbHBIA Pe3yIbTaT
KOMITCTEHIINT
I1K-3.2: IIpoBouT ayaut OO0yuarouuiicss ymeeT:
KOH(pUTypannuu MIPUMEHSTh Ha NMPAaKTHKe CTaHapTHHIE CPEeICTBA aIMUHUCTPUPOBAHHUS OTIEPALIUOHHBIX
MH()OPMALMOHHOHN CHCTEMBI, CHUCTEM;

BBITIOJTHSCT PETIIAMEHTHBIC
paboTsl o conpoBoxacHU0 NC

TIK-3.3: VcranasnuBaer, | OOydaromuics yMmeer:
HAcTpaMBaeT M  BBOIAWT B | yCTaHABJIMBATh M HACTPAWBATh CHCTEMBI YIIPABJICHHUS CaAlTaMH;
IKCIUTyaTaIuio CEPBEPHBIE | YCTaHABIMBATH M HACTPAUBATh 00IaYHBIC CEPBHCHI;

MH(QOpMAaLMOHHbIE CUCTEMBI H
001ayHbIe CePBUCHI

[IK-5.1: BeisBiseT u ycTpaHseT OO6yuaronuiicss ymeeT:
omuOKKu KOHPUTypanun MPUMEHSTh TEXHOJIOTHH BOCCTAaHOBJICHHUS TaHHBIX;
HHPOPMAIMOHHO-

KOMMYHUKAIIMOHHBIX CUCTCM

[IK-5.2: TIpenotBpamaet notepu | OOydaromuiicst yMeeT:

Y TTOBPEXK/ICHHS IAHHBIX B MPUMEHSTH TEXHOJIOTHHU PETIUKAINH TaHHBIX.
CEepBEPHBIX MH(POPMAITHOHHBIX
cHCTeMax M CHCTEMaxX XpaHeHHs
JTaHHBIX

3ananue 1.

1. YcranoBuTe onepanyoHHyto cucteMy Windows Ha BUPTYalbHYIO MAalIHY.

2. CozpnaiiTe HOBOTO TI0JIL30BATENISI C OTPAaHUYEHHBIMHU TIPaBaMU JIOCTYIIA.

3. Hactpoiite 6e3011acCHOCTh CUCTEMBI, BKIIIOUMB OpaHaMay3p U aHTuBHpycHoe I10.

4. Hactpoiite ceteBble mapameTpsl, BKIrodas IP-agpec u DNS-cepsep.

5. Co3pmaiiTe HOBBIH pa3zel Ha )KECTKOM JHcKe u oTdopmarupyiire ero B NTFS.

6. HactpoiiTe pacumpeHHbIe TapaMeTphl CHCTEMBI, BKJIIOYasi BUPTYAJIbHYIO MaMSTh U (aiiil moIKauKy.
7. YcraHoBuTe ApaiiBephl ANl alllapaTHOTO 00ecIeyeHNsI.

8. OTkpoiiTe KOMaHAHYIO CTPOKY M BHITIOJIHUTE CIIEAYIONIME KOMaH bl: ipconfig, ping, tracert, netstat.
9. HacTpoliTe miaHupOBIIKMK 33134 JUIsl aBTOMaTHYECKOTO BBITIOJIHEHHUS 3aJaHuUH.

10. Co3znaiite pe3epBHYIO KOMUIO CUCTEMBI.

O1eHuBaHHE:

1 Gamn - ycTaHOBKA OnepaiioHHOM cucteMbl Windows Ha BUPTYyaIbHYIO MAIIHHY;

1 Gamn - co3gaHne HOBOT'O TOJIB30BATEINS C OTPAaHUYCHHBIMH IIPAaBaMH JOCTYTIA;

1 Gann - HacTpoiika Oe30MaCHOCTH CUCTEMBI, BKIItOUast OpanaMaysp u aHTuBupycHoe [10;

1 Gamn - HaCTpoO¥iKa CETEBBIX MapaMeTpoB, BKiroudas [P-agpec n DNS-cepgep;

1 6an - co3paHye HOBOTO pa3/ielia Ha )KeCTKOM AncKe u oThopmaruposanue ero B NTFS;

1 6ann - HacTpoiiKa pacHIMPEHHBIX TapaMETPOB CUCTEMBI, BKIIIOYAsl BUPTYAJIbHYIO MAMATh U (aiil NoAKauKy;
1 Gan - ycraHOBKA JIpaiiBepOB /IS allapaTHOTO 00eCIeYEeHNS;

1 6ann - BeIosIHEHNE KoMaHy ipconfig, ping, tracert, netstat B KOMaHIHOW CTpOKE;

1 Gay - HacTpoiiKa IUIAHUPOBIIMKA 33a]4a4 JUIsl aBTOMAaTHYECKOTO BHINOJIHEHHMS 33/IaHUH;




1 6amn - CO3a1aHHC pe3epBH0171 KOITMHU CUCTCMBI.

3aganue 2.

1. Ycranosute BebO-cepBep Apache Ha BUPTyalbHYIO MallUHY.

2. YcraHoBUTe U HacTpoTe 6a3y gaHHEIX MySQL.

3. YcranoBure CMS WordPress i HacTpoiiTe ee mist pabotsl ¢ Apache m MySQL.

4. Cozpnaiite HOBYI0 TeMy WordPress n HacTpoiite ee BHemHU B/ ¢ momotbio CSS.

5. Co3patite HOBBIH mmarud WordPress, KoTopsii 1oOaBiIseT HOBBIM (YHKIIMOHANT K CaHTy.
6. Hactpotite SEO-mapameTpsl caiita, BKIIOYasi METaTETH U CCHUIKH Ha COIMAIbHEIC CETH.
7. HactpotiiTe 6e30macHOCTE caifta, BKimrodas 3amuTy oT SQL-nabekunit u XSS-arak.

8. OnTUMH3HPYITE CKOPOCTH 3arpy3KH CTPAaHUIL CaiTa, UCIIONb3Ys KILIMPOBAHUE U C)KaTUE (aiiiioB.
9. HactpoiiTe aHanuTHKy caiita, ucronas3ys Google Analytics wim qpyriue HHCTPYMEHTBI.
10. Co3znaiite pe3epBHYIO KOIMHUIO caiTa 1 0a3bl JaHHBIX.

O1ieHUBaHHE:

1 6amn - ycraHoBKa BeO-cepBepa Apache Ha BUPTyaIbHYIO MAIINHY;

1 Gamn - ycTaHOBKa M HacTpoiika 6a3el maHHbX MySQL;

1 6amn - ycranoska CMS WordPress u HacTpoiika ee amst paboTsl ¢ Apache u MySQL;

1 6amn - co3ganne HOBOM TeMbl WordPress i HacTpoiika ee BHEIIHeTo Buaa ¢ momomisio CSS;

1 6amn - co3ganue HOBOrO TuIarunHa WordPress, KoTopsiii 100aBiIsieT HOBEIH (DYHKIIMOHAT K CalTYy;

1 6amn - HacTpoiika SEO-mapaMeTpoB caifTa, BKIIOUAsk METATETH U CCHUIKH Ha COIMANIFHBIC CETH;

1 Gasn - HacTpoiika OE30MaCHOCTH caifTa, BKiItouas 3amuTy ot SQL-unbeknuii u XSS-arak;

1 6an - onTUMH3aLUs CKOPOCTH 3arpy3Kd CTPaHHMII caiiTa, UCIOJIb3ys KAIIUPOBaHHE U CokaThe (ailiios;
1 Gan - HacTpoiiKa aHaJIMTUKY caiita, ucroib3yst Google Analytics wim 1pyrue HHCTPYMEHTBI;

1 Gast - co3aaHue Pe3ePBHOM KOIMHK caiiTa 1 0a3bl JaHHBIX.

3aganue 3.

. 3aperucTpupyiite akkayHT B 00JauHOM cepBrce Amazon Web Services (AWS).

. Cozpaiite BHpTyanbHyI0 MammuHy B AW'S, Hcmons3ys onepannonayo cuctemy Ubuntu.
. YcranoBure BeO-cepBep Apache Ha BUPTYalIbHYIO MAIIHHY.

. YcraHoBuTe 1 HacTpoiTe 6a3zy qaHHEIX MySQL.

. Ycranosure CMS WordPress u HacTpotite ee aist pabotet ¢ Apache m MySQL.

. Cosznaiite HOBYI0 Temy WordPress 1 HacTpoiite ee BHeHUH BuJ ¢ moMoinbsio CSS.

. Co3pnaiire HoBbIii ilarud WordPress, KoTopblii 100aBiIseT HOBBIA (DYHKIIMOHAN K CAHTY.
. Hactpotite SEO-mapameTpsI caiita, BKIIOYast METATETH U CCHIJIKM Ha COI[UANILHBIE CETH.
. Hacrpotite 6e3omacHocTh caiiTa, Bkimtouas 3amuTy or SQL-unbexnuit u XSS-arak.

10. OnTuMu3MpY#iTE CKOPOCTH 3arpy3KU CTPAHHUIL cCaifTa, UCIIOJIb3Ys KIUIMPOBAHUE U CxkaTHe (aitiioB.
11. Hacrpoiite aHanuTHKy caiita, ncnonbs3ys Google Analytics nin Apyrue HHCTpYMEHTBI.
12. Coznaiite pe3epBHYIO KOIHIO caiTa i 0a3bl JaHHBIX B AWS.

O 00 1O\ LN Wi —

OueHuBaHUE:

1 Gamn - peructpanust akkayHTa B AWS;

1 6amn - co3ganue BupTyanpHOi MamuHE B AWS ¢ Ubuntu;

1 6amn - ycraHoBKa BeO-cepBepa Apache Ha BUPTyasIbHYIO MAIIHHY,

1 6ann - ycTaHOBKa M HacTpoiika 6a3el qaHHbIX MySQL;

1 6an - ycranoBka CMS WordPress u Hactpoiika ee aist pabotsl ¢ Apache u MySQL;

1 6asmn - co3aanue HoBOM TeMbl WordPress u HacTpolika ee BHEIIHEro BHaa ¢ moMoinso CSS;

1 6an - co3nanue HoBoro riarnHa WordPress, KOTopbil 100aBisieT HOBBIH (DYHKI[MOHAJ K CANTY;
1 6ann - HacTpoiika SEO-nmapaMeTpoB caiiTa, BKJIIOUas METATETH M CCHUIKM Ha COTIMAIIbHBIC CETH,
1 Gamt - HacTpoiika Oe30MaCHOCTH caiiTa, BKiIrouas 3amuTy ot SQL-unbeknuit u XSS-arak;

1 6a - onTUMH3ALKs CKOPOCTH 3arpy3KH CTPAHMIL caiiTa, HCIOJIb3ys KAIIUPOBaHHE U CkaTHe (ailyios;
1 Gann - HacTpoOiiKa aHAJIMTUKY caiiTa, ucroib3yst Google Analytics wim Jpyrie HHCTPYMEHTBI;

1 6an - co3naHue pe3epBHON KONMHK caifTa 1 6a3bl JaHHBIX B AWS.

3aganue 4.

. Coznaiite TeKcTOBBIH (paiin Ha BUPTyanbHOM MammHe B AWS.

. Yanure cy4daifHbIM 00pa30M HECKOIBKO CTPOK U3 (aiina.

. BoccranoBuTe ymaneHHBIE CTPOKH € TIOMOIIBIO KOMaHIH git checkout.
. Co3paiiTe HOBYIO BETKY B PETIO3UTOPHUH git.

. Yanure ciydaifHbIM 00pa30oM HECKOIBKO (aijioB U3 PENO3UTOPHSL.

. BoccranoBute ynanennsle daiinsl ¢ nomorbsio komaas! git checkout.
. Co3paiite HOBYIO BETKY B PETIO3UTOPHH git.

. Caenaiite HECKOJIbKO U3MEHEHHH B (aiiiax ¥ 3aKOMMHTBTE UX.

. OTMeHHTE MOCIIEAHUI KOMMUT C ITIOMOLIBI0 KOMaHIbI git reset.

10. Co3paiite HOBYIO BETKY B PEIIO3UTOPHH git.

11. CnenaiiTe HECKOJILKO M3MEHEHUH B (haiaax U 3aKOMMHTHTE HX.

O 00 1N LN K~ Wi —




12. OT™MeHuTE TOCIIEHUE IBa KOMMHUTA € TIOMOIIBIO KOMaH/IbI git reset --hard.
O1ieHUBaHHE:

1 Gan - co3paHue TEKCTOBOrO (aiisia Ha BUPTyaibHOU MarinHe B AWS;

1 Gamn - ymaneHne ciy9qaifHbIX CTPOK U3 (aiiyia 1 BOCCTAaHOBJICHUE MX ¢ TOMOIIBI0 KoMaHAH! git checkout;

1 Gamn - co3gaHne HOBOH BETKH B PEIIO3UTOPHH git;

1 Gamn - yaneHne ciry9qaifHbIX (aiioB U3 PEMO3UTOPHS M BOCCTAHOBIICHHE MX C IIOMOIBI0 KOMaHH! git checkout;
1 Gamn - caenaTh HECKOIBKO N3MEHEHHH B (paifilax M 3aKOMMHUTHUTh HX;

1 Gamnt - OTMEHa ITOCIIeTHET0 KOMMHUTA € TIOMOIIBIO KOMaHIHI git reset;

1 Gan - co3naHre HOBOM BETKH B PEHO3UTOPUH git;

1 Gan - coenath HECKOJIBKO M3MEHEHUH B (haiiiiax U 3aKOMMUTHTH HX;

1 Gamt - OTMEHa MOCIEAHUX ABYX KOMMHTOB C TIOMOIIBIO KOMaH/IbI git reset --hard.

3ananue 5.

1. Co3naiiTe n1Be BUpTyaibHble MaIMHEI B AWS.

2. YcTaHOBHTE M HACTPONTE HA OAHOW M3 HUX 0a3y maHHBIX MySQL.

3. Co3patiTe TabIUITy C HECKOIBKUMH 3aITUCSIMH B 6a3€ JaHHBIX.

4. Hactpotite perumkammio 0a3sl JaHHBIX Ha BTOPOIl BUpTyansHOH MamuiHe ¢ momomipio MySQL Replication.

5. BHecute m3MeHeHuUs B TaONUIy HA TIEPBOM BUPTYalbHOH MAIMHE M MPOBEPHTE, YTO OHM AaBTOMATHYECKH PEIUTHIHPYIOTCS HA
BTOPYIO BUPTYQJIbHYIO MAIINHY.

6. OcTaHOBHTE PEIUIMKAILIMIO U C/AENAaiiTe N3MEHEHNS B TaOJIUIIE Ha BTOPOH BUPTYaIbHOH MaIlMHE.

7. Bo306HOBHTE PEIIMKALMIO U MPOBEPhTE, YTO MU3MEHEHMs Ha BTOPOHW BUPTyaJbHOW MAaIllMHE HE Nepe3anucanyd W3MEHEeHHs Ha
[IEPBOM BUPTYaIbHOW MAallIMHE.

8. CoznaiiTe HOBYIO TaOJIMIly Ha EPBOM BUPTYaJIbHOM MalllMHE U IPOBEPHTE, YTO OHA aBTOMATUYECKH PEIIMIHUPYETCS Ha BTOPYIO
BUPTYaJIbHYIO MAIIHY.

9. Ynanute Tabnuiy Ha MepBoil BUPTyalbHON MalllMHE U MPOBEPHTE, YTO OHA AaBTOMATHYECKH yIANSETCs] Ha BTOPOH BUPTYallbHOU
MaIluHe.

10. OcTaHOBUTE PEIUTHKALNIO M YAAIHTE TaOIUIy Ha BTOPOU BUPTYaJIbHOI MaIlIiHE.

11. Bo300HOBHUTE pEeTIIMKAIIIO ¥ IPOBEPHTE, YTO TaOIHIa HA BTOPOH BUPTyalbHON MAIIMHE aBTOMAaTHIECKH BOCCTAHABINBACTCS M3
NEPBOW BUPTYyaIbHON MAallIUHBI.

OrneHuBaHUE:

1 6an - co3panue AByX BUPTYaJbHBIX MaliH B AWS;

1 6amn - ycTaHOBKa M HacTpoiika 6a3el JaHHEIX MySQL Ha oHOM 13 BUPTYyaIbHBIX MAIlUH,

1 6amn - co3manue TabIUIbI C HECKOJIBKUMH 3alUCSIMU B 0a3¢ JTaHHBIX;

1 6asn - HacTpoiika peruMKanuy 6a3bl JaHHBIX Ha BTOPOI BUPTyanbHOM MaiuHe ¢ nomouisio MySQL Replication;

1 Gamn - mpoBepKa aBTOMAaTHYECKOH PEeINIMKAlK H3MEHEHUH 13 epBOH BUPTYaJbHON MAIIMHBEI HA BTOPYIO;

1 6am - ocTaHOBKA pEIIMKAIMK M N3MEHEHHS TaOIHUIBI Ha BTOPOI BUPTYaIbHOIH MallluHE;

1 Gamn - mpoBepka, YTO M3MEHEHMs Ha BTOPOW BHPTYaJbHOW MallMHE HE INepe3anucali N3MEHEHHs Ha NEepBOH BHPTyalbHOU
MaIlnHe;

1 6ann - co3naHue HOBOH TaOIMIBI HA TIEPBOI BUPTYAJILHOM MaIlIMHE M MPOBEPKA aBTOMAaTHUYECKOH PEIUTMKANU Ha BTOPYIO;

1 6ann - ynaneHue TaOJIUIbI Ha IEPBOH BUPTYaJIbHOW MalIMHE W MTPOBEPKa aBTOMATHYECKOTO YAaJICHHUS HA BTOPOH;

1 6an - ocTaHOBKA pEINIMKAINK U ylaJIeHHe TabIMIbl Ha BTOPOH BUPTYaIbHOW MallMHE;

1 Gat - mpoBepKa aBTOMaTHYECKOI0 BOCCTAHOBIICHUS! TAOJIUIIBI HA BTOPOH BUPTYaJIbHOW MallIMHE U3 IEPBOM MOCIIe BO30OHOBICHUS
PETUTHKAIHH.

TIK-3.2: [IpoBoaut aynut | OOyuarouuiics Bjiajeer:

KOH(pUTypanuu HaBbikaMu OOHOBIIGHHME MPOTPAMMHBIX KOMIIOHEHTOB CHUCTEMBbI, BKJIOYas IuaTGopmy
UHPOPMAITMOHHON cucremsl, | 1C:IIpennpuarue u NpuKIaIHBIE PEIICHUS.

BBINOJIHSET periIaMeHTHbIE

pabots! 1o conpoBoxaeHuto MC

T1K-3.3: YcranaBnuBaet, | OO0yJarouuiics Biaageer:

HacTpauBaeT M  BBOJAUT B

HaBbIKaMH MOJAKIIOYCHNA U aIMUHUCTPUPOBAHNSA CETEBOI'O 060py,HOBaHI/I$I;
OKCILTyaTalluto CCPBECPHBIC

I/IH(I)OpMaIII/IOHHI)Ie CUCTEMBI U
00J1auHBIE CCPBUCHI

IIK-5.1: BrisBuser u ycrpanser | OOy4aromuiics BjaageeT:
OIMOKH KOH(HUTypaIyn

MH(POPMAIMOHHO-

HUMECT OIIbIT pa6OTBI C CCTCBbBIMU JUATHOCTUYCCKHUMU CPEACTBAMU, KOTOPBIC ITO3BOJIAIOT
KOMMYHUKAITMOHHBIX CUCTEM

YCTpaHSITh HEMNOJIAAKU B KOMIIBIOTECPHBIX CETIX,

[IK-5.2: IlpenotBpamaet notepu | OOy4aromuiics BiaageeT:
Y TIOBPEXKICHUS JAaHHBIX B




CCPBCPHBIX I/IHq)OpMaIII/IOHHLIX OIILITOM pa60TI>I CO CpeACTBaAMHU TMOAACPIKKHN 0e30IacHOCTH JAaHHBIX M 3alllMThl CUCTCMBI OT
CHUCTEMAX U CUCTEMAX XpaHCHUSL BHCIIHUX YyI'poO3.
JaHHBIX

3ananue 6.

1. Ckauaiite nocieantoto Bepcuto miardopmsl 1C:IIpennpusrie ¢ opumansHOro canTa.

2. 3ammycTUTe yCTaHOBKY IIATGOPMEI 1 BEIOepuTe onmuio "OOHOBICHKE" .

3. Ybenurech, 4TO Ha KOMITBIOTEPE YCTAHOBJICHA IPEIbIIyIas BepCHs IIaTGOPMBI M BEIOSPHTE €€ IJIsi OOHOBJICHUS.

4. JoxnauTech 3aBepIICHHS poIiecca OOHOBIICHUS U 3aITyCTUTE TUIATPOPMY.

5. IIpoBepsTe, ITO BCE MPHKIIAIHBIC PEIICHNS, KOTOPBIC OBUTH yCTAHOBIICHBI HA MPEIBIAYIIEH BEPCUHN aTPOPMBI, TAKKE PadOTatOT
Ha HOBOH BEPCHUHU.

6. Ecin BO3HUKITH ITPOOIIEMBI ¢ paboTOH NPUKIIAJHBIX PELICHUH, BBITOJHUTE OOHOBJICHHUE 3THX PELICHUI.

7. IlpoBepbTe, 4TO Bce HACTPOMKY M JaHHbBIE, CO3JaHHbIE Ha NPEABbIAYIIEH BepCcuH MIaT(hOPMBL, COXPaHEHbI U JOCTYIHBI Ha HOBOU
BEPCHH.

8. IIpoBeprTe, YTO MPOU3BOANTENBHOCTH CHCTEMBI HE YXY/IIMIIACH TT0CIe OOHOBIICHHMSI.

9. IlpoBepskTe, uTO BCe (hyHKIMOHATBHBIE BO3MOXKHOCTH IIaT(OPMBI U IMPUKIIAIHBIX PEICHUI pab0TalOT KOPPEKTHO.

10. 3amycTuTe npoueaypy Co3aHusl pe3epBHON KOITMH JaHHBIX M YOEUTECh, YTO OHA BHIMOJHSETCS 0€3 OLIHOOK.

O1leHUBaHHE:

1 6amn - ckaunBanue nociearer Bepcun miardopmsel 1 C:IIpennpusarue ¢ opumansHOTO caiita;

1 Gamn - 3ammycK yCTaHOBKH IIaTGopMbl 1 BEIOOp onmuu "OOHOBIEHHE";

1 6ann - ycremHoe 0OHOBIICHUE MPEABIAYIINEH BEpCHH TUIAT(GOPMBI;

1 6an - 3amyck raTopMbl ¥ IPOBEpKa pabOTOCIIOCOOHOCTHU MPUKJIIAJHBIX PELICHNU;

1 6a - OOHOBJICHUE NPUKIIAAHBIX PEUICHHUH IPH HEOOXOAUMOCTH;

1 6an - mpoBepKa COXpaHEHHUs HACTPOEK U JIAHHBIX HA HOBOW BEpCHH ILIaT(OPMBL;

1 6an - mpoBepKa OTCYTCTBHS YXYALICHHS MPOU3BOIUTEIBHOCTH CUCTEMBI;

1 6an - mpoBepka KOPPEKTHOM paboThl BceX (DYHKIMOHATIBHBIX BO3MOXKHOCTEH IIaT(OPMBI U IIPUKIIAAHBIX PELICHUIH;
1 Gast - 3amycK MPOLEAYPhI CO3AAHUS PE3CPBHOM KOMHMH JaHHBIX 0€3 OIIHOOK.

3ananue 7.

3amanne Ha 40 MUHYT UIS CTYIOCHTOB HampaBieHHs noarotoBku 'llpukmamHas wH(pOpMaTHKA", TpOBEpsIOINee YMCHHE
MOAKIIIOYAThCS ¥ aIMUHACTPHPOBATH CETEBOE 000pYIOBaHNUE:

1. TogxirounTe KOMIBIOTEP K MapIIpyTH3aTOPy Yepe3 KOHCOIBHBIHN MOpPT.

2. Hactpoiite 6a30Bbic mapaMeTphl MapiipyTu3aTopa (UMsi yCTPOUCTBA, ApOJIb Ha JOCTYI K YCTPOUCTBY).
3. Hacrpoiite [P-agpec Ha uHTEpdetice MmapmpyTusaTopa.

4. IIpoBepbTe CBSI3b MEXAY KOMIIBIOTEPOM M MapUIPYTH3aTOPOM.

5. Coznaiite VLAN Ha mapiipyTuzaTope.

6. Hactpotite mapmpytuzanuio mexxay VLAN Ha MapripyTuzatope.

7. Iloaxmr0uuTe BTOPOH KOMITBIOTED K MapIUIPyTH3aTOPyY U HacTpoiite IP-anpec Ha ero uarepdeiice.

8. IIpoBephTe CBA3b MEKIY ABYMS KOMITBIOTEpAMH Yepe3 MapIIpyTH3ATOP.

9. Hactpoiite mapuipyruzaTtop ais gocrtyna B lHTepHeT.

10. TIpoBeprTe moctymHOCTH MIHTEpHETA € ABYX KOMIIBIOTEPOB Yepe3 MaAPIIPYTH3ATOP.

OueHuBaHUE:

1 6ain - moIKIFOYeHNE KOMITBIOTEPa K MapIIpyTHU3aTOPy Yepe3 KOHCOJIbHBIM MOpPT;

1 Gann - HacTpoiika 6a30BBIX MAPAMETPOB MaPIIPYTU3ATOPA;

1 6ann - HacTpoiika [P-anpeca Ha uHTepdetice MapIIPyTU3ATOPA;

1 Gann - mpoBepKa CBA3M MEXy KOMIBIOTEPOM U MapIIpyTH3aTOPOM;

1 6amnn - coznanre VLAN Ha MapuipyTu3aTope;

1 6ann - HacTpoiika MapmpyTuzanuu Mexy VLAN Ha mapipyruzaTope;

1 6ann - moKIIIOYeHne BTOPOTO KOMITBIOTEPA K MapIIpyTH3aTopy M HacTpoiika IP-anpeca Ha ero unTepdeiice;
1 6a - mpoBepKa CBS3M MEXy ABYMS KOMITBIOTEpPaMH Yepe3 MapIIpyTH3aToD;

1 6ann - HacTpoiika MapHIpyTH3aTOpa Ui goctyna B MHTepHeT;

1 6ann - mpoBepka ocTynHOCTH VIHTEpHETa ¢ IBYX KOMIIBIOTEPOB Yepe3 MapIIpyTH3ATOP.

3azganue 8.

1. HactpoiiTe 1Ba KOMIBbIOTEPA B OJHY JIOKAJIHHYIO CETh.

2. TIpoBepbTe CBA3b MEXIY KOMIIBIOTEPAMH € TIOMOINBIO YTHIIUTHI Ping.

3. MByuurte TabJIMIly MapIIPyTH3AIMHA Ha KaXKJI0M KOMIIBIOTEPE ¢ TOMOIIBI0 KOMaH bl route print.

4. Onpeaenure, KaKOW KOMITBIOTEP SBJSCTCS IIIFO30M 10 YMOITYaHHUIO.

5. M3MeHnTe TaONHIly MaplIpyTH3alUd Ha OJTHOM W3 KOMITBIOTEPOB TaKUM 00pa3oM, 4TOOBI BeCh TpadUK HAIPaBISLIICS
4yepes APYroi KOMITBIOTEP.

6. [IpoBepbTe CBSA3b MEXKy KOMIIBIOTEPAMU ITOCIIC H3MCHEHUS TaOJIUIIBI MAPIIPYTH3AIHH.

7. VI3yuute cOCTOSHHE CETEBBIX MHTEP(EHCOB Ha KaXI0M KOMIILIOTEPE ¢ IIOMOLILI0 KOMaH bl ipconfig /all.




8. Onpexennte, Kakoi KOMITBIOTEP UMEET MPOOJIEMBI C CETEBBIM HHTEP(PEHCOM.
9. Pemmre npobiiemy ¢ ceteBbIM nHTEpdEiicoM Ha BEIOpaHHOM KOMIIBIOTEPE.
10. ITpoBepbTe CBsA3b MEX/Y KOMIBIOTEPAMH TI0CIIE PELICHHS IPOOJIEMBI C CETEBBIM HHTEP(EHcoM.

O1ieHUBaHHE:

1 Gamt - HaCTPOKa ABYX KOMIIBIOTEPOB B OJHY JIOKAIEHYIO CETh;

1 GaJut - IpoBepKa CBA3U MKy KOMIIBIOTEPAMH C TIOMOLIBIO YTHIIUTHI ping;

1 Gt - M3ydeHne TabIHIBI MapIIPYTH3AMK Ha KaKIOM KOMITBIOTEpE ¢ IIOMOIIBI0 KOMaH B! route print;

1 6aJut - onpeneeHe NUI03a 10 YMOTYaHHIO;

1 6an - u3MeHeHue TabIuIBl MapUIPYTH3aLUK Ha OJJHOM U3 KOMITBIOTEPOB;

1 6an - mpoBepKa CBS3M MEXTy KOMIBIOTEpAaMH MOCIIE U3MEHEHUsI TaOIUIbI MapLIPYTH3ALUH;

1 6an - u3y4eHHue COCTOSIHUS CETEBBIX MHTEP(EHCOB Ha Ka)KIOM KOMIIBIOTEPE € IIOMOIIBIO KoMaHab! ipconfig /all;
1 6an - onpeneseHre KOMIIbIOTEPa ¢ IPOOJIEMOH ¢ ceTeBBIM HHTEpdeiicom;

1 6ann - perenne mpoOIeMbI ¢ ceTeBBIM HHTEp(deiicoM Ha BEIOPAaHHOM KOMIIBIOTEDE;

1 Ga - mpoBepKa CBS3M MEX/ly KOMIBIOTEPaMH MOCIIE PELICHUS ITPOOIEMBI ¢ CETEBBIM HHTEpdeiicoM.

3amanue 9.

. HactpoiiTe n1Ba koMIbOTEPA B OAHY JIOKAJIbHYIO CETh.

. YcraHoBHTe Ha 00a KOMIIBIOTEpPa AaHTUBUPYCHOE IIPOTPaMMHOE 00eCIIeUCHHE.

. 3aIycTuTe CKAaHNPOBAHUE HA BUPYCHI HA 000OMX KOMIBIOTEpPax.

. I3yunTe oTUeTHI 0 CKAHUPOBAHUH U HaWIUTE OOIIKE YA3BUMOCTH B CHCTEME.

. YcTaHoBHTE OpaHAMAayIp Ha OZHOM U3 KOMIIBIOTEPOB.

. IlpoBepsTe, uTo OpaHaMay3p paboTaeT KOPPEKTHO, 3a0JOKUPOBAB JOCTYII K ONPEAEICHHBIM IOPTaM.

. IlonbITaliTech MPOBECTH aTaKy Ha KOMIIBIOTEP C YCTAHOBICHHBIM OpaHIMay3poM, UCIIOIb3Ys YTHINTY nmap.
. U3yuure noru 6panamayspa U onpeaennuTe, Kakue IOpThl ObLIM 3a0JI0KUPOBAHbI B Pe3yIbTaTe aTaKu.

. YCTaHOBHTE Ha JPYrOM KOMITBIOTEPE CUCTEMY MOHUTOPUHIA COOBITHI O€30MacHOCTH.

10. TIpoBenuTe ataky Ha 3TOT KOMIIBIOTEP, UCTIONB3Ys YTHIUTY Metasploit.

11. 3y4nTe J1I0TH CHCTEMBI MOHUTOPHHTA COOBITHI O€30MaCHOCTH | OTIPEAEINTE, KaKue COOBITHS ObIIH 3a(MKCHPOBAHHI B
pe3yJbTaTe aTaKH.

12. Pemnre o0mue ysI3BUMOCTH B CHCTEME HA 000MX KOMITBIOTEPAX.

13. IIpoBepbTe CBA3b MEXKITYy KOMIBIOTEPAMH OCIE PELICHHUS 00IINX YA3BUMOCTEH.

O 0NN DN B~ Wk —

O1rieHuBaHueE:

1 Gasnn - HaCTpoOHKa ABYX KOMIIBIOTEPOB B OJHY JIOKAIBHYIO CETh;

1 6amn - ycTaHOBKa aHTHBHPYCHOTO IIPOTPaMMHOTO oOecrieueHHs: Ha 00a KOMITBIOTEPa;

1 Gann - 3amyCcK CKaHMPOBAHUS HA BUPYCHI HA 000MX KOMIIBIOTEPAX;

1 Gaut - U3yYeHHE OTYETOB O CKAHMPOBAHHU U HAXOXKICHHE OOIINX YSI3BUMOCTEH B CHCTEME;

1 6ayut - ycraHOBKa OpaHIMayspa Ha OJJHOM U3 KOMITBIOTEPOB;

1 6aut - mpoBepKa KOPPEeKTHOM paboThl OpaHaMayIpa U GIIOKUPOBKA JOCTYIA K ONPEICICHHBIM IIOPTaM;

1 Gaut - IpoBeJCHNE aTaKKH HAa KOMITBEIOTEP C YCTAHOBJICHHBIM OpaHAMay3pOM M U3YYCHHUE JIOTOB;

1 GaJut - ycTaHOBKA CHCTEMbl MOHUTOPHHTA COOBITHI 0€30MaCHOCTH Ha APYrOM KOMIBIOTEPE;

1 Gaut - IpoBeCHNE aTaKK HA 9TOT KOMITBIOTEP U M3YYCHHUE JIOTOB CHCTEMbl MOHUTOPUHTA COOBITHI GE30MaCHOCTH;
1 Gann - peneHne oOMIMX ySI3BUMOCTEN B CUCTEME Ha 000MX KOMIIBIOTEPAX;

1 Ga - mpoBepKa CBA3M MEXKy KOMIBIOTEPAMH MOCJIE PEIIEHUs] OOIINX YSI3BUMOCTEH.
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2.3. IlepeueHb BONPOCOB /ISl MOATOTOBKH 00YUYAIONIUXCH K MPOMEKYTOYHOM aTTecTaluu

BBeneHne B KOMIBIOTEPHBIE CETH

OcHossl TexHostornu Ethernet

Crex nporokonoB TCP/IP. IP-anpecanus

Cpenpl iepefiaun JaHHbBIX.

Crannaptsr ETA/TIA.

ANTOpUTMEI pabOTHI MOCTOB, KOMMYTAaTOPOB M MapIIPyTH3aTOPOB.
Ceresslie ciyx061 DHCP u DNS.

Cityx0b1 (yHKIMOHMpOBaHus Active Directory.
AIMHUHUCTpUpPOBaHKE (aMIIOBBIX CHCTEM M 0a3 TaHHBIX
Beo6-ciryx05b1. [Tpokcu-cepsepa. DaitnoBbie cepBepa
PacnipenenenHble ”HPOPMAITUOHHBIE CHCTEMBI.

Turnbl 00J1aYHBIX BHIYHCIICHHHA.

BHenpenue u HacTpoiika 00JaYHBIX CEPBHCOB.

[NonknroueHue nHGOPMAIIMOHHON CUCTEMBI K y3IIy OTIepaTopa CBs3u.
[Nouck u TMarHoCTUKA OIMIMOOK.




16. Ba3oBas Mojenb MOMCKA OMUOO0K, 3a/1a44 ¥ MPOOJIEMBI KOH(QUTYpaIIUH.

17. AnMmuHHCTpHUpOBaHUE HEHTPOB 00PAOOTKH JaHHBIX

18. Cucremsl ynpasienus caiirom (CMS).

19. Cucrtembl BHACOKOH(DEPEHIIHH.

20. CucremBbl OpraHU3alU{ AUCTAHIUOHHOTO O0YUCHHS U TECTHPOBAHUS.

21. CucremBbl yoalleHHOTO OCTYTIAa ¥ YIPABICHUS

22. Cucrewmsl ynpasnenus caiitom (CMS). Ycranoska CMS Wordpress. OcHoBHO# (hyHKIIOHAN. PadoTta ¢ mabioHamu.
23. Cucremsl ynpasnenus caiitom (CMS). YcranoBka CMS Joomla. OcHoBHOM pyHKIMOHAN. CHcTeMa OTJIaIKU OIINOOK.
24. BcrpoeHHas moyToBast cucteMa. Moyl Juist pacIIMPEHHBIX HACTPOEK.

25. Cucremy ynpasnenus caiitom (CMS). 1C-butpukc. Cozanne mporpaMMHPYeMbIX MOJTyJIel U 11a0J0HOB KOHTEHTA.
26. Cuctembl BumeokoHpepeHiuii. YcranoBka 1 Hactpoiika BigBlueButton, Jitsi.

27. VHCTpyMeHTHI aHaIM3a CETEBOT0 Tpaduka

28. MHCTpyMEHTHI aHaJI3a MexXceTeBoro Tpaduka. HacTpoiika MeXCeTeBBIX IKPaHOB.

29. Ananus ya3BHMOCTEH HH(GOPMAIIMOHHBIX CHCTEM M BBIYUCIUTEIBHBIX CETEH.

30. MexaHU3MBbI IPOKCUPOBAHHUS.

31. TexHOJOIWH BUPTYaIbHBIX 3alMIICHHBIX KAaHAIOB CBS3H.

3. MeTroauyeckue MaTepuaJbl, onpeaessiioiye Npoueaypy U KpUTepuu oueHnBaHus
copMHPOBAHHOCTH KOMIIETEHMIA TP NMPOBeAEHUH TPOMEKYTOYHOM aTTeCTALMU

Kpurepun ¢popmMupoBaHusi 01leHOK [0 0TBETAM HA BONPOCHI, BHINOJIHEHHIO TECTOBBIX 3a]aHUI

- OIICHKA «OTJIMYHO» BBICTABIIAICTCA OOYYaIOMEMYCs, €CIIM KOJHMYECTBO MPABHIIBHBIX OTBETOB Ha
Borpockl coctaBisieT 100 — 90% ot obmiero o0bEMa 3a1aHHBIX BOIIPOCOB;

- OLICHKA «XOPOIII0» BBICTABIISCTCS 00yUJaIONIEMYCsI, €CITH KOJTHMYECTBO ITPABMIIBHBIX OTBETOB Ha BOITPOCHI
— 89 — 76% ot obmiero o0bEMa 3aIaHHBIX BOTIPOCOB,

- OLICHKA «Y/IOBJIETBOPHUTEJIBLHO» BBICTABIIACTCS OOYJAIOMIEMYCs, €CIH KOJMYECTBO IPABUIBHBIX
OTBETOB Ha TeCTOBBIE BONPOCH —/5—60 % o1 061Iero oobEéMa 3aJaHHBIX BOTIPOCOB,

- OIICHKA «HEY/OBJIETBOPHUTEIBHO» BBICTABIISACTCS OOYYAOIIEMYCS, €CIM KOJHMYECTBO IMPaBHUIIBHBIX
oTBeTOB — MeHee 60% oT o01iero oobEMa 3a1aHHBIX BOIIPOCOB.

Kpurtepun (popmMupoBaHusi olieHOK 1O pe3yJibTaTaM BbINOJHEHHUA 3aJaHUIl

«OTIANMYHO» — CTAaBUTCSA 32 pabOTY, BHIIOJHEHHYIO IMOJIHOCTBIO 0€3 OMNOOK U HEJOUETOB.

«Xopomo» — cTaBUTCA 3a pabOTy, BBIMOJIHEHHYIO MOJHOCTHIO, HO NPU HAJIMYMK B HEW He OoJiee 0JIHOM
Herpy0Oo# olMOKH M OIHOTO HeJoueTa, He OoJiee TpeX Hel0ueTOB.

«Y10BJIETBOPHUTEJIBHO» — CTABUTCS 3a pabOTy, €Ciau 00yJyaroUuiicsl IpaBUJIbHO BBINOJIHUI HE MeHee 2/3
Bceil paboThl MM OMYCTHI He Oojiee 0JHOW rpyOoi OmMOKM M JABYX HEI0YETOB, He Oojiee OAHOM rpy0oil u
OJIHOM Herpy0Ool oMOKH, He OoJiee TpeX HEerpyObIX OMNOOK, OAHON HErpyOoi OIIMOKY U IBYX HEJJOUETOB.

«HeynoBJ1IeTBOPUTEIBHO» — CTaBUTCS 32 PabOTY, €CIM YMCIO OUIMOOK M HEA0YETOB MPEBBICUIIO HOPMY
JUTSI OLIEHKH «YJOBJIETBOPUTEIHHOY WUJTU TTPABUIILHO BBIMOJIHEHO MEeHee 2/3 Bcelt paboThI.

Buowl owuboxk:

- 2pybvie OwuUOKU. He3HAHUe OCHOBHLIX NOHAMUU, NPAUN, HOPM, HEe3HAHUe NPUeMO8 peuleHus 3a0ay,
OwWUOKU, NOKA3bIBAIOWUE HENPABUTILHOE NOHUMAHUE YCI08USL NPEONIOHCEHHO20 3A0AHUS.

- HeepyOble OWUOKU: HEMOYHOCMU POPMYTUPOBOK, ONpedeeHUl, HePAYUOHAIbHBIL 8b100D X00A PeueHUsl.

- He0ouemvl: HepayUOHAIbHbIE NPUEMbl BbINOIHEHUS 3A0AHUSL, OMOENbHbLE NOZPEUHOCU 8 YOPMYTUPOBKe
86160008, HEOPEIHCHOE GbINOTHEHUE 3A0AHUSL.

Kpurepun ¢popmupoBanusi OLIEHOK 110 IK3aMeHY

«OTINYHO/32a4TEHO» — CTYAEHT NpHOOpen HeoOXOAWMBIE YMEHHsSI W HAaBBIKH, MPOJAEMOHCTPHPOBAI
HaBbIK IPAKTHYECKOT0 IPUMEHEHUS OJyYEeHHBIX 3HAaHUH, HE JOMYCTUJI JIOTHYECKUX U (PaKTUYECKUX OIINOOK

«Xopo1o/3a4TeHo» — CTyJIeHT IproOpes HeoOX0AUMbIE YMEHHSI U HAaBBIKH, IPOJIEMOHCTPUPOBAI HABBIK
MPAKTUYECKOr0 MPUMEHEHHS MTOJTyUYE€HHBIX 3HAaHUH; T0NMYCTUI HE3HAYUTEIbHbIE OLTUOKU 1 HETOUHOCTH.

«Y10BJIETBOPHUTEIBbHO/32UTEHO» — CTYJICHT JOMYCTUJ CYILIECTBEHHBIE OITUOKH.

«HeynoBjieTBOpHUTEJIbLHO/HE 3aUTEHO» — CTYACHT JAEMOHCTPUPYET (PparMeHTapHbIe 3HAHUS U3y4aeMOro
Kypca; OTCYTCTBYIOT HEOOXOIUMBbIC YMEHHS U HABBIKH, IOMYIEHBI TPyObIe OIIMOKH.
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