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1. LIEJIM OCBOEHMSI JUCIUILITAHBI (MOAY.JIST)

1.1|O0ecneunTh HHKEHEPHYO MOJTOTOBKY CTYCHTOB B 00JIACTH Mepeiaduu HHPOPMAIUOHHBIX COOOIECHHH 0 KOMITBIOTEPHBIM
CeTSM.

2. MECTO JUCHHUATIINHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJILHOM ITPOT'PAMMBI

Lk (paszern) OIL: [B1.B.05

3. KOMIIETEHL[Y OBYYAIOILETOCSsl, ©OPMUPYEMBIE B PE3Y.JIbTATE OCBOEHMS AUCLIUTITAHBI
(MOJY.JIs)

ITK-2 Crioco6eH NpoeKTupoBaTh IporpaMMHOE 00eceYeHue

ITK-2.1 Vcnonb3yeT CyIeCTBYIOIIUE THIIOBbIE PEIIEHUS U Ia0JIOHBI IPOEKTUPOBAHUS IIPOrPAMMHOI0 00€CIIeUeHUs

06.001. IIpodeccuonannuslii cranaapt "[NPOI'PAMMUCT", yrBep:axaéHHblii npukazoM MHUHHCTepCTBA TPYAA M COLUATbHOM
3amuThl Poccniicko ®@enepauuu ot 18 Hosiops 2013 r. N 6791 (3aperncTpupoBan MuHucTepcTBOM I0cTunnu Poccuiickoii
®enepanun 18 nexadps 2013 r., perucrpamuonnniii N 30635)

[IK-2. D. Pa3paboTka TpeOOBaHHii U MPOSKTHPOBAHUE ITPOTPAMMHOI0 00ECTICUCHHS
D/03.6 IlpoekTupoBaHue NpOrpaMMHOTO 00eCTICYSHUS

B pe3yabTarte ocBOeHHS JMCHUILUIHHBI (MOLYJIs1) 00yYalOIHiics TOIAKEH

3.1|3narn:

3.1.1|npuHIMITE OpraHU3anul HHYOPMAIIOHHBIX CETeH, CTPYKTYpY CeTell H CHCTEM Iepeladyl JaHHbIX;

3.1.2|reopeTryeckre OCHOBBI COBPEMEHHBIX HH()OPMAIIMOHHBIX CETEif;

3.1.3|MeToap! KOMMYyTanuy UHGOPMALMK, METO/IbI €€ aJpecaliyy;

3.1.4|ceTeBBIc MporpaMMHBIC 1 TEXHUYECKHUE CPEACTBA HH(bOpMaHHOHHLIX cereit.

3.2|Ymern:

3.2.1|onieHNBATh OCHOBHBIC MTOKA3aTENIN KOMITBIOTEPHBIX HHPOPMAIIOHHBIX CETEH;

3.2.2|xBanu@UIMPOBAHHO MOJIL30BAaThCSl COBPEMEHHON HAayYHO-TEXHUYECKOH nHdopMaluel B 00J1acTU TeICKOMMYHUKaLU;

3.2.3|ocymecTBIATh BEIOOP Hanbosee paroHaIbHBIX BAPUAHTOB HCIIOIHEHUS CeTel U CUCTeM Iepeiau HH(OopMaIHu.

3.3|Baagern:

3.3.1|HaBBIKaMH ITPOBEICHUS SKCIIEPUMEHTAIBHBIX HCCIEAOBAHNH C MCIONB30BAHIEM (DH3UIECKUX H MATEMATHIECKUX MOJENel,
KOH(UTYPUPOBAHUSI CETH U €€ OCHOBHBIX JICMEHTOB.

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOLYJIS)

Kon HanmeHoBaHuUe pa3/e/10B U TeM /BUJ 3aHATHS/ Cemectp / | Yacos | IIpumeuanue
| 3aHsTHA Kvpc

Paznen 1. OcHoBbI HH(POPMAIMOHHBIX CeTel

11 OcCHOBHBIE IOHATHS HHPOPMALMOHHBIX ceTell. Ha3HaueHne KOMIbIOTEPHBIX 3 3
cered u cucreM nepenadn nHGopMammu. Ortamsl pa3Butust /JIex/

1.2 BazoBas sTanoHHas MoJeNb (ceMHU-YpOBHEBasI STAJIOHHAS MOJIEINb 3 1
B3aumo/eiicTBUs OTKpBITHIX cucteM OSI ISO). HaznaueHue U OCHOBHBIC
¢byHKIIMY ypoBHEH, 6a30Bble HYHKIMOHANBHBIC IPO(UIN, MOTHbIE
¢byHKIOHANBHBIE TIpodmn. [IpoTokompHbIe peann3anun. CTaHAapTHI
¢m3ugeckoro yposHs. I[IpuknanHoit u npyrue yposHu. /JIex/

1.3 Konuenmust oTKpeITEIX cucteM. OTKPBIThIE CUCTEMBI M 0OBEKTHO- 3 3
OPHEHTHPOBAHHBIN OAX0A. Moaenu u CTpyKTyphl HHPOPMAIIMOHHBIX CETEH.
@OyHKIMOHATIbHAS U CTPYKTYPHAs OpraHu3alis HHHOPMALMOHHBIX CUCTEM.
Jlokanbubie Beruucnutenbhbie cetu (JIBC). Oco6eHHOCTH, TOMOIOTHS,
cTanaaptsl. /Jlex/

1.4 Mertons! noctyna B JIBC. OcHoBHble TexHonoruu JIBC 1 X XapakTepuCTHKH. 3 1
MAC anpecanust B cetsix EtherNet. DNS ciyx6a pasperierus agpecos. /JIex/

15 KommoHeHTh! HHPOPMALMOHHEIX ceTell (Ha3HaueHne, 0COOEHHOCTH 3 1
npumeHeHus). Kanansl nepefadn TaHHBIX, KOHIEHTPATOPBI, MOCTHI,
KOMMYTaTOpPBI, MapIIpyTU3aTOPbL, MOAEMBI U JIp. B ceTsx. /JIex/

1.6 Crek poTokosioB apxutekTypsl TCP/IP. TIpoTOKOIBI MEXKCETEBOrO YPORHSI. 3 2
Bazoserii mpotokod IP /Cp/

1.7 TpancnopTHbIi ypoBeHb. TCP - MpOTOKOI HaIe)KHON TOCTaBKU COOOIICHHH, 3 10
MOPTBHI, aapeca, GopMaT 3arojoBKa, pEXKUM CKOJIB3SIIEro OKHA. TpaHCIOPTHBIN
ypoBenb. UDP - neliTarpaMmbl IpOTOKOJ, IOPTHL, ajipeca, hopMmar 3aroyioBka
/Cp/

1.8 Cereseie ciayx0b1. DHCP, DNS, WINS, u np /Cp/ 3 4,25




1.9 WndopmanmonHsle pecypesl ceteil. Mojenb pacrpenesieHHoi 00paboTku 9
nHdopmary ba3pl TaHHBIX ¥ 3HAHUH OOIIETO 1 MHAWBUAYaTbHOTO
10JIb30BaHus, JIoKanbHble 1 pactpenenennsie, CYB/], CYPB/I B cetsx /Cp/

1.10 CereBble IPOrpaMMHBIE M TEXHUYECKUE CPeICTBa MHOOPMAIIMOHHBIX CETEHl. 10
Mertob! otieHKH 3 (HEeKTHBHOCTH HHPOPMAIMOHHBIX cereil. /Cp/

111 JIBC Ha 0CHOBE ONITOBOJIOKOHHBIX, Kabesel, KOHIICHTPAaTOPOB U KOMMYTaTOPOB. 14
[epcrieKTHBHBIE CETEBBIE TEXHOJIOTHU U cTaHAapThI /Cp/

1.12 [Mpumeps! peanu3anuy KOMIOBIOTEPHBIX ceTeil. Bribop apxutextypsl JIBC. 3
Tumnossle cTpykTypsl JIBC: Ha OCHOBE KOAKCHAITBHOTO Kabellsi, BATOH Mapébl,
KOHLIEHTPATOPOB M KOMMYTaTopoB. [lepcrieKTHBHBIE CETEBBIE TEXHOJIOTHU U
crangaptsl. /Cp/

1.13 CoBpeMeHHBIE CpeICTBA MOJICITMPOBaHKs HHPOPMAIMOHHBIX ceteit /TIp/ 8

1.14 MonenupoBanue KOMITBIOTEPHBIX ceTel Ha 6a3e mporpaMMHOIO 9
obecreuenns "CCNA  Network Visualizer® 6.0" /IIp/
Pazpen 2. MapupyTu3zanus B MHGOPMAaIMOHHBIX CeTIX

21 Mertoabl koMmmyTanuu nHpopmanuu. CpaBHEHHE METOJ0B KOMMYTAITHH. 3
OCHOBHBIE PEKUMBI KOMMYTaIMK akeToB /Jlex/

2.2 Anpecanus B ceTsix. CTpyKTypHUpOBaHHbIE KabenbHble ceTd. KoMMyHHKaIMOHHbBIE 3
MIOJICeTH; MOHOKaHAJIbHBIE TIO/ICETH; IUKJINYECKHE MTOJICETH; Y3JIOBBIE OJCETH
/J1ex/

2.3 Mertoabl MapuIpyTU3aK HHOOPMAIIMOHHBIX IIOTOKOB. Y CTpPOICTBa 3
MapIIpyTH3alyy B HHGOPMAIIMOHHBIX ceTsx /JIex/

24 Cratuueckasi MapIIpyTH3AIHs, TPOTOKOJIBI ANHAMIYeCKO MapmpyTu3amun /Cp/ 4

25 "Cisco I0S" /TIp/ 10

2.6 OoGecrieuenne  3ammthl  ycrpoiicts "Cisco /Tp/ 9
Paznen 3. CoBpemMeHHBbIE TEXHOJIOTMH HH(OPMALMOHHBIX ceTeil

3.1 BupryansHble KOMIBIOTEpHBIE CeTH. be3onacHOCTh HH(pOPMAIHH, 3aIUTa 3
ceTeBbIX JaHHbIX /Cp/

3.2 Ceru ¢ cepBepom. @yHkuuu cepepa. [Ipobnemsl mocrpoenus cereit. /Cp/ 5

3.3 TeopeTnyeckre OCHOBBI COBPEMEHHBIX HH(MOPMAIIMOHHBIX ceTel (KOIUPOBaHNE 4
“HPOpMAaLUK, MOIYJIALUs, conpspkerne) /Cp/

34 Texnonorus Gigabit Ethernet /Cp/ 5
Pa3gen 4. CamocrosiTenbHast padora

4.1 OpraHu3anysi CHCTEMBI TOMEHHBIX UMeH. [[pon3BOIUTEIFHOCTD U HaAE€XKHOCTD 1
CUCTEMBI IOMECHHBIX uMeH /Cp/

4.2 YerpoiicTBa MapIpyTH3aLUK B UHPOPMALMOHHBIX ceTaX. Pusnueckas u 5
Joruyeckas crpykrypusanus cetu  /Cp/

4.3 Cospemennoe ceteBoe o6opynosanue (Cisco, D-link, HP) /Cp/ 2

4.4 TpaHcOpTHBIN ypOBEeHb, MPOTOKOJIBL. TCP - IpOTOKOJI Ha/Ie)KHOM JOCTaBKH 7
COO0O0IICHUH, TIOPTHI, aJipeca, GopMaT 3arojoBKa, PEKUM CKoJb3sIero okHa /Cp/
Paznen 5. KontakTHbIe Yachl HA aTTeCTAlUIO

51 KonTakTHble yachkl Ha aTrectaiuio /KA/ 1,75

5. OHEHOYHBIE MATEPHUAJIBI

O1eHOYHBIE MaTepUalIbl IS IPOBEICHUS TPOMEXKYTOUHOI aTTecTaluy 00y4alOIUXCsl IPUBEICHbI B IPUIIOKEHHUH K pabouei

nporpaMmme JUCHUIIINHEI.

®DopMBI ¥ BUJIBI TEKYIIIETO KOHTPOJIS IO TUCHUIUIMHE (MOJIYJIIO), BUIIbI 3aJaHUH, KPUTEPHUU UX OLICHUBAHUS, pacrpe/ieieHue 0ajioB 1Mo
BHJIaM TEKYIIETO KOHTPOJISI pa3pabaThIBAIOTCS MIPETIOAaBaTeNIeM IUCIIUILINHBI C YUETOM €€ CIIelr (PUKH | JOBOISITCS IO CBEICHHUS

00yuaromumxcs Ha NepBOM yueOHOM 3aHSITHH.

TexyIuii KOHTPOJIb YCIEBAEMOCTH OCYLIECTBIAETCA IPENoJaBaTeaeM JUCHUIIUHBL (MOAYI), KaK IPaBUJIIO, C UCIOIb30BAaHUEM
OUOC nny myTeM NpOBEpKU MUCbMEHHBIX Pab0T, MPEAyCMOTPEHHBIX PA0OYUMHU IPOTPaMMaM U TUCLUILIMH B PaMKaX KOHTaKTHOH
PpabOThl U CaMOCTOSATENbHOM PaboThl 00yuaromuxcs. Jjis GpukcupoBaHus pe3ysibTaTOB TEKYLIEr0 KOHTPOJLSI MOXKET UCI0JIb30BaThCs

OHOC.




6. YHAEBHO-METOJNYECKOE © THOOPMAIIMOHHOE OBECIHEYEHWE JUCHUILTUHBI (MOAY JIS)

6.1. Pexomenayemas autepartypa

6.1.1. OcHoBHas auTEpaTypa

ABTOpBI, COCTABUTEIH 3arnaBue W3zpatensc On. agpec
TBO. TOII
JI1.1 |Onudep B. I'., Onudep |Komnbrorepusie cetu. [TpuHIMIIEL, TEXHOIOTHH, CII6.:
H. A. MIPOTOKOJIBL: yued. mocodue i By3oB. Ctanmapt Tpetbero |Ilutep,
TTOKOJICHUS 2012
JI1.2 |Woma H.U. WupopmaTHka (JUIs1 TEXHHYECKAX HAIPABICHUH). Mockga: http://www.book.ru/bo
KnoPyc, 0k/932538
2020
JI1.3 | demunos JL.H., OcHOBBI HH(OPMATHKI Mockga: http://www.book.ru/bo
Konosanosa O.B., KuoPyc, 0k/933941
Kocrukos 10.A., 2020
Tepuosckos B.b.
6.1.2. lono/IHUTe/ILHAS JIMTepaTypa
ABTODEI, COCTaBUTEIHN 3ariaBue Uznatensc D1. agpec
TBO. TO
JI2.1 |CoseroB b. 4., Basbl naHHBIX: Y4eOHUK IS TIPUKJIAHOTO OakaiaBpuara Mockaa:
IlexanoBckuii B. B., IOpaiir,
Yeprorckoii B. 1. 2015
J12.2  |Kpaxmamnes J1.B., WHdopManmoHHbIe TEXHOJIOTHH MockBa: http://www.book.ru/bo
Hemunos JILH., KuoPyc, 0k/932784
TepHosckos B.B., 2020
I'puropses C.M.

6.2 UndopManmoHHbIe TEXHOJIOTHH, HCII0JIb3YyeMble P 0CYLIeCTBJIEHHN 00pa30BaTeIbHOIO0 NMpolecca Mo JUCHHUIINHE

(MonyJ10)

6.2.1 IlepeyeHb JTUIEH3HOHHOTO M CBOOOAHO PACTIPOCTPAHSIEMOr0 MPOrPAMMHOI0 ofecreyeHust

6.2.1.1

Ornepanonnas cucrema Microsoft® Windows 7 morosop Ne0342100004815000036

6.2.1.2

IMporpammusiii maker Microsoft Office cranpaptasiit 2013 norosop Ne0342100004815000036

6.2.1.3

I'paduueckuii cumyisirop cetu Cisco GNS3 (cBoGoaHo pacnpocrpansiemoe [10)

6.2.1.4

GNU GPL)

Iporpamma-ananuszaTop Tpaduka st komnerotepHsix cereit WhireShark (pactpocrtpansiercs moj cBOOOIHO#M JHLeH3KCH

6.2.2 Tlepeuens npogeccHOHAIBHBIX 023 TAHHBIX 1 WH(GOPMALIMOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1

Baza xuur u myGnukanuii JexTporHoi 6ubnuoreku "Hayka u Texauka" - http://www.n-t.ru

6.2.2.2

KpynHeiinmii Be6-cepBuc st xocTrHra | T-MpOeKToB 1 MX COBMECTHOM pa3pabotku - https://github.com

6.2.2.3

baza nannbix «bubnmoreka mporpammuctay - https://proglib.io

7. MATEPUAJIBHO-TEXHUYECKOE OGECIIEYEHHME JJUCITUIIJIMHBI (MOY JIS1)




7.1

YueOHble ay AUTOPUH IJIs IPOBEACHHS 3aHATHIH JICKIIMOHHOI'O THIIA, YKOMIUIEKTOBAHHBIE CIIELUATN3UPOBAHHON MeOEIbIO U
TEeXHHYECKUMH CPEICTBAaMU 00yUYeHUS: MyIbTUMEANIHOE 000pyI0BaHUE ISl IPEIOCTaBICHHs y4eOHOH HHPOPMaUu
0O0JIBIION ay TUTOPUU U/UITH 3BYKOYCUIIUBAIOIIEe 000PYA0BaHNUE (CTALMOHAPHOE WM IIEPEHOCHOE).

7.2

V4eOHbIe ayANTOPHH IS IIPOBEACHMUS 3aHATHI CEMHHAPCKOTO THUIIA, TPYIIIOBBIX U HHAWBHIYaJIbHBIX KOHCYJIBTALINIA,
TEKYIIEro KOHTPOJISI U POMEXKYTOYHOM aTTeCTAIMHY, YKOMIUIEKTOBAHHBIE CIICI[HATN3UPOBAHHON MEOEIBIO M TEXHUYECKUMHU
cpeacTBaMu 00ydUeHHS: MyJIbTUMEINITHOE 000pyI0BaHNE /WK 3BYKOYCHIIMBalOIIee 000pyI0BaHue (CTAIlMOHAPHOE WIIH
HEPEHOCHOE)

7.3

IMomermenus 1 CaMOCTOSITENBHOI PabOTHI, OCHAIIIEHHbIE KOMIBIOTEPHOH TEXHHKON ¢ BO3MOXKHOCTBIO MOAKITIOYEHHUS K
cetu "MHTepHeT" U 0OecrneueHUeM JOCTYyIa B JIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTE/IbHYIO CpPEly YHUBEPCUTETA.

7.4

IMomemenus st XpaHeHUs U NPOGUIAKTUUECKOTO 00CIy KUBaHUs y4eOHOr0 000py 10BaHHU.

7.5

[TomernieHust U1 BBIIOJHEHUS! KYPCOBBIX pabOT YKOMILIEKTOBAHbI CIIEIIMAIM3UPOBAHHON MEOEIbI0 U TEXHUYECKHUMU
cpeacTBaMy 00ydeHHs (CTalHOHAPHBIMH WM IEPEHOCHBIMH).




