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1. IIEJTM OCBOEHUSI I CLIUILJIMHBI (MOY.JI5T)

1.1|Llenpto ocBOCHMS MUCIUINIAHEI SBIsIETCS (GOPMHEpOBaHHE 00menpohecCHOHATEHOH KOMITCTEHITNH, 3aKIIF0YaloIeecst B
CIOCOOHOCTHU aHATM3UPOBATh IPABUIIA YIIPABICHUS 0€30MIaCHOCTHIO BBIYHUCIUTENIBHBIX CUCTEM U KOMIIBIOTEPHBIX CETEH,
TPOBOANTH KOMILICKCHBIH TTOAX0M K 00eCIIeueHnI0 0e30MacHOCTH, aHATTH3UPOBATh U CTPYKTYPHPOBATh YTPO3EI
6e3omacHOCTH, ODOPMIIATH U NPEACTABIATH AHATUTUYECKHE 0030phl PUCKOB 0€30I1aCHOCTH, U3Y4aTh METO/IbI U CPECTBA
obecrieueHUs 0€30IaCHOCTH BBIUHUCIUTENBHBIX CHCTEM M KOMITBIOTEPHBIX ceTeil ¢ 000CHOBaHHBIMHU BBIBOJIAMH H
PEKOMEHIAIUAMH.

2. MECTO JUCHUATIJIMHBI (MOAYJISI) B CTPYKTYPE OBPA30OBATEJIBHOM ITPOTPAMMBI

Hwkn (pazgen) OI1: |BI.0.08

3. KOMIIETEHLIY OBYYAIOIIETOCSl, ©OPMUPYEMBIE B PE3Y.JIbTATE OCBOEHMS JUCLIAILIAHBI
(MOJY.JIST)

OIIK-3 CriocobeH aHanu3upoBaTh NPoheCCHOHAIBHYIO HH(OPMALIUIO, BEICIATH B HEH IN1aBHOE, CTPYKTYPHPOBATh, 0hOpMIIATE U
MIPEICTABIATE B BU/IE aHATTUTHUECKUX 0030pOB ¢ 000CHOBAaHHBIMH BBIBOJJAMH U PEKOMEHIALHSIMH;

OIIK-3.1 Aranu3upyet npodecCHOHAIbHYI0 HHPOPMAIIHIO, HAPABICHHYIO Ha 0€30MIaCHOCTh M 3aIUTy HH()OpMAIUHU, 1
NpeACTaBIISCT €€ B BUJIE aHATUTHYECKUX 0030pOB

OIIK-3.2 OdopmitsieT u npeAcTaBIACT HAYYHO-TEXHUYECKYI0 HH)OPMAILIUIO B COOTBETCTBUH CO CIIOKUBIIMMCS  aKaJJeMUYCCKUM
STHKETOM

B pe3yabTarte 0cBOCHMS AMCHUTIIMHBI (MOAYJIS) 00y4AIOLIMIiCsH T0JKEH

3.1|3uaTn:

3.1.1|ocHOBHBIE METO/IBI M CPEACTBA 3aIIUTH KOHPHICHHATbHONW HH(OPMAIIH;

COCTaB ¥ OPraHHU3alUI0 CUCTEM HHPOPMAIMOHHOM 0€30MaCHOCTH, METO/IBI KPHITTOTrpaduuecKux npeodpa3oBaHuii;
OCHOBHBIE CTAaHJAPThI U MPOTOKOJIBI IIM(DPOBAHUS U DIEKTPOHHOM NOATHUCH;

METOJIBI M CpeCTBa o0ecrieueH s HHPOPMAOHHONW 0€30IIaCHOCTH KOMITBIOTEPHBIX CHCTEM;

COBpEMEHHBIE METOIbI 0OecTieueHH sl IIETTOCTHOCTH U 3alIUTHl HH(OPMAIX 1 IPOTPAaMMHBIX CPEJICTB OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIA ¥ KOIIMPOBAHUSI.

OCHOBHBIE ITOJIOXKEHHSI 3aKOHOJIaTEIbCTBA B 00JIaCTH COBPEMEHHOT'O aBTOPCKOT'O 1PaBa M 3aIUTHl HHPOpMaINH;
COBPEMEHHBIE TTO/IX0/1bI K TOCTPOCHUIO CHCTEM 3allUThl HH()OPMALUH.

3.2|Ymers:

3.2.1|onpenensTh U aHAIM3UPOBATDH YIPO3bl 0€30MaCHOCTH HHPOPMAIH B 3aBUCHMOCTH OT CPE/Ibl IKCIUTyaTalluH ITPOJTYKTOB
MH(OPMAITOHHBIX TEXHOJIOTHH;

3.2.2|ucnonp30BaTh COBPEMEHHBIC TIPOTPAMMHBIC CPEJICTBA JUISl 3alMThI HHPOPMAIHH;

3.2.3|npuHNMATh aIeKBaTHBIE PELICHHs IPH BEIOOPE CPEACTB 3aIUTHI HHPOPMALMK Ha OCHOBE aHAIN3a YIPo3;

3.2.4|pa3pabaTbIBaTh U CO3aBaTh TUIIOBBIC CXEMBI 3aIIUTH HHPOPMALMK Ha OCHOBE COBPEMEHHBIX CPEICTB 00ecTIeueH s
UHPOPMAITMOHHOH 0€301acHOCTH;

3.2.5|000CHOBaHHO BHIOMPATh COOTBETCTBYIOIINE OPTaHU3AIMOHHBIE U TPOrPaMMHO-AIapaTHbIE CPEACTBA ISl OPTaHU3aNuI
cucteM HH()OPMAIIMOHHOM 3aIIUTHI.

3.3|Baagern:

3.3.1|HaBbIKaMU pa3pabOTKU 3alUIIEHHbBIX IPUIOKEHUIL;

3.3.2|HaBbIKaMH CO3J1aHUs SaLHHHIeHHOﬁ Cp€Abl C MOMOLIBIO ATlIIapaTHO-IIPOTPaMMHBIX CPEACTB 3allIUTHI;

3.3.3|HaBBIKAMH CAMOCTOSTEIILHOIO MPOCKTUPOBAHUSA CUCTEM 3alUTHI I/IH(bOPMEIIII/II/L',

3.3.4|meronamu oteHKH 3HGHEKTUBHOCTH CHCTEM 3alMThI HHPOPMAIMH B KOMITBIOTEPHBIX CHCTEMAX.

4. CTPYKTYPA U COJAEPKAHUE JUCIHUIIJIMHBI (MOIYJIsI)

Kon HaumenoBanue pa3eioB U TeM /BUA 3aHATHS/ Cemectp / | Yacos | Ilpumeuanue
3aHATHUS Kvbc
Pazgen 1. OcHOBBI 3aLIUTHI
uHpopMauMH
1.1 CpencTa U METO/IbI 3AIUTHI TUCKOB OT 2 2

HECaHKIIMOHUPOBAHHOTO JA0CTYTIA U
konupoBanus. CriocoObI CO3IaHMs
KJTFOUEBBIX HOCHTENEH HH(OpMAIIUH.
IMpuBsi3ka MPOrpaMMHBIX CPEICTB K
KOHKPETHOMY KOMITbIoTepy. Kpurepuu
BBIOOpA cHCTEMBI 3auThl. TexHuueckne
YCTPOMCTBA 3aIUTHI HHPOPMAIMK U
MPOrpaMMHOTO obecriedeHust. [[pUHIMITBI
JIEHCTBUS 3JIEKTPOHHBIX Kiroueil. /Jlex/




1.2

Bznom MOHOEU'I(baBI/ITHOFO noaCcTaHOBOYHOI'O Lun(bpa METOJAOM 4aCTOTHOM aTaku
/J1ab/

13

Kraccudukanus cpeacTs 3aIiuThl
“HGOPMAITUH U TIPOTPAMMHOTO
obecrieyeHns OT HECAaHKIIHOHUPOBAHHOTO
JIOCTYTIA ¥ KOTIMPOBAHUS: CPECTBA
COOCTBEHHOM 3aIlUTHI, CPEICTBA 3AIUTHI
B COCTaBEC BLI‘{HCHHTCHLHOﬁ CHUCTCMBI,
CPEJICTBA 3AITUTHI C 3aIIPOCOM
nH(popMaIu. AKTUBHBIE U TACCUBHbIE
METOIBI 3aIUTHI IIPOTPAMMHOTO
obecneuenus. /JIex/

1.4

OpnHopazoBbie OJIOKHOTHI /JIab/

1.5

3amuck U YTeHHE I/IH(l)OpMaI_II/II/I JJIA TJTAaCTUKOBBIX KapT € MarHuTHOH ITOJI0COM
/J1ab/

1.6

W3yueHre U npakTUYeCKas peanrn3aris
COBpCMCHHLIX METOAHUK 3alIHUThI
KOMITBIOTEPHOW HH(POPMAIIHH.
HccnenoBanre METOAUKH 3aIUThI
undpopmaruu /Cp/

Paznen 2. Kpunrorpadpuueckue
cpeacTBa 3alUTHI HHpOpMATUK

2.1

OcHoBsl kpunitorpadun. Kpurepuit
HaJeXHOCTH mHppoBaHust. OCHOBHEIE
Kpunrorpaduieckue nprueMsl. biounoe
mmdpoBanue. CxeMa MOTOYHOTO
mudpoanus. Vcronas3oBanue
TeHEepaTOPOB IICEBIOCTyYaliHBIX YUCEIT
i mgpoBanus. /Jlex/

2.2

Ckpsitas nepenaya uapopmanuu B JPEG nzobpakenusx /J1a6/

2.3

OCHOBBI CHMMETPUYHOTO MIH)POBAHUS
nanubIx /Cp/

24

BroyHoe 1 oToYHOE NIM(POBAHHE
TMAHHBIX ACHMMETPUYIHOE IU(PPOBAHUE
nanubIx /Cp/

Pazgen 3. 3ammTa uHGOPMAIMOHHBIX U
OnepanoOHHbIX CHCTEM

3.1

ndpoBanue ¢ OTKPHITHIM KITIOYOM.
Wnentudukanys 31eKTpOHHON MOIHCH.
XemmpoBanue JaHHBIX. CTaHAAPTHI
mupoBaHus AaHHBIX. /JIek/

3.2

Merton mmppoBaHus ¢ OTKPHITHIM KirouoM RSA /J1a6/

3.3

[TndpoBanue ¢ OTKPHITHIM KITIOUOM U NIEKTpoHHAs nudpoas noxnuck Ha GPG
/J1ab/

3.4

OpraHu3anusi CUCTEM 3aIUTHI
nH(OpPMALMH OT HECAHKIIMOHUPOBAHHOTO
nocryna. aeHTudukanus u
YCTQHOBJICHUE MOJUTMHHOCTH.
YcraHoBNIEHNE TTOATTMHHOCTH
MOJIb30BaTeNsA, Paiiina, BBIMUCIUTELHON
cucremsbl. Bei6op naposs. YcraHoBieHue
MOJIHOMOYHH. MaTpuiia ycTaHOBIEHUS
nojaHoMouuit. Mepapxudeckue CUCTEMBI
YCTaHOBJICHHS TOTHOMOUYNH. CHCTEMBI
perucTpaiuu mojib30BaTeliel, COOBITHH,
HCTIONIb3YEMBIX PECYPCOB.
KomnbrorepHoe nupatctso. /JIek/

3.5

Wcnonb3oBanue xsm-GyHkuuii Ha npuMepe MDS. Onenka ycToH4nBOCTH napoist
Ko B3110MYy /JIab/




3.6 KommnbrorepHsie Bupycol. Bupycsl, 2 2
3apa)kalollye 3arpy304HbIe CEKTOPA.
®DaiiIoBbI€ BUPYCHI.
3arpy304HO-(aiiIoBbIC BUPYCHI.
TonumopdHbIE BUPYCHI.
OpraHu3aoHHbIe U IPOrPaMMHEBIE
croco0bl 60pEOBI ¢ BUPYCHBIM
3apa)XeHHEM ITPOTrPaMMHOTO
obecrieuenus. /Jlex/

3.7 3ammra nHGOPMALUU B KOMIIBIOTEPHBIX 2 2
cersix. Knaccudukanus ynaneHHBIX aTax.
Meto/pl 3alIUTHI OT HUX. TEeXHOJIOTHH
VPN. IlluppoBaHue naHHBIX HA CETEBOM
ypoBHe. [IpruMeHeHne TeXHOIOT 1

MU (pPOBaHMS JAaHHBIX COBMECTHO C
MEKCETEBBIMHU dKpaHaMU. 3allUIICHHbIC
MPOTOKOJIBI TIPUKITAIHBIX /JIek/

3.8 Certp Deiimrens /J1a6/ 2 4

3.9 Moens 6€30MacHOCTH COBPEMEHHON 2 4
olepannoHHo# cuctemsl /Cp/

3.10 OCHOBEI 3alIUTHI JaHHBIX B 2 4
KOMITbIOTEpPHBIX ceTsX /Cp/

Paznen 4. CamocTosiTesibHas padoTa

4.1 TToxroroBka k JlabopaTopHbIM 3aHsTHAM /Cp/ 2 32

4.2 ITonroroBka JieKIMOHHBIM 3aHATHIM /Cp/ 2 8

Pa3gen 5. KourakTHas 4achl Ha aTTECTALNIO

5.1 Oxk3amen /KD/ 2 2,35

5. OHEHOYHBIE MATEPHAJIBI

O1eHOYHBIE MaTepHaJIbI AJIs TPOBEACHUS TPOMEKYTOYHOH aTTecTalMy 00y4atoUIUXCsl IPUBEICHBI B IPUIIOKEHHH K pabodeit
IIporpaMMe TUCIUILUINHBL.

@DopMBI ¥ BU/IBI TEKYILET0 KOHTPOJIS IO JUCLUIUIMHE (MOJYJIIO ), BUJIbI 3aJaHUH, KDUTEPUHU UX OLICHUBAHUS, pacrpeiesieHie 0anioB 1no
BH/IaM TEKYILETO KOHTPOJIS pa3pabaThIBAIOTCS NMperioiaBaTesieM AUCUUILIIHEL C yYETOM ee crieln UK U JOBOJSTCS 10 CBEICHHS
o0yyarommxcsi Ha NIepBOM y4eOHOM 3aHSTHH.

Texymuii KOHTPOIJIb YCIIEBAEMOCTH OCYIIECTBISIETCS IIPETojaBaTeIeM TUCHUILTHHBI (MOAYJIIS), KaK MPaBHJIIO, C HCIIOJIB30BAaHHEM
OUOC unu myTeM NpoBepKH MUCbMEHHBIX Pa0OT, NPEAYCMOTPEHHBIX pad0YMMH NMPOrpaMMaMy JUCLUIUIMH B PAMKaX KOHTaKTHOU

paboTHI H CAMOCTOSITENIEHOM paboThl 00y4Jaromuxcs. st GuKCHpoBaHUs pe3yIbTaTOB TEKYLIETO KOHTPOJIS MOYKET HCIOJIB30BaThCS
BUOC.

6. YYHEBHO-METOANYECKOE © THO®OPMAIIMOHHOE OBECHHEYEHUE JUCHUILIJIUHBI (MOAY JIS)

6.1. Pekomenayemas JiuTeparypa

6.1.1. OcHoBHas qUTEpaTypa

ABTODHI, 3arnaBue N3narensc 1. agpec
COCTABUTENN TBO. TOIl
JI1.1 |Anémkun A. C., |AnnapartHsie U nporpamMMHbie cpeactBa|Mocksa:  |https:/e.lanbook.com/book/167600?category=1545
Jlecsko C. A, MIOMCKA YA3BUMOCTEH mpu MHUPDA,
Kyxos 1. O. MOJICIIMPOBAHNH M IKCIUTyaTalluu 2020

HH(POPMAITHOHHBIX CHCTEM
(o6ecneuenne MHGOPMALIMIOHHOM
6e3onacHocTH): YuebHoe mocobue

6.1.2. Jlono/IHUTe/ILHAS JIUTePaTypa

ABTODHI, 3ariaBue W3narensc On. agpec
COCTABHTENN TBO. TOI



https://e.lanbook.com/book/167600?category=1545

ABTODPBI, 3arnaBue W3narensc On. anpec
COCTABUTENN TBO. TOI
JI2.1 |bypoBa M. A., |WudopmannoHHas 6€30MacHOCTD U Camapa: https://e.lanbook.com/book/130271
OBCAHHUKOB A. |kpunTorpaduueckas 3almra CamI'VIIC
C. “H(GOPMALIMH: KOHCIICKT JICKITU , 2009
JI2.2 |sdxomneBa E.M.  |ABTomarusmpoBaHHOE MpoekTHpoBaHue | ToMcK: https://e.lanbook.com/book/107727?category=1560
CPEJICTB M CUCTEM yTpaBiieHus: yuebHoe | ToMckuit
mocobune MIOJUTEXHU
YeCKHit
YHUBEPCHT
et, 2016

6.2 I/IH(I)OPMaHI/IOHHBIe TEXHOJIOI'HH, MCITOJIb3YEMbI€ NPH OCYIIECCTBJICHUH 06pa30BaTeJ’le0F0 npouecca mo TMCUMIIMHE

(MonyJI10)

6.2.1 Tlepevens JTULIEH3HOHHOTO H CBOOOIHO PACIIPOCTPAHAEMOI0 IPOrPAMMHOI0 obecneyeHHst

6.21.1

Microsoft Windows10 Pro Torosop Ne034210000481700004

6.2.1.2

Microsoft office 2013 (JIurensus Ne 61887848) Jlorosop Ha mocrasky Ne 034210000481300001 1

6.2.1.3

7-zip (http://www.7-zip.org/ (GNU LGPL license)

6.2.2 Ilepeyenb npogeccHoHATBHBIX 023 JAHHBIX U  HMHGOPMALHMOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1

Kpymreitnmit Be6-cepBuc i1 XxocTuHra | T-poeKkToB 1 uX coBMecTHOH pa3pabotku- https://github.com/

6.2.2.2

basa kuur u nyGnukarmii JnexTponHoit oubnuorexu "Hayka u Texuuka" - http://www.n-t.ru

6.2.2.3

IMoprai ayst pa3paboTUHKOB IEKTPOHHO#M TexHukH: http://www.espec.ws/

6.2.2.4

basa nannbix «bubnnoreka nmporpammuctay https://proglib.io/

6.2.2.5

baza manubx «OTpaciieBoi moprain creruanrictosy http://www.connect-wit.ru/

6.2.2.6

TapanT.py https://www.garant.ru/

6.2.2.7

Koucynprantllmroc  http://www.consultant.ru/

7. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHE JUCITUIIJIMHBI (MOY JIS)

7.1

VYueOHble ayANTOPUH IS IPOBEACHHS 3aHATHH JISKIIMOHHOTO THIIA, YKOMIUIEKTOBAaHHBIE CIIEHUATTM3UPOBAHHON MeOebIo U
TEXHUYECKUMH CPEJICTBaMU 00yUeHHs: MyJIbTUMEINHHOE 000pyI0OBaHUE ISl IPEJIOCTABICHUS Y4eOHOI nHbOpMaum
OOJTBIION ayTUTOPHHY W/WIIK 3BYKOYCHIIMBAOIIee 000pyA0BaHHUE (CTAIMOHAPHOE MITH IEPEHOCHOE).

7.2

Y4eOHble ay TUTOPUH JUIS IPOBENCHUS 3aHATHI CEeMUHAPCKOTO THIIA, TPYIIOBBIX U MHAMBUIYAIBHBIX KOHCYJIbTAIIUH,
TEKYIIEro KOHTPOJIS ¥ IPOMEKYTOUIHOH aTTECTAllNH, YKOMIUICKTOBaHHBIE CIIELHATN3NPOBAHHON MEOEIBIO U TEXHHIECKUMU
cpencTBaMU 00y4eHHs: MyJIbTUMEUHHOE 000pyI0BaHHE U/WIN 3BYKOYCUIUBAOLIEe 000pYyA0BaHUE (CTALIMOHAPHOE HIIH
MIEPEHOCHOE)

7.3

[MomerieHust uis CAaMOCTOSITENBHONW PabOThI, OCHAIIIEHHBIE KOMITBIOTEPHOH TEXHUKOW C BO3MOXHOCTBIO MOJKITIOYEHHUS K
cetn "MHTepHET" M 0OECIieueHHEM JI0CTYIa B 3JICKTPOHHYI0 HHPOPMAIIMOHHO-00pa30BaTEeIbHYIO CpE/ly YHUBEPCUTETA.

7.4

[Tomerienus i XpaHeHHUs U TPO(UITAKTHIECKOro 00CITy>)KUBaHHS y4eOHOro 000py10BaHUS

7.5

YdeOHbIe ayJUTOPUH IS TIPOBEICHHUS JIAOOPATOPHBIX pa00T YKOMIUIEKTOBAHBI CIICIIUATU3UPOBAHHON MEOEIBIO 1
TEXHUYECKUMH CPeJICTBaMH 00yUeHHs: HOYyTOYKH WJIM KOMIIBIOTEPHI, MOJKII0UEHHbIE K JokanbHoi cetn Cam[ YIIC.



https://e.lanbook.com/book/130271
https://e.lanbook.com/book/107727?category=1560

