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IpakTuyeckue 18 18 18 18
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1. IIEJTM OCBOEHUSI I CLIUIIJIMHBI (MOY.JI5T)

1.1{O0y4eHne cTyAEHTOB METOIAM aHAJIN3a U TIPOSKTUPOBAHKS KOMIIBIOTEPHBIX CETEH, TEXHOIOTHU HX 3P HEeKTHBHOTO
MPUMEHEHUS M IKCILTyaTallii B aBTOMAaTH3MPOBAHHBIX CUCTEMaX 00paboTKu HHPOPMAIIMK U YIPABJICHHUS Pa3InYHOTO
Ha3HAuCHHUS.

2. MECTO JUCHUIIJIMHBI (MOAY.JI51) B CTPYKTYPE OBPA3OBATEJBbHOW ITPOTPAMMBI

Lukx (paszen) OIT: [61.0.19

3. KOMIIETEHIIUHA OBYYAIOIIETOCSI, @°OPMUPYEMBIE B PE3YJIbTATE OCBOEHMS AU CIUIIIAHBI
(MOJY.JIST)

OIIK-4 CriocobeH yuacTBOBaTh B pa3pabOTKe CTaHAapTOB, HOPM M IIPABUII, @ TAKIKE TEXHHIECKON JOKyMEHTALIH1, CBSI3aHHOM C
npohecCHOHATBHON eSITEIbHOCTHIO,

OIIK-4.1 Mcnonb3yeT OCHOBHBIE CTaHIAPTHI 0QOPMIICHHUS TEXHUYECKOW JOKYMEHTAILIMH IIPH BITOJHEHNH 3314 TIPpo(ecCHOHATBHON
JeSITEeIbHOCTH

OIIK-4.2 TIpumeHsieT cTanzapThl 0GOpMICHUS TEXHUIECKON TOKYMEHTAIMU Ha Pa3IMYHbIX CTaJHUAX KU3HCHHOTO IIUKIIa
IIPOrpaMMHOIO IPOJYKTa

B pe3ysabTaTe ocBOeHHS TUCHUILIUHBI (MOAYJIs1) 00yUYaromuiics 101KeH

3.1|3uaTh:

3.1.1|knaccuduKaniio BEIYUCIUTEIBHBIX CETEH U ATATOHHYIO MOJIENb B3aUMOCBSI3U OTKPBITBIX CHCTEM;

3.1.2 IMOCTPOCHUE, METOABI JOCTYIIA, IIPOTOKOJIbI JIOKAJIbHBIX BBIYUCIIUTCIIbHBIX CeTeﬁ;

3.1.3|TeXHOIOTHHU KOPIIOPATHBHEBIX CETeM, BKIIoYast mpoTokoisl TCP/IP;

3.1.4|pusnueckre NPUHIHUITBI TIepeiaun HHQOPMAIIUU B CETSIX.

3.2|Ymerth:

321 CO31aBaTh IMPOCTHIC CETCBLIC MMPUIIOKCHU S,

3.2.2|BEIOMpATE HEOOXOJUMOE CeTeBOE 000PYJOBAHIE JIOKAJIBHBIX CETeH 1 KOH(PUTypPHPOBATE JIOKAJIBHBIC CETH;

3.2.3|BBIOMpATh HAOOPBI CETEBBIX MPOTOKOJIOB VISl PA3THYHBIX PHUIOKEHU;

3.2.4|paboTaTh ¢ KOHKPETHLIMH IIPOTPAMMHBIMH TIPOLYKTaMH CPEACTB TEIEKOMMYHHKALIUMA, yIaJEHHOrO JOCTYIIA ¥ CETEBLIMU
(016K

3.2.5 IMIPOCKTUPOBATH 1 HUCIIOJIB30BaTh CETEBBIC CPEAbI NI€PECAaUN JaHHBIX.

3.3|Baanern:

3.3.1|naBbIKaMu BLI60pa H606XOZ[I/IMOFO CETCBOI'O 060pyz[03aH1/1${ JIOKQJIbHBIX CETer U KOH(i)I/IprI/IpOBaHI/IH JIOKAJIbHBIX CeTeﬁ;

3.3.2 METOAaMH aHaJIM3a U OLCHKU XapAKTEPUCTUK KOMITBIOTCPHBIX CeTel U WX COCTaBHBIX KOMIIOHCHTOB;,

3.3.3|coBpeMEHHBIMU METOIAMH M TEXHOJIOTHSMH NPOSKTHPOBAHHUS KOMITBIOTEPHBIX CeTeH pa3InuHOTrO Ha3HAYEHHUS;

3.34 METOJAaMU PCUICHUS TUITOBBIX 3a1a4 KOMHB}OTCpHOﬁ ABTOMATHU3alIUU TEXHOJOT'MYECKUX MMPOILECCOB Ha KEIJIC3HOLOPOKHOM

TpaHcIopTe.
4. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI (MOAY JIST)

Kon HaumenoBaHue pa3jiejioB U TeM /BU 3aHATHS/ Cemectp / | Yacos | Ilpumeuanue
| 3aHATHS Kvnc

Pazgen 1. BBenenne B ceTH M TeJ1eKOMMYHMKAMH

11 O030p U apXUTEKTYypa BBIYUCIUTENLHBIX ceTeld. KOMMyHUKallMOHHAS CETh U 5 2
nH(opMaoHHbIe cucTeMbl. OTHOpaHTOBas APXUTEKTYPa M KIHEHT-CEPBEPHBIE
cucremsl. /JIex/

1.2 Tormosnorust BRIYUCIUTEIBHOM CETH U METOIBI tocTyna. /Jlex/ 5 2

13 Metopt KoMMyTaImH B ceTsix. CeTn ¢ KOMMYyTalHel KaHAJIOB U CETH C 5 2
KOMMyTanuen maketoB. /JIex/

14 OpraHu3aiys HEMOCPEACTBEHHOTO — COCAMHEHHUS BYX KOMIBIOTEPOB Yepes3 5 2
CETEeBBIC aJaNTephl HA OCHOBE BUTOM mapsl. /J1ab/

15 WzyueHue oqHOpaHToBOM ceTu Ha 0aze koMmmyTtaTopa /J1ab/ 5 2

1.6 Amnanu3 KoH(GUIypaliy CEeTH ¢ MOMOIIBIO CTaHAapTHBIX yTriut ipconfig, ping, 5 2
tracert, netstat /J1a6/

1.7 Pa6ora ¢ anamuzaropom cereBoro tpaduxa WhireShark /J1a6/ 5 2

18 Pacuer HeoOxoanMoOro 060py0BaHUs AJIs CO3/IaHMsI JIOKanbHOM cetu. /TIp/ 5 2

1.9 YcraHoBKa U HACTpoIiKa ceTeBoi KapThl. /TIp/ 5 2




Pa3znen 2. MHOroypoHeBble MofieJid. TexXHO10r1HH JIOKAJIbHBIX ceTei.

2.1 DranoHHAs MOJENb B3aUMOJIEHCTBHS OTKPBITHIX 2
cucreM (Monens OSI).Cranaapruzanus cereid. [IoHsITHE OTKPBITHIX
cucrem. TpeboBaHus, npeabsABIseMbIe K ceTsaMm.  /JIex/
2.2 Oduznueckas cpena nepenadu qaHHbIX. Kabenu, mnHUN 1 KaHATEI cBsi3H. [loHsTHE 2
CTPYKTYpUPOBaHHBIX KabesnbHbIX cucteM. CereBoe 000pyaoBaHue (TACCUBHOE
ceTeBoe obopyaoBanue). /Jlek/
2.3 TexXHOJIOTUY JOKaIBHEIX ceTeil. Crenudukarmu Guzndeckoi cpensl. MeTo bt 0
(hM3HUYECKOTO U JIOTHYECKOTO KoaupoBanus. /JIex/
24 Anpecanus B ceTsix. JIokanpHbIe, ceTeBbIe H TOMeHHBIE afpeca. CTeK MPOTOKOJIOB 2
TCP/IP. Tousitue u popmar IP-agpeca. Macku mojceteii. Microsnbp3oBanue
IITI030B M MapuipyTu3aTopoB. Bepcuu |IP-mporokoinos. /JIex/
25 N3yvenwnio onepannonnoit cuctemsl Cisco 10S ¢ ncmons3oBaHreM dMyIISTOpa 3
mapipytuzatopoB Cisco GNS3.  /JTa6/
2.6 3HAaKOMCTBO C IPOrPaMMHUPOBAHHUEM COKETOB; HAIIMCAHUE TIPOCTOrO KIIMEHT- 2
cepBepHOro npuioxenus /J1ad/
2.7 WzyueHne NpUHIKIIOB OCTPOCHUS CXEM MOJIEITUPYEMBIX ceTeit /J1ab/ 3
2.8 Co3aHue JIOKaJIbHOM CeTH Ha OCHOBE «Paboueii rpynib» 1 Ha OcHOBE «JloMeHay. 4
Mp/
29 IP-anpecanns. Co3nanue noacereit. /I1p/ 2
Paznen 3. Mapmpyrtu3zanus. becnpoBoanbie ceTn
3.1 Knaccer cereit. lunamuueckoe pacnpenenenue aapecos. Haznauenne DHCP- 4
cepBepoB. [IpeobpazoBanue aapecos. [Ipotokon ARP. Ciryx6a DNS.Cetu ¢
cepsepom. Web-cepsepsr. IIpotokosnst HTTP u FTP. TTouToBbIe cepBepHI.
ITpotokossl POP3 u SMTP. Ciy:x0bl TEpMUHAIIOB. APXHTEKTYPa «TOHKHI
KiueHT. /Jlex/
3.2 BecripoBOHBIE TEXHOIOTHH TIOCTPOEHHS JIOKAJIBHBIX BEIYHCIUTEIBEHBIX CETEH. 2
Texuonorus IEEE 802.11 Wi-Fi. Ctek nporokonos IEEE 802.11. Metoas
KOIMPOBAHMS TaHHBIX B OECIIPOBOIHBIX CETSIX. ABTOKOPPEISALHOHHBIE KOMIBL.
Komsr Bapkepa. Metoasl Moxyasiiuu curaanoB B cetax Wi-Fi. Texnomorus
pacmmpenus criektpa DSSS. Apxurektypa Bluetooth. Cetn UWB u WiMax.
/JTex/
3.3 Hacrpoiika craTuueckoii mapmpytusanuu /J1a6/ 4
34 Hacrpoiika mocnenoBarenbHBIX nHTEpheiicos /J1ad/ 4
35 Hactpoiika u quaraoctuka pa6otst DHCP /JT1a6/ 4
3.6 baszoBas HacTpoliika POTOKOJIA JUHAMUYECKOU MapiupyTusanuu Open Shortest 4
Path First (OSPF) /JTa6/
3.7 Hacrpoiika 6ecripoBosiHoro coeannenus /J1ad/ 4
3.8 Pa6ora ¢ mpotokonamu FTP, SMTP/POP3. /TIp/ 3
3.9 Peanuzarus nporokosna HTTP ¢ moMOIIbIO COKETOB; HAMMCAHUE KIIMEHTCKOTO U 3
CEpBEPHOTO MPUIIOKEHHUH [T B3aUMOIeHCTBHS 10 Tipotokoiny HTTP /Tp/
3.10 V3yueHre METOIOB MOBBIIICHHSI CKOPOCTH U JIOCTOBEPHOCTH TMepeadr JaHHBIX B 2
nHpopmMaoHHbIx cetsix /TIp/
Pazgen 4. CamocrosiTeibHast padoTa
4.1 TexHonoruu pokanbHeIX cereil /Cp/ 9
4.2 IMoarororka k nekiusim /Cp/ 9
4.3 IMoaroToBka K mpakTHIecKum 3austusim /Cp/ 18
4.4 IMoaroToBka k 1abopaTopHbIM 3aHATHAM /Cp/ 36
45 Beinonnenne KypcoBoii pabotst /Cp/ 34,5

Pa3nen 5. KoHTaKTHBIE Yachbl HA ATTECTALMIO




51 Kypcosas pabora /KA/ 5 15

5.2 Dx3amen /KD/ 5 2,35

5. OHEHOYHBIE MATEPHAJIBI

OrneHOYHBIE MaTepHaIbl AJIs IPOBEACHUS TPOMEKYTOYHOM aTTecTali 00y4arolXCsl IPUBEICHbI B IPUIIOKEHUH K paboueit
IIporpaMMe JTUCLUILUIUHBL.

@DopMBI ¥ BU/IBI TEKYILIET0 KOHTPOJIS IO JUCLHHUILIMHE (MOJIYJIIO), BUJIBI 3aJaHUH, KPDUTEPUHU UX OLIEHUBAHUS, paclpeiesieHie 0aioB 1o
BUJIaM TEKYILETO KOHTPOJS pa3pabaThIBAIOTCS MperoiaBaTesieM AUCUUIUIMHEL C yYeTOM €€ CIeU(UKH U JOBOIATCS 10 CBEICHHUS
o0yyaromuxcsi Ha IepBOM y4eOHOM 3aHSTHH.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCS IPETofaBaTeNeM JUCIUIUIMHEI (MOYIIs), KaK MIPAaBHIIO, C HCIONB30BaHIEM
OUOC unu myTeM NpoBepKH MUCbMEHHBIX Pa0OT, NPEAYCMOTPEHHBIX pa0OUYNMH NTPOrpaMMaMi JUCLUIUIMH B PaMKaX KOHTaKTHOU
paboTHI M CAMOCTOSITENILHOM paboTHl 00ydaromuxcs. st GUKCHpOBaHUS pe3yIbTaTOB TEKYLIETO KOHTPOJISI MOYKET HCIIOJIb30BAThCS
BUOC.

6. YYHEBHO-METOINYECKOE I THOOPMAIIMOHHOE OBECHHEYEHUE JUCHUILJTUHBI (MOAY JIS)

6.1. Pexomenayemas Jqureparypa

6.1.1. OcHoBHas IUTEpaTypa

ABTOpBHI, 3arnaBue W3narensc 5. aapec
COCTABUTENN TBO. TOI
JI1.1 |Apriomenko B. B., |KoMmmbroTepHbIe CETH U TENEKOMMYHUKAIIAH: Hosocubu [https://e.lanbook.com/book/152244
Huxymun A. B. yueOHO- MeTogu4YecKoe mocodue pCK:
HI'TY,
2020
JI1.2 |duGpos M. B. CeTun ¥ TeJIEKOMMYHHUKAIIUK. MapIpyTH3amus B Mockga: https://urait.ru/bcode/471236
IP-cetsix. B 2 4. Y. 1: y4eOHUK U NPAKTUKYM UL IOpaiir,
BY30B 2021

6.1.2. lonoiHUTEbHAS JUTEPATypa

ABTOpBHI, 3arnasue Wznartensc On. agpec
COCTABUTEIN TBO. TOI
JI2.1 |du6pos M. B. Cetu 1 TeJTIEKOMMYHHKAIUK. MapIiipyTu3anus B MockBa: https://urait.ru/bcode/471908
IP-cersix. B 2 u. Y. 2: yyeOHHUK U IPAKTHUKYM JJIs IOpaiir,
BY30B 2021

6.2 Un¢dopManmoHHbIe TEXHOJIOTHH, HCIOJIb3yeMble IPH OCylIeCTBJIeHNU 00pa30BaTeIbHOIO NMpolecca Mo JMCIUILINHE
(Moxyr0)

6.2.1 IlepeyeHs JTULIEH3HOHHOTO U CBOOOIHO PACTIPOCTPAHAEMOI0 MPOrPAMMHOI0 obecreyeHust

6.2.1.1|Omepannonnas cucrema Microsoft® Windows 7 norosop Ne0342100004815000036

6.2.1.2|TIporpammusrii maker Microsoft Office cranmaprasiii 2013 morosop Ne0342100004815000036



https://e.lanbook.com/book/152244
https://urait.ru/bcode/471236
https://urait.ru/bcode/471908

6.2.2 IlepeueHb npodeccHOHANBLHBIX 023 JAHHBIX U MH(OPMAIHOHHBIX CIIPABOYHBIX CHCTEM

6.2.2.1

baza kHuT 1 myOauMKanuii DieKTporHoM onbmoreku "Hayka u Texauka"- http://www.n-t.ru

6.2.2.2

Kpymnneiimmit Be6-cepBuc it xocTrHTa | T-MPOEKTOB M MX COBMECTHO# pa3paboTku-https://github.com/

6.2.2.3

ITopTan st pa3paboTYMKOB AEKTPOHHOM TexHUKH: http://www.espec.ws/

6.2.2.4

basa nannbix «bubnnoreka nporpammuctay https://proglib.io/

6.2.2.5

Koncynprant mitoc

6.2.2.6

Wndopmarmonnas cucrema TAPAHT

7. MATEPHAJIBHO-TEXHUYECKOE OGECIIEYEHHME JUCIUIIJIMHBI (MOAY JIS)

7.1

y‘IC6HbIC Ay JUTOPHUU TSI IPOBEACHUA 3aHSATHI JICKHUOHHOT'O THUIIa, YKOMIIJICKTOBAHHBIC CHCHI/IaJ'lI/l?;l/IpOBaHHOﬁ Me6e.]'[bl'0 n
TEXHUYCCKUMH CPECTBAMH 00yUYCHHS: MYyJIbTHMEIUITHOE 000pyI0BaHKe ISl IIPEIOCTaBICHNS yIeOHOH nHMOpMAIU
OOJIBIION ayAMTOPHUU W/HIIH 3BYKOYCHIIMBaroIee 000pyJ0BaHHE (CTAIIHIOHAPHOE UITH MEPEHOCHOE).

7.2

VueGHbIe ayAUTOPHH ISl IPOBEACHHS 3aHITHIH CEMUHAPCKOTO TUIIA, IPYIIIOBBIX W HHIMBUIYAIBHBIX KOHCYJIBTALHI,
TEKYIIIEro KOHTPOJIS ¥ IPOMEKYTOUHOMN aTTECTAINH, YKOMILUICKTOBAHHbBIC CIICIHANTN3UPOBAHHON MEOENBIO M TEXHHYECKUMH
cpencTBaMu 00yUeHHS: MyJIbTUMEINITHOE 000pyI0OBaHUE W/WIIN 3BYKOYCHIIMBAKOIIee 000pyI0BaHKe (CTAllMOHAPHOE WIIN
IIEPEHOCHOE)

7.3

IMomenieHus AJIsl CAaMOCTOSTENEHON pabOTHI, OCHALIEHHBIE KOMITBPIOTEPHOH TEXHUKON ¢ BO3MOYKHOCTBIO TIOAKITFOUSHHUS K
cetn "MHTEpHET" M 0OecnieueHHeM JI0CTyIa B 3JCKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEeIbHYIO CPE/ly YHUBEPCUTETA.

7.4

[MomerieHust i XpaHeHHsI U MPODUITAKTHIECKOTO 00CITy)KUBaHUsI y4eOHOTO 000y 10BaHUSI.

7.5

IMTomenieHust A7 BBIMOJTHEHUS KYPCOBBIX PadOT YKOMIUIEKTOBAHbI CIICHATU3UPOBAHHON MEOEIIbIO M TEXHUIECKUMHU
cpencTBaMu o0yueHus (CTAHOHAPHBIME WIIH IEPEHOCHBIMH).

7.6

VueOHBIE ayAUTOPHH NI IIPOBEACHUS Ta0OPATOPHEIX PabOT YKOMILICKTOBAHBI CHEHAIH3HPOBAHHON MeOEbI0 1
TEeXHUYECKUMHU CPEJCTBAMU 00yUeHUS: HOyTOYKH WIIM KOMITBIOTEPHI, TOAKIIOUeHHbIE K okanbHol cetn CamI YIIC.




