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1. IEJTA OCBOEHUSI JUCLUTIIMHBI (MO1Y.J151)

1.1 | OOyueHne CTYIEHTOB METOIaM aHAJIM3a U IIPOCKTUPOBAHIS KOMITBIOTEPHBIX CETEH, TEXHOIOTUH MX 3()(HEeKTUBHOTO
IIPUMEHEHUS U SKCILTyaTallud B aBTOMAaTU3HPOBAHHBIX CHCTeMaX 00paboTKu MHGOPMAIUK U YIIPABIEHUS Pa3IMIHOTO
Ha3HAYeHHs.

2. MECTO JUCIMITIJIMHBI MOAYJIA) B CTPYKTYPE OBPA30OBATEJIBHOU ITPOT'PAMMBbI

Iuxn (paznpen) OIT: | b1.0.18

3. KOMIIETEHIIMHA OBYYAIOLIETOCSI, POPMUPYEMBIE B PE3YJIbTATE OCBOEHHWS AN CLMUITIMHBI
(MOJYJIST)

OIIK-4 CnocobeH yyacTBOBaTh B pa3padOTKe CTaHIAPTOB, HOPM M MPABUIL, @ TAKXKE TEXHUUECKON TOKYMEHTAIUHU, CBI3aHHON C
npoecCHOHATBHOH JEATENbHOCTHIO;

OIIK-4.1 Mcnone3yeT OCHOBHbIE CTaHAAPTHI OPOPMIIEHHS TEXHUUECKOH JOKYMEHTAIUY IIPH BHIIIOIHEHUH 3a71a4
npogecCnoHaIbHON NesSTENbHOCTH

OIIK-4.2 TTpumMenseT cTaHAapTh 0(OPMIICHHIS TEXHUIECKOH JOKyMEHTAINH Ha PA3THIHBIX CTAJUAX KU3HEHHOTO [IUKJIA
HIpOrpaMMHOTO MPOTYKTa

OIIK-6 Criocoben pa3pabaTbiBaTh OM3HEC-TUIAHEI M TEXHUIECKHE 3a/[aHNs Ha OCHAIIEHHUE OT/IENIOB, Ta00paTopHii, 0(ICcoB
KOMIIBIOTEPHBIM H CETEBBIM 00OPYIOBaHUEM;

OIIK-6.1 Pa3pabaTriBaeT OM3HEC-TIIIAHEI Ha OCHAIIICHUE OTAEINOB, JIAO0paTOpHii, 0HUCOB KOMITBIOTEPHBIM U CETEBBIM
obopynoBaHNEM

OIIK-6.2 Pa3pabaTrIBaeT TEXHHIECKHE 3a/JaHNs Ha OCHAIICHHUE OT/IENIOB, 1a00opaTopHii, 0(HCOB KOMITBIOTEPHBIM M CETEBBIM
obopynoBaHNEM

B pe3yabTaTe 0cBOEHUS IMCUMIJIMHBI (MOAYJIs1) 00y4aIOUIUICH JO/IZKEH

3.1 (|3HaTh:

3.1.1 Knaccn(bm(aumo BBIUHCIUTENIbHBIX CETEH U 9TaJIOHHYIO MOJICJIb B3AUMOCBA3U OTKPBITBIX CUCTEM;

3.1.2 MOCTPOCHUE, METOABI JOCTYIIA, IIPOTOKOJIbI JIOKAJIbHBIX BBIYHUCIUTEIbHBIX CCTeﬁ;

3.1.3 | TEXHOOTUH KOPIOPATUBHBIX ceTeil, BKitoyast mpoTokoisl TCP/IP;

3.1.4 | ¢pusmueckue IPUHIUIEI Hepeqaun HHQOPMALUH B CETSX.

3.2 | YmeTh:

3.2.1 | cozpaBaTh IPOCThIE CETEBBIEC IPUTIOKEHUS,;

3.2.2 | BEIOMpATh HEOOXOMMOE CETEBOE 000PYIOBAHHUE JIOKATBHEIX CeTeH M KOHPUTYpUPOBATh JIOKAIBHBIC CETH;

3.2.3 | BEIOHpaTh HAOOPHI CETEBBIX MTPOTOKOJIOB JUIS PA3IMYHBIX PUIIOKCHUIA;

3.2.4 | paboTaTh ¢ KOHKPETHBIMH [IPOTPAMMHBIMH IPOIYKTAMH CPEICTB TEJIEKOMMYHHUKAIIUH, YIAJIECHHOTO JOCTYIIA U CETEBBIMH
OG;

325 MPOCKTUPOBATH U UCITOJIB30BATh CETEBBIC CPECABI IICpCaAaYN JaHHBIX.

3.3 | Baagern:

3.3.1 | HaBBIKaMU BBEIOOpa HEOOXOJMMOTO CETEBOTO 000PYIOBAHUS JOKATBHBIX CETEH N KOHQUTYPUPOBaHUS JIOKATBHBIX CeTell;

3.3.2 METOJaMM aHAJIM3a U OICHKU XaPAKTCPUCTUK KOMITBIOTEPHBIX CeTeH M UX COCTaBHBIX KOMIIOHCHTOB,

333 COBPEMCHHBIMU MECTOAAMU U TEXHOJIOTUAMHU NPOCKTUPOBAHUA KOMIIBIOTCPHBIX cerei PA3INYHOTO HA3HAUCHUSA,

3.3.4 | MmeTogamu PCUICHUA THUITIOBBIX 3a1a4 KOMHLEOTCpHOfI aBTOMAaTHU3allu TCXHOJIOTUICCKUX MMPOIECCOB HA XKCIC3HOAOPOKHOM

TpaHCHOPTE.
4. CTPYKTYPA 1 COAEP KAHME JTUCIUIITIMHBI (MO A YJIS)
Kon HaumeHoBaHMe pa3ae/ioB U TeM /BUJ 3aHATHS/ Cemectp | Yacos | IIpumeuyanue
3aHATHSA / Kype

Paznen 1. BBenenue B ceTu " TECJIEKOMMYHUKAIIUN

1.1 0030p U apXHUTEKTypa BBIYUCIUTEIbHBIX ceTeil. KOMMYHHUKAIIMOHHAS CETh U 5 2
nHPOpPMAIIMOHHEIE cHcTeMbl. OTHOPaHTOBAsI apXUTEKTYpa U KIIMEHT-CEPBEPHEIC
cucremsl /Jlex/

1.2 Tomosnorust BRIMUCIUTENBHOM ceTH U MeTOo b focTyna /Jlex/ 5 2

1.3 Mertonbl kKoMMyTaluu B ceTsix. CeTn ¢ KOMMYyTaluel KaHaIOB U CETH C 5 2
KOMMyTanuei makeros /JIex/

1.4 Opranuzanys HEIOCPEACTBEHHOIO COEIUHEHUS IBYX KOMIIBIOTEPOB YEpE3 5 2
ceTeBbIe aJjanTepbl HA OCHOBE BUTOMH mapsl. /J1ab/

1.5 W3ydeHne oMHOPaHTOBOI ceTH Ha 6a3e kommyraTopa /J1a6/ 5 2




1.6 AmnHanu3 KOH(UTYpaluu CeTH ¢ IOMOIIBIO CTAaHIaPTHBIX YTHINT ipconfig, ping, 2
tracert, netstat /JIa6/
1.7 Pabora ¢ ananmzatopom cereBoro Tpaduka WhireShark /J1a6/ 2
1.8 Pacuer He0OX01MMOTO 0OOPYIOBAHHUS JUIS CO3AAHHA JIOKaIbHOI ceth. /TIp/ 3
1.9 VYcraHoBKa ¥ HacTpoiika ceTeBoii KapTsl. /TIp/ 3
Paznen 2. MHoroypoHeBble Mofiesii. TexHO10ruM JIOKaJbHBIX CeTeil
2.1 DTanoHHAas MOJIENb B3aUMOACHCTBHS OTKPBITBIX 1
cucreM (monenb OSI).Crannaptuzanus cereil. [IoHATHE OTKPBITHIX
cucrem. TpeboBaHMsI, IPEABABIIEMbIE K ceTsM. /JIek/
2.2 Ousnueckas cpeia nepenavn JaHHbX. Kabenu, TMHUH U KaHAJbI CBSI3H. 1
[onsiTHe CTPYKTYpUpPOBaHHBIX KabelIbHbIX cucTeM. CeTeBoe 000pyIoBaHNe
(maccuBHOE ceTeBoe obopynoBanue). /Jlek/
2.3 TexHONMOTMY JOKANBHBIX ceTell. Crenudukanuu Gu3HIecKor cpeabl. MeToab! 1
(PU3HYECKOTO U JIOTHYECKOTO KOAUpoBaHus. /JIex/
2.4 Anpecanus B cetsax. JlokanbHbIe, ceTeBble U JOMEHHbIE aapeca. CTex 1
npotokosoB TCP/IP. ITousitre u popmat IP-anpeca. Macku moacereit.
Hcronp30BaHue MUTI030B U Mapiipyru3aTopoB. Bepcuu IP-ipoTokosos. /Jlex/
2.5 H3zydenuto onepannonnoi cucrembl Cisco IOS ¢ HCHoab30BaHHEM IMYIATOPA 2
mapmpyruzatopoB Cisco GNS3. /J1a6/
2.6 3HAKOMCTBO C MIPOTPAaMMHPOBAHUEM COKETOB; HAIMMCAHUE MPOCTOTO KIHEHT- 2
cepBepHOro npuioxxenus /J1a6/
2.7 M3yuenne NpuHLIMIIOB IOCTPOEHUS CXEM MOJIEIIUPYEMBIX CETEH B AIMYIIATOPE 2
GNS3. /J1a6/
2.8 CosaHue JTOKaIbHOW CeTH Ha 0CHOBE «Paboueii rpynbsy U Ha OCHOBE 2
«domenay. /TIp/
2.9 IP-anmpecamus. Co3nanue noacerei. /I1p/ 2
Pa3nen 3. Mapmpyru3zanus. becnpoBoansbie ceTn
3.1 Knaccsl cereit. [lunamuuaeckoe pacnpeznenenue agpecos. Haznauenne DHCP- 4
cepsepos. IIpeobpaszoBanue agpecos. [Ipotokon ARP. Cayx6a DNS.Ceru ¢
cepBepoM. Web-ceprepsl. [Iporokosnst HTTP u FTP. TToutoBbie cepBepsl.
Ipotokosnst POP3 u SMTP. CiyxObl TepMHHATIOB. APXUTEKTYpa «TOHKHE
kiuenT. /Jlex/
3.2 BecripoBoiHbIE TEXHOIOTUHN TOCTPOEHUS JIOKAJIbHBIX BHIYUCIUTEIBHBIX CEeTEl. 2
Texnonorus IEEE 802.11 Wi-Fi. Ctek mpotokosos IEEE 802.11. Meroast
KOJNPOBAHUS JaHHBIX B OCCIIPOBOIHBIX CETSIX. ABTOKOPPEISINOHHBIC KOJIBL.
Konpr Bapkepa. MeToas! Mmoaymsiiuu curaaioB B ceTsix Wi-Fi. Texaonorus
pacuupenus cnektpa DSSS. Apxutektypa Bluetooth. Ceru UWB u
WiMax. /Jlex/
33 Hactpoiika cratndeckoi Mapiipyru3anuu Ha obopynoBanuu Cisco /J1a6/ 4
34 Hacrpoiika mocienoBarensHbIX HHTEpQeticoB obopynoBanus Cisco /J1abd/ 4
3.5 Hactpoiika u nuaraoctuka padotst DHCP ¢ ucnons3oanuem Cisco 10S 4
CLI /J1a6/
3.6 BbasoBas HacTpoiika mpoTokoia TuHaMu4Ieckoit Mapmpyrusanun Open Shortest 4
Path First (OSPF) /JIa6/
3.7 Hactpoiika 6ecipoBogHoro coenunenus /J1ab/ 2
3.8 Pa6ora ¢ mpotokonamu FTP, SMTP/POP3. /Mlp/ 2
3.9 Peanuzanus nporokxona HTTP ¢ momomnipsio cCokeToB; HalMcaHue KIMEHTCKOTO U 2
CEepBEPHOTO MPHUIIOKEHUH TS B3auMoAeicTBuUs o ipotokosy HTTP /TIp/
3.10 N3ydyenue MeTo0B MOBBIIEHHS CKOPOCTH U IOCTOBEPHOCTH Nepeadn JaHHBIX 2
B MH(MOopManuoHHbIX ceTsax /I1p/
Pasnen 4. CamocrosiTesibHast padoTa
4.1 TexHonorum noxkaneHbIX cetelt /Cp/ 16
4.2 IToaroToBka k jexuusam /Cp/ 8




43 IMoaroroBka k nmpaxTudeckuM 3aHaTusaM /Cp/ 5 16

4.4 IToaroToBka k JabopaTopHbIM 3aHATHIM /Cp/ 5 32
4.5 Bremonnaenue kypcoBoit pabotst /Cp/ 5 34,5
4.6 MeToabl KOOUPOBAaHUS JaHHBIX B O€CIPOBOAHBIX ceTsax. /Cp/ 5 17

Paznen 5. KoHTakTHbBIE Yachbl HA ATTECTALMIO

5.1 Ox3amed /KD/ 5 2,35

5.2 Kypcogast padota /KA/ 5 1,5

5. OIEHOYHBIE MATEPHAJIBI

OLeHOYHbIE MaTepHabl JUlsl IPOBEICHHUS IIPOMEXYTOYHON aTTECTAlMU OO0YJAIOMUXCS TIPUBEICHBI B IIPHIIOKEHUN K
paboueii mporpaMme AUCIUTUIHHBL

@DOpMBI ¥ BHIBI TEKYIIETO KOHTPOJIA [0 AUCHUIUINHE (MOIYIIO), BHIBI 3aJJaHUH, KPUTEPUH X OICHUBAHUS,
pacnpezenenye 6auioB 10 BHJaM TEKYIIEro KOHTPOJIs pa3padaThIBatoTCs MPerojaBaTeneM AUCHHUILUIMHBL C YIeTOM ee ClIeM(PHUKU 1
JOBOZATCS JIO CBEJICHHS 00yJaromUXcsl Ha IEPBOM yIEOHOM 3aHSTHH.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIIETCS IIPENoAaBaTeNeM NUCIUILIAHBI (MOIYIIA), KaK IMpPaBHIIo, C
ucnons3oBanreM DMOC unu myTeM MpoBepKH MUChMEHHBIX PadoT, IPeXyCMOTPEHHBIX pabOUNMH IIPOTpaMMaMH JUCIUILUIUH B
paMKax KOHTaKTHOI paboThl M CaMOCTOSATENBHOM paboThl oOyuarommxcs. st GpukcnpoBanus pe3ynbTaToB TEKYIIEro KOHTPOJIS
MokeT ucnoibzoBatbhes DUOC.

6. YA EBHO-METOAUWYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHME JUCHUIIJIMHBI (MO YJISA)

6.1. Pexomenayemas Jiutepatypa

6.1.1. OcHoBHas1 IUTEpaTypa

ABTOpBI, COCTaBUTENHU 3armaBue W3parensc On. agpec
TBO, I'OJI

JI1.1 | Apriomenko B. B., KoMmproTepHBIE ceTH B TeITeKOMMYHUKAIHN: YIeOHO- HoBocubu }//e.lanbook.com/book/15
Huxynua A. B. METOJIIYeCKOe TTocoone peK:
HI'TY,
2020

JI1.2 | IuGpos M. B. Cern 1 TenekoMMyHUKanuu. Mapmipyrusanus B [P-ceTsx. B Mocksa:  [tps://urait.ru/bcode/4712]
2 9. Y. |: yueOHUK U MPAKTHKYM U1 BY30B HOpaiit,
2021

6.1.2. JlonoiHUTeIbHAS JIUTEPATYpPa

ABTOpBI, COCTaBUTENN 3arnaBue M3narensc On1. anpec
TBO, TOJ
JI2.1 | AubpoB M. B. Ceru u TenekoMMyHUKauu. Mapmpyrusanus B IP-cerax. B Mocksa:  [tps://urait.ru/bcode/4719
2 4. Y. 2: yueOHHK 1 IPAKTUKYM JJIs1 By30B IOpaiir,
2021

6.2 UadopmManuoHHBbIE TEXHOJIOTHH, HCIOIb3yeMble IPH OCYLIECTBJIEHUU 06Pa30BaTeILHOTO NMPOoIecca Mo TUCIUILINHE
(Mony.110)

6.2.1 IlepeyeHb JULEH3UOHHOI0 U CBOOOHO PACIIPOCTPAHSIEMOr0 IPOrPAMMHOI0 o0ecne4eHHs!

6.2.1.1 | Microsoft Windows 7 morosop Ne0342100004815000036

6.2.1.2 | I'padmaeckuii cumynsatop cetn Cisco GNS3 (cBobomno pacnpoctpansemoe I10)

6.2.1.3 | I'padmaeckuii cumynstop cetn Netemul (cBoGogHO pacnpoctpansemoe [10)

6.2.1.4 | IIporpamma-aHanu3atop Tpaduka s KoMrnboTepHbIX ceteit WhireShark (cBo6oaHo pacnpoctpansemoe [10)




6.2.2 Hepeqeﬂb HpO(l)eCCI/IOHa.]I])Hl)IX 0a3 JAHHBIX U l/lH(l)OpMalIHOHHbIX CIIPABOYHBIX CUCTEM

6.2.2.1

baza xuur u myonukamnuii DnekTpoHHoM 6nbmnoTekn "Hayka n Texuuka'- http://www.n-t.ru

6.2.2.2

Kpynaeitmmii BeO-cepsuc s xoctrHTa [T-TIpoekTOB M MX cOBMECTHO# pa3padoTku-https://github.com/

6.2.2.3

Ioptan st pa3paboOTINKOB ANMEKTPOHHOHN TEXHUKH: http://Www.espec.ws/

6224

ba3a nannbix «bubmuoreka nporpammucta» https://proglib.io/

6.2.2.5

KOHch'IBTaHT IIJIIOC

6.2.2.6

WUndopmannonnas cucrema TAPAHT

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJIS)

7.

Ju—

YueOHbIe ayTUTOPUH AT IPOBEACHUS 3aHATHH JIEKIIMOHHOTO THIA, YKOMIICKTOBaHHBIC CIICIIHAITN3NPOBAHHON MeOEIbI0
U TeXHHYECKUMH CPEACTBAMHU O0Oy4eHHsI: MyIbTHMEIUIHOE 000pyIOBaHHE TSI IPENOCTaBICHUS yaeOHOH nHpOpMaImn
0O0JIBLION ayTUTOPUU H/MITH 3BYKOYCHIIMBAIOIIee 000pyI0BaHuE (CTAMOHAPHOE WK TIEPEHOCHOE).

7.2

VYueOHbIe ayTUTOPUH AT IPOBEACHNS 3aHATHH CEMHHAPCKOTO TUIIA, TPYIIIOBEIX U HHAWBUAYATbHBIX KOHCYIBTALIUH,
TEKYILEro KOHTPOJISI B IPOMEXKYTOYHOM aTTeCTAllNK, YKOMILIEKTOBAHHbIE CIICI[HATH3UPOBAHHOM MeOEIb0 U
TEXHUYECKUMH CPECTBAMH 00yUEHHUSI: MyIbTUMEANITHOE 000pyA0BaHHE 1/HJIH 3BYKOYCHIIUBAIOLIEE 000PY/I0BaHUE
(cranroHapHOE WK TIEPEHOCHOE)

7.3

ITomemneHus 711 CaMOCTOSITENTFHOI PaOOTHI, OCHAIIEHHBIE KOMITBIOTEPHOI TEXHUKOH C BO3MOKHOCTBIO TIOKITIOYSHUS K
cetu "UHTEepHET" M 0OecIeueHreM JOCTYIA B AIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPELY YHUBEPCUTETA.

74

[Momerenus [T XpaHEHUST H POPUIAKTHIECKOTO OOCTYKUBaHHS yIeOHOTO 000pyIOBaHMSL.

7.5

[TomemeHus 17151 BEITOTHEHHS KyPCOBBIX Pa0OT YKOMIUTIEKTOBAHEI CIICIIHATA3HPOBAHHON MEOCITBIO 1 TEXHIIECKIMHU
cpexncTBamMu 00ydeHUs (CTallMOHAPHBIME WU IEPEHOCHBIMH).

7.6

VYueOHbIe ayTUTOPHH AT IPOBEACHUS JIAOOPATOPHBIX PAOOT YKOMIUICKTOBAHBI CIICIIMANN3UPOBAHHOM MeOEIbIo 1
TEeXHHYECKUMHU CPEACTBAMU 0Oy4eHHs: HOYTOYKH MIIM KOMIBIOTEPHI, TIOAKIIOUEeHHbIE K TokanbsHOoU cetn CamI YIIC.




